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1.3 FEIR)E 30

GXHES% b uitiil: https://www.bilibili.com/video/BV1aq421w7x1/2spm_id_fro
m=333.788.videopod.sections )

HSEE AU UM G EFBIRN 72, Flaniil s O, ssh B %%, (HER
NN HDMI £RAC E USB SREER, FIn A BN 25 OBS # 4, it ixF oy
OB N TR B IR S A2 B 7 1

(1) A T4, OBS #ff (F#EiHdk: https://obsproject.com/download )

T EHE OBS 31.1.2, HRIAERIA 32.0.4 Fidad 2 ml LK.

a. MMEM % OBS installer
g’

OBS-Studi
0-32.04-

Windows-
x64-Inst...

K 1.32 T#i OBS installer
b. X OBS installer, HHLn N A, £ Next

@ O0BS Studio 32.0.4 Setup = X

Welcome to OBS Studio 32.0.4 Setup

This setup will guide you through installing OBS Studio.

It is recommended that you close all other applications before
starting, indluding OBS Studio. This will make it possible to
update relevant files without having to reboot your computer.

Click Next to continue.

‘ Cancel
K 1.33 il Next
c. &P OBS M F#1%, s Install

& OBS Studio 32.0.4 Setup — p.¢

Choose Install Location
o Bs Choose the folder in which to install OBS Studio 32.0.4.

Setup will install OBS Studio 32.0.4 in the following folder. To install in a different folder, click
Browse and select another folder. Click Install to start the installation.

Destination Folder

D:\obs-studio Browse...

Space required: 808.0 MB
Space available: 27.3 GB

< Back Cancel



K 1.34 /&5 Install
d. S5l

& OBS Studio 32.0.4 Setup —
Installing
o B s Please wait while OBS Studio 32.0.4 is being installed.

Extract: af-ZA.ini

Show details

K 1.35 223 Ama i
e. ZH5e5E, s Finish
& OBS Studio 32.0.4 Setup B

Completed Setup

OBS Studio 32.0.4 has been installed on your computer.

Click Finish to close Setup.

Launch OBS Studio 32.0.4

[]view Release Notes

New to OBS? Check out our 4-step Quickstart Guide.

Kl 1.36 /5 Finish
f. OBS B w75t

HWEY) AREOO) EECHP) HREAS) TAM HEIH)

CPU: 2.5% 30.00/30.00 FPS

& 1.37 OBS Ff
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(1) B, EFEFHMLRIE T EREE 1.5 177, EHFELLM RN 2R
E LR IRIEAT . FRIR AL usb £ O 1WA SN AT BB O, XA
ZHOEW, RABRANEZE GRS, & ERmIhn, WREAa RN,

WA — usb ¥E1 . (FRAIMIE RTL8723BU K7, 104548 BiiHE bR fl gt £ th i

EEEBIR)

(2) HIFM-E2Z G, linux R4t EHahinE RTL8723BU Wi Z F1 WIFI #H5H A
A, 1T lsmod 41 LAE B H [H A AZ B O H 3 inEk

orangepi@orangepi5plus: ~/Desktop
orangepi@orangepi5plus: ~/Desktop 80x24
ase) orangepi@orangepiSplus:~/I $ Llsmod
Used by

binfmt_misc
pwm_fan
rtk_|

1 btusb

1 btusb

1 btusb

44 btrtl,btintel,btbcm,bnep,btusb, rtk_btusb, rfcomm "
9

1

ip_tables 0
ipvé 38272 106
pgdrv 84 0
r8125 13926 0
(base) orangepi@orangepi i~/

K 1.46 % Ismod J5 &~
(3) it dmesg 4 1] LLE 2| RTL8723BU HRELFIINEAE B



orangepi@orangepiSplus: ~/Desktop
orangepi@orangepi5plus: ~/Desktop 80x51
stemd[1]: Mounted /tmp.
stemd[1]: Started Rule-based Manager for Device Events and Fil

stemd[1]: C ed s ce Sli S emd-backlight.
stemd[1] @ ing Loa Screen Harkhuht Brightne

systemd[1]: Fini d ad/Save Screen Backlight Brightness

emd[1]: Finished Coldplug All udev Devi
tarting Helper to synchronize boot up for ifupdown..

g Show Plymouth Boot Screen...
sys tnmd[]] inished Helper to synchronize boot up for ifupdown.
Bluetooth: Core ver 2
NET: Reg D ol family 31
Bluetooth: oction manager initialize
Blue 3 t nyel initiali
Blu t socket layer initiali
I’]umuxv'h SCO socket layer initial
usbco ew i e d
Realtek USB WiFi dongle (0x0 10> ) untested

usb 1-1: € "epo ults to J om
Bluetooth: i0: Lz mining hci_ 06 i_rev=000b lmp_ver=0

Bluetooth: i0: RTL: rom_version status=0 ver
Bluetooth: i RTL: loading rtl_bt/rt18723b_
rtk_btu ltek Blu th USB driver ver 3.1.6d45ddf.20220519-

Bluetooth: hci@: RTL: loading r tlJ;t/l t18723b_config.bin
Bluetooth: hciC : cfg_sz 68 total 22564

systemd[1]

systemd[1]: rting able chip c g \gine rkaig...
systemd[1]: Condition check resulted in File System Check on Root
ipped.

systemd[1]: modprobe i_pstore ice: Deactivated succe

ystemd[1]: ip camera engine rkaiq.
ystemd[1]: Cond tlon (,Iu-nk resulted in Platform Persistent
ge Archival I: ing skipped.
8 3A.service: Deactivated successfully.
Looking up fan-supply from device tree
pwm-fan pwm-fan: Looking up fan-supply property in node /pwm-fan

emd[1]: Found device / /disk/by-uuid/E2FE-AA7F.
systemd[1]: Found device /dev/ttyFIQO
emd[1]: Reached target Hardware activated USB
ystemd[1] tarting Load Ker
temd[1]: Tq e
8 4 stemd[1]: C itio C 3 e File S em Check on Root
Device be E pped .

K 1.47 #iA dmesg 5 ER
(4) f# R nmcli dev wifi #7233 & Fl 1) WIFT #4 5
KHEAJNEEZE A LA GIETT 2.4GHZ A M <A 3]
2B TR AT, FF H A B A

orangepi@orangepiSplus: ~/Desktop
orangepi@orangepi5plus: ~/Desktop 80x24
) orangepi@orangepi5plus:~/I $ nmcli dev wifi
CHAN RATE SIGNAL

mi 13 11 Mbit/s 100
LINK 7C( nfra 4 Mbit
LINK 943 nfra 11 405 Mbit
; Mbi

Mbi

Mbi

: 9 MERCURY CEF9
:4B:F3:CB:A3: 66666 Infra

Lines 1-12/12 (END)

P 1.48 JA I A
(5) %RJE1# A sudo nmcli dev wifi connect - password _ﬁﬁé\
BRI WIFL i, Hor.
a. wifi_name 7545 AL WIFI MME'J%%
b. wifi_passwd i ZHBARESZH) WIFT i




[ orangepi@orangepiSplus: ~/Desktop

orangepi@orangepiSplus: ~/Desktop 80x24
p$ sudo nmcli dev wifi connect Xiao passwo

L)
(base) orangepi@orangepiS5Splus:~/D te
rd 12345678

[sudo] password for orangepi:

Device 'wlx0013eff3ad47a' successfully activated with '2f27ad96-abec-483c-bl27-el
bd3439bbf0' .

(base) orangepi@orangepiSplus:~/I top$ i

1.49 BINEER SRR
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)
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& R rogram...
B Terminal Emuater
W Fie Manager

B 1.50 farES Ay
(2) KRB F GRS, 75 L HhEAE P IENH B bl www.baidu.com, Ff:[F]

Google

Q Search Google o type & URL ‘

& ° ° - +

—bedes. Ado OB Ao 0RM O B AM e

B 151 #ANEE
(3) fEAEMRIERA qq



(5 Applications ) 3 Fri 19 Dec, 15:21 B il & orangepi

& qu EENF x| + !
€ > © & baiducom/stie=ut-a5f=8arsy_bp=1arsy_idg= i i /_t=3eaal GUSC qlang.. < % A O &

Bal&t.‘El (‘1‘1 co e E agan oz (EX

aiv BROBE AR WR RE A WE XE B8 WRIA

26 WE  THEE TE EF  ReRO FIMKEH PRER BM W Gk
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£47 qa
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SRR, A— QAT Q @ERERAD
‘macos
QQMactE ST, HABEE, HEFLE, OTOMME A
AT, Q ®Ha
a 2025415 BETH @ Q0R
Q 202300l BT
Q2025 S OB
Jiinlod . e AEM REW  Wew
ik 9902542001 ol : 2608 ST
BRRLRARETI T ASAS0OBEPEEHRE
SN ATUE W 20251218 A an i SRR
2 TERTRE AR
Baa e ————
4 ELREA BREZABTBEAT @
st mydoun.com - EEGREAIRN XEMIFER0007 @
EEE 5 REREERTEERASKER @
0 © WRFBAEESELE RS

QQ (% : 0ICQ, RA&MNQQ) , RAMBHRI WNAGKHRAFMELK)
—REFERMIMMAERE, F1990425108 £, Bl TWindows, ma

Kib+ B REEARERAATIG

©0S, 1PadOS, Android, 0S. Windows Phone, Linux, HamonyOS NEXT & dpnmaienonE e
ESHREFE, RIFER-QMELEADNHNE. BRQSS.. #1f > 9 YRS EMFELMER

WEER REFR wEm S 10 RE—NEMRFTH GERT @ s

E 1.52 % qq

(4) #F qq W linux fiiAs

® s nnes x| 8 comemar LR 2 -
€ 2 C & mancomnde < A0%1

K] 1.53 #4% qq 1 linux fRAS
(5) ¥ Arm WASHT deb £



& e S
i'§

hitps:/didir1ve.qq,com/qafile/qy/QONTAINUX/QQ_3.2.22_251203_arm64_01.deb |

Bl 1.54 3% arm AR deb 2
(6) NEUF G2 Mk H ik File Manager, Fi&# Downloads

ue 23 Dec, 15:16 [ el & orangepi

Omnqe Pi

K 1.55 #2| FileManager



25 Applications - GEToranGeR
o

File Edit View Go Help

Tue 23 Dec, 15:16 B ] & orangepi

o x

orangepi

< > A W il homeforangepi/

c
Places

S H @ W D 9 @ E 8 @ O

R Oeskeop anaconda3 assets Desktop Documents Pictures public PycharmMiscProje  Templates Videos
o
7 Trash

1 ocuments
g Music

@i Pictures.

g Videos

i3 pownloads

Devices
@ File system
Network

51 Browse Network

11 folders, Free space: 30.0 GiB.

K 1.56 #3 Downloads
(7) RS RFT Ao, fN 1s BEFZHF T X
N\ sudo dpkg -i

Applications - [z§ Downloads

orangepi@orangepisplu

Tue 23 De

< A\ {aY | & fhomejorangepi/pownloads/
Places = >
@ computer o 101
13 orongepi ‘ ‘ d d ‘ ‘ 2ip. o1 oo | | 2ip
@ oeskeo assets. Audio_Q myChat-master  pycharm-2025.2.1.1 war W2r2023212054  Anaconda3-2023.07 flask_min_template  lemas_newl.rknn  lemas_testl.rknn linux-image- orangesd.zip
L -1-Linux-aarch64.sh 2ip
T Tash

legacy-rockchip

3588_1.0.8_arm6
ad
[ pocuments

[ sic 9
& Pictures |
(g Vvideos Uare] —

pycharm-2025.2.1.1 QQ_3.2.19_250904_ rknn_server W2r2023212054.2ip
[F§ Downloads. -aarch6d.targz arme4_01.deb
Devices e o
@ File system (base) orangepi@orangepi
iy s

2023.07-1-Linux-aarch6d
51 Browse Network

rknn_server

I

Kl 1.57 Rz
(8) ZHe5epiaE, RIATTE N Internet B 1HIE I QQ



(5 Applications - gy Downloads.
Q Run program.

Terminal Emulator ~ Help

B File Manager

§ home/orangepi/Downloads/

assets Audio Q

Mail Reader
@ web Browser
8 settings
[ty Accessories
# Development
A Graphics
1 Help

@ chromium web Browser
) multimedia » 8aq u
5 office > pycharm-2025.
& system »  -aarcha.targz
S togout

@ File system
Network
(|21 Browse Network

Q_3.2.19_250004_
arméa_01.deb

myChat-master

e

rknn_server

pycharm-2025.2.1.1

.

W2r2023212054.2ip

6 folders, 10 files: 2.1 GiB (2,290,565,178 bytes), Free space: 30.0 GiB

war

Downloads

c
- & =

w2r2023212054 lemas_testLiknn  linux-image-
legacy-rockchip-

1k3588_1.0.8_arm6,
a

Anaconda3-2023.07 flask_min_template  lemas_new1.rknn oranges4.zip
ip

“1-Linux-aarch6a.sh

K 1.58 HiThzds qq



1.6 fEFHIR LT Pycharm

GXHE S b ui i 4i: https://www.bilibili.com/video/BV1JZ421v7uu?spm_id from
=333.788.videopod.sections)

(1) WRAEM I FREIRN LA 7, BT A Im A reboot i JH A HF IR
B AT

(5 Applications - [@ orangepi@orangepisplu. Tue 23 Dec, 15:33 B @] & orangepil

orangepi@oran plus: ~/Desktop.

1.59 & PR S i B B 2 2 5 BV e
(2) fEAFEHERHEFHIA pycharm

(5 Applications =@ pycharm ) EBE

| & pychamEF_EIE  x | @ PyCharms The only Pythor x | + v

€ 5 C @ baidu.com/stie=utf-B&f=8&rsv_bp=16rsv._idx= , p=cdef 7544146 < % A O &

BEHT RE

BailiiEn ( peamem sewm

A+ BE @E AR WE B BE e xE FR  #RIA

28 Wit TH RESE HER  REER PR

PyCharm: The only Python IDE you need

elaie
HRIBR
pycharmE [ - PyCharm: The only Python IQE you need Q pythonBA T
THUPVTIPIEE, e BT Q evhonESRAD
e, Jupyter, Git, Conda, PyTorch, TensorFlow, Hugging Face, Django, Flask, FastaP... Q pychamiE£4iR
Q pycharmE Y Mgtk
Q pythonFHAR(%2E)

Q pychamBMTEH ~ Q pycharmMFRAR  Q pychamFPURRHEAD
QpythonBATE  QjavaF—R  Q pythonf#iikii&i3e2s  Q pycharmZ#e

Q pythonfTHRETE

BEm > OB

C IDE-BSMEAEBENE-A— IR TEE b ] ARt Rl it
3 L . it SRR T AEA ;
5 Kmiopiinls) = T HEAS000 SR

uﬁmmcuﬁa ey 1 KE: HRAARRTER @
Al BIRRENF .

2 TSRS

! REETFUIRAS 1875127

4 EUAEA  ERFRABFEEET @

- BRI RESIEERI080% )
RR, BERI  DENTARARE  —MLTRR i 5 REALSIRFEERARATER @
RERAGR  ERUBFAIL SRS SRS 6 BAFBARBEHELERY
SEBSERES > 7 K+ EREHATERARII

& Cotepuddy 202512

EB—NETRFTH BERT @
Free PyCharm For Students ABRFERABUIEE BFHE @
T A ST
b

o
htps FYM2E--g]_ T -

K 1.60 #% pycharm
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("5 Applications : @ Download Pycharm: Th... gy Downloads @ orangepi@orangepisplu.

Tue 23 Dec, 15:41 [ il & orangepi

Download PyCharm: The Python IDE for data science and web development by JetBrains - Chromium o x
& pychamEW_EEMK x| @ Download PyCharm: The F X | & Downloads x| + v
€ 5 € @ jetbrains.com.cn/en-us/pycharm/download/section=linux

<% A0 2

|- ' JETBRAINS eveloper T ed s Educati 0 upport Store  Q

PyCharm  Jetsrc APV Learn v Pricing ( Requestademo | (SDoWnload

Windows ~macOS  Linux

chhqrm Unified Product
The only Python IDE you need

.tar.gz (Linux ARM64) A

tar.gz (Linux)

targz (Linux ARM64) dal,

System requirements  Other versions

Installation instructions  Third-party software

PyCharm is now one unified product!

All users now automatically start with a free one-month Pro trial. After
that, you can subscribe to Pro or keep using the core features for free —
now with Jupyter support included.

PyCharm Professional users are unaffected and will continue to enjoy full
access to all Pro features in the unified product.

Learn more

Kl 1.61 T#K pycharm %3541
4) BiNl1s )5, FHHIA tar -xzvl _@g}_{ﬁ%@

Tue 23 Dec, 15:41 [ il & orangepi

< A\ {2 | & fhomejorangepi/pownloads/
Places - -
@ computer o 101
13 orongepi d ‘ ‘ ‘ ‘ d zip. 010 ioio o zip.
B oeskto assets Audio_Q myChat-master  pycharm-2025.2.1.1 war W2r2023212054  Anaconda3-2023.07 flask_min_template lemas_newl.rknn  lemas_testl.rknn linux-image- orangesa.zip
- L “1-Linux-aarch6d.sh Zip legacy-rockchip
T, Tash 1k3588_1.0.8_arm6.
= 4.deb
i Documents
g Music 0
@ Pictures |
Wl Pietore [targz, o Lap |
g Vvideos pycharm-2025.2.1.1 QQ_3.2.19.250904_  rtknn_server  wzr2023212054.7ip
[P§ Downloads. aarched.tar.gz arm64_01.deb
Devices

@ File system
Network

angepisplus: ~/Downloads.
55
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Ulloycharn-2625.2.1.1-aarch64 |

K 1.62 f#IE pycharm %354
(5) f#)EJaHEN pycharm SCHE ¢ B bin H3%, bin H3% F A4 pycharm.sh, 7
UC LT 4T FF 23, % N /pycharm.sh



orangepi@orangepiSplus: ownloads/pycharm-2025.2.1.1/bin
orangepi@orangepi5plus: ~/Downloads/pycharm-2025.2.1.1/bin 80x24
e) orangepi@orangepiSplus: $ ./pycharm.sh
s][warning][cds] Archived non-system c ses are disabled because the java
.system.class.loader property is specified (value = "com.intellij.util.lang.Path
Classload To use archived non- tem classes, this property must not be set
5-12-23 1 4:01,734 [ 741] WARN - #c.i.i.p.PluginManager - Froblems fou
nd loading plugins
Plugin 'AI Playground' (intellij.aiplayground) requires plugin with id=com.int
ellij.modules.ultimate to be enabled
Plugin 'Dev taine (org.jetbrains.plugins.docker.gateway) requires plugin
with id=com.i ij.mo .ultimate to be enabled
Plugin 'CS¢ (com.intellij.css) requires plugin with id=com.intellij.modules.u
Ltimate to be enabled
Plugin 'Data Wrangler' (com.intellij.dataWrangler.plugin) requires plugin with
i m.intellij.modules.ultimate to be enabled
Plugin 'Database Tools and SQL' (com.intellij.database) requires plugin with i
d=com.intellij.modules.ultimate to be enabled
Plugin 'Remote Development Gateway' (com.jetbrains.gateway) requires plugin wi
com.intell modules.ultimate to be enabled
in 'Shared Project Indexes' (intellij.indexing.shared) requires plugin wit
om.intellij.modules.ultimate to be enabl
Plugin 'JavaScript and TypeScript' (JavaScript) requires plugin with id=com.in
.modules.ultimate to be enabled
Plugin 'N j mote Interpreter' (org.jetbrains.plugins.node-remote-interpr
eter) requires plugin with id=com.intellij.modules.ultimate to be enabled

Kl 1.63 JE 3l pycharm

(6) WHERMMRIETT N, 7274 A B E Bk create desktop entry

£ Welcome to PyCharm

pychi

PyCharm New Notebook || New Script || New Project Open Clone Repository

Projects § myChat-master
Customize

Plugins

Learn

Take a quick onboarding tour

Settings Start Tour

Check for Updates
Manage Subscriptions...

About

Edit Custom Properti
Edit Custom VM Options.
Special Files and Folders

Collect Logs and Diagnostic Data

Create Desktop Entry... 4

Kl 1.64 &8 ST
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PyCharm New Notebook || New Script || New Project Open Clone Repository

Projects
Customi.
Plugins

Learn

Create Desktop Entry

You can create a desktop entry for easier starting PyCharm from a
d

top integration.

he entry for all users (requires superuser privileges)

OK Cancel

Take a quick onboarding tour

Start Tour

K 1.65 &l ok

/elcome to PyCharm

PyCharm 3 New Notebook || New Script || New Project Open Clone Repository

Projects @@ myChat-master

Customize
W v

Plugins

Learn

Authenticate

Authentication is ded to run “/hi / gepi/.cache/
JetBrains/PyCharm2025.2/tmp/create_desktop_entry .sh' as
the super user

An application is attempting to perform an action that requires privileges.
Authentication is required to perform this action. N

Password:

» Details

@cancel Authenticate

Take a quick onboarding tour

Start Tour

Kl 1.66 H\EHL %R
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™ Applications - @ Download Pycharm: Th... iy Downloads. @ bin - "] Tue 23 Dec, 15:46 BB e & orangepi

@ Run Program. bin

Terminal Emulator

B File Manager | home/orangepi/Downloads/pycharm-2025.2.1.1/bin/

Mail Reader

@ web Browser T
s & .
[ty Accessories

~ Developmant

b

»
P enbonolinine di format.sh fenotifier idea.properties inspect.sh jetbrains_client.sh  jetbrains_client6a.v Ttedit.sh pycharm pycharm.png pycharm.sh pycharm.svg
[ - ceany moption
A Graphics » @ pycharm
7 Help
@ ntemet
@ Multimedia

»
) | pycharm6aymoptio remote-dev-server  remote-dev- restarter
T office »
»

serversh
System

% Log out

@ File system

Network

orangepi@orangepisplus: ~/Downloads/pycharm-2025.2.1.1/bin
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1.7 ZEE PR N % Anaconda

(XNEH AP SE FEAERE, XEATFI0 7)

(1) 7EhEME % A LA R 3hk, https:/mirrors.tuna.tsinghua.edu.cn/anaconda/arch
ive/Anaconda3-2023.07-1-Linux -aarch64.sh 44 2Jf F#%2¢%% Anaconda3 KA,
T SERUE 45 2 Anaconda3-2023.07-1-Linux-aarch64.sh 3CAF

(2) 52—, FEXAsh PrEHZ, fTH %, @170 a5 sh
Anaconda3-2023.07-1-Linux-aarch64.sh K %%

(3) REwde ﬂfl]zl-‘A\iﬁJ tH Fﬁﬁ'ﬂ’mj‘fu RSN = o 1 (X 2735

-Linux-aarch64.s
Lcome to Anacon

In order to continue the installation proc: ’ a ew the licens
nent.

1.68 ,uﬁlili
D EHATRER)E, 2 Anaconda3 H)—8NFER, —H ST« | 78,

Anaconda, Inc
the 3-claus

End User License eement (the re al agreement between you and Anaconda, Inc. naconda”) and governs your use of Anaconda Distributi
fori Anaco dual Edition

bject to the terms of this Agreement, Anaconda hereby grants you a non-exclusive, non-transferable 1i
* Install and u t A rlhurlon whld
ibject to t
nda may, at its option, m \ - da n ribution. the upda r ded
erning terms, they are d as provid n s A t h r not enti
ppart for Anaconda Distribution.
Anaconda reserves all rights not expres anted to you in this Agreement.
tribution and use in source and bin fi vith or without modification, are rmitted pr ded that the foll ng conditions are
of source code mu retain the above pyrigh 0 s list of conditions and the following disclaimer.
in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
vith the distribution.
of its contribut y be to endorse or promote product ived from th f
a commercial product for resale. Please contact the Anaconda team for a third party redistribution commer
sitory is non-compliant with our Terms of Service . Please contact us to learn more about our commercial offerings.
1 right, title, and interest, including a
t\lbuted with or through Anaconda Dist
, including all inte rop g and ch produc If you

ommending n to oftwa luding without limitation, ne or functlcnahty relatin
the like ("Feedback" a is ch Feedba You hereby a gn to Anaconda all right, title, a

1.69 —H AT “17”
(5) SRJE I AR SRR & B2 W T IR 45 3K, LHSHT%J]\ yes %R ZEEEHE T .

The following packages listed on https: ) ja.com/cryptography are included in the repository accessible through Anaconda Distribution that relate to
ptography

--More--

Last updated February 25, 2022

se terms? [y

1.70 #N yes
(6) SRJG LI HASAREE 2% Anaconda3 B Hat, LA R ZE8EARIA

be installed into this location:
conda3

ENTER to confirm the location

1.71 FAEZE
(IR G ZEE AR IR e BYIUGR4L Anaconda3 B, #i\ yes, SR 5 1% 0] 44

installation finished.
Po you wish the installer to initialize Anaconda3

conda init? S [nol

1.72 %\ yes 201 4=
(8) MFERNZumh HBLU FFTERRT, H O 2 %¢%% Anaconda3 1 .



ot be activated on startup,

Kl 1.73 J 2 %% anaconda
(9) ZJ&#EN pycharm §] £ i

B N AT iy 2

a. Conda W& IEHEIH
conda config --add channels https://mirrors.tuna.tsinghua.edu.cn/anaconda/pkgs/
free
conda config --add channels https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
/conda-forge
conda config --add channels https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
/bioconda
conda config --set show channel urls yes

b. pip WEIGEIR
pip config set global.index-url https://pypi.tuna.tsinghua.edu.cn/simple

c. AT H ML
conda create --name tcp python=3.10
conda activate tcp
conda install pyaudio
conda install ffmpeg
conda install pyqt
pip install ffmpy
pip install opencv-python
pip install loguru
pip install gmssl




—. ZAH PC WRECE

2.1 wHEIRES

7F H & pycharm i A LA R4
conda create --name tcp python=3.10
conda activate tcp
conda install pyaudio
conda install ffmpeg
conda install pyqt
pip install ffmpy
pip install opencv-python
pip install loguru
pip install gmssl
pip install psycopg?2



=. R4
3.1 Wil ) H s 450

FEil R e H

KA (ERIRD, AR HA R (H )

Wzr2023212054/ # RER MZE2023212058/ # RER
e/ + BEAR [ assees/ * RAAR

| Y records/ # CRFHEER [ recenis/ ! iaiﬁﬁ%si
}— core/ # BROWEBERF = Core/ . ‘ lﬁgiﬁ)ﬁa@i
| | config.py # EEXMH I e e

b— Tcpclient.py  # TCPEFHSEIL

|

| L— translate ui.py # UIX{f##ITE
b— ui/ # SFEAXER

| | client.ui # B RAASTEE
| L icon.png # FEERZRER
b— utils/ # TAEBEFR

| | Encode_pecode.py # BRI E

| | message.py # HEAETA

| | sendvideo.py  # MIHEELE

| tep.py # TCPBETLA

| L zuc.py # ZUCEETH
L— _main__.py # BFEAOXH

B 1.74 275 H 450
BAT I
(1) EARMETE Y

(2) IBATHRZ 431 _main__.py
(3) BATESHA_ main__py

(4) I RARBI A FEIR A A7 A KT BE 2 H B H 1 )

ulimit -s 32768

|
l_
|
|
l_
|
|
|
|
|
|
|
=

|— TcPserver.py  # TCPRRSHBURIEIN
[ translate_ui.py # UIXHAHERTE

ui/ # REAXER

}— server.ui # PRSI TACRES M
L— jcon. png # REERFER

utils/ # TRXBZR

I—— Encode_Decode.py # RASMRISTE
b— # WENETR

message.py

l— SendVideo.py # MWRRETR
|— tep.py # TCPBATR
}— zuc.py # ZUCEIERHL

I— Camera_Server.py # BHREABSTIE
L— database. py # PIRERETR
# BEAOXH

K 1.75 MRS58 BSR4

__main__.py

IR

it B N



3 A HAEE (P AR e 2D

(1) config.py
from loguru import logger
path database = '../assets/records.db'
path video = '../assets/records’
path logfile = "../assets/runtime.log"
logger.add(path_logfile, rotation="500 MB", encoding="utf-8', level="INFO")
path_configfile = "../assets/config.ini"
store_ip = True
server _port = 17781
window _title = "2023212054 5 H X"
server _recv_buffersize = 10240
(2) translate ui.py
import os
import sys
from loguru import logger
def translate ui(ui_file):
ui_file abs = os.path.abspath(ui_file)
if not os.path.exists(ui_file abs):
logger.error(f"Translate ui | Y5 3/ AFFLE: {ui file abs}")
return False

base name = os.path.basename(ui_file abs)
pure_name = os.path.splitext(base name)[0]
dir _abs = os.path.dirname(ui_file abs)

source = ui_file abs

dist = os.path.join(dir _abs, pure name + 'py')

os.makedirs(dir_abs, exist ok=True)

# R H &

logger.debug("Translate ui | base name: {}".format(base name))
logger.debug("Translate ui | pure name: {}".format(pure name))
logger.debug("Translate ui | dir: {}".format(dir abs))
logger.debug("Translate ui | source: {}".format(source))
logger.debug("Translate ui | dist: {}".format(dist))

cmd = f'python -m PyQt5.uic.pyuic "{source}" -o "{dist}"
logger.info("Translate ui | {}".format(cmd))

# A ARINAT 2
ret code = os.system(cmd)
if ret code ==
logger.success(f"Translate ui | FIIAER: {dist}")



return True
else:
logger.error(f"Translate ui | A2 R, RIFEIIS: {ret code}")
return False
(3) Encode Decode.py

from gmssl import sm4

from utils.ZUC import ZUC

SM4 KEY = b'1234567890abcdef # SM4 %4H

key=[0x3d,0x4c,0x4b,0xe9,0x6a,0x82,0xfd,0xae,0xb5,0x8f,0x64,0x1d,0xb1,0x7
b,0x45,0x5b]  # ZUC JN#%4H
1v=[0x84,0x31,0x9a,0xa8,0xde,0x69,0x15,0xca,0x1£{,0x6b,0xda,0x6b,0xtb,0xd8,
0xc7,0x66]  # ZUC N HI4G 1 &
class DataHandler:

SUPPORTED_ALGOS = ["JG#", "SM4 n#","ZUC In&"]

def  init (self) -> None:

pass

@staticmethod
def encode(send data: bytes, encrypt algo: str = "SM4 J1%") > bytes:
if encrypt_algo not in ["JGHN#", "SM4 Jn#","ZUC n#E"]:
raise ValueError("{¥ S #7701 %/SM4 fIn%/ZUC I#")

if encrypt algo == "JChn%E":
encrypted data = send data
elif encrypt algo == "SM4 %"
crypt sm4 = sm4.CryptSM4()
crypt_smd.set key(SM4 KEY, sm4.SM4 ENCRYPT) # W&
AN AL
encrypted data = crypt sm4.crypt _ecb(send data) # ECB#z{
jiiks
elif encrypt algo == "ZUC JN#":
zuc_crypt = ZUC()
zuc_crypt.init(key, iv)
encrypted data = zuc crypt.encrypt(send data)

return encrypted data

@staticmethod
def decode(receive data: bytes, encrypt algo: str = "SM4 JI%") -> byt
es:
lf encrypt_algo not in [n%bn%‘:u’ USM4 bn%—:u’uZUC bn%—:u]:
raise ValueError("{¥ #7701 %/SM4 fIn%/ZUC I#")



if encrypt algo == "JChn%E":
decrypted data = receive data
elif encrypt algo == "SM4 %"
crypt sm4 = sm4.CryptSM4()
crypt smé.set key(SM4 KEY, sm4.SM4 DECRYPT)
decrypted data = crypt sm4.crypt ecb(receive data)
elif encrypt algo == "ZUC JN#":
zuc_decrypt = ZUC()
zuc_decrypt.init(key, iv)
decrypted data = zuc decrypt.decrypt(receive data)
return decrypted data
(4) message.py

"

JH T4 ZE T B AE R T R

import socket

import sys

from PyQt5.QtCore import QThread, QMutex, pyqtSignal
from utils.tcp import Server, Client

from loguru import logger

import struct

class MessageServer(Server, QThread):

"

# MR8 LS Ul &A2
callback msg = pyqtSignal(object)
callback video = pyqtSignal(object)

def  init_ (self):
Server. init_ (self)
QThread. init_ (self)
self.selected decrypt = "Join%"

def emit(self, conn, addr, msg: bytes):
if msg == b'connect':
self.callback msg.emit({
‘conn’: conn,
'addr': addr,
'data": 'connect’
1)
else:
self.callback video.emit({



‘conn’: conn,
'addr': addr,
'data": msg

})

def run(self):
" LEFEHIA L S5 TCP i
try:
self.listen()
except socket.error:
logger.error("[ 55 #%]: T HFEEZTFHE"
sys.exit(1)

def accept connect(self, addr):
super().accept_connect(addr)

def send confirm(self, conn):
" Rk confirm FEHITES, LA
try:
confirm_data = b'confirm'
conn.sendall(struct.pack('<L', len(confirm_ data)) + confirm_dat

except Exception as e:
logger.error(f' & i% confirm M {e}™)

class MessageClient(Client, QThread):

"

THEE T, JHFRKENE
server_confirm_signal = pyqtSignal(bool)  # ARZSunffAE =
def init (self, target ip):
Client. init _ (self)
QThread. init_ (self)
self mutex = QMutex() # HJF8i: {RiE sendall ZEF2 %4>
self.target ip = target ip
self.encrypt algo = "JCINE"
self.is_server confirmed = False # S BRI RS 3 confir

def quit(self):
self.close connect()

def set server confirmed(self, confirmed: bool):



self.is_server confirmed = confirmed
self.server confirm_signal.emit(confirmed)

def send message(self, data: str):
i R IE SIS (connect close) """
self.mutex.lock()
self.sendall(data.encode('utf-8'),is_control=True)
self.mutex.unlock()

def send video(self, data: bytes):
self.mutex.lock()
self.sendall(data, is_control=False)
self.mutex.unlock()

def run(self):
"ULEFEA L] ZERERS T S F A
try:
self.get connect(self.target ip)
import time
time.sleep(1)
self.send message('connect’)
data buffer = b"
header size = struct.calcsize('<L') #4
while not self.closed and self.is_connected:
try:
# U S  1) confirm 454
while len(data buffer) < header size:
recv_data = self.sock.recv(1024)
if not recv data: # AR5 umMiIT
self.close connect()
break
data buffer += recv_data
if not self.is_connected:
break
packed size = data buffer[:header size]
data buffer = data buffer[header size:]
msg_size = struct.unpack('<L', packed size)[0] #iX
[ )2 Je4l (msg_size, )
while len(data buffer) < msg size:
data buffer += self.sock.recv(1024)
zipdata = data buffer[:msg size]
data buffer = data buffer[msg size:]

# I RUCE AR S5 I ) confirm,  FRICHIIA



if zipdata == b'confirm":
self.set_server confirmed(True)
logger.info("[%5 /' ] W B AR 55 v 120, TG
RAERATEHE")
except:
break
except:
pass
(5) tep.py
from abc import abstractmethod
import socket
import struct
import threading
from queue import Queue
from utils.Encode Decode import DataHandler
from Core import config
from loguru import logger

class Server:

def  init (self):

self.address = (", config.server port) # 4 ANLTAH IP+HIC B Ik
self.sock = None  # W7 socket

self.conn map = {} # PRAFCIEENE M iw: { (ip,port): conn Bz
self.cipher_queue = Queue() # MRERAF: SEAFAr Al 5 (1% U

# JE BRI i S
self.decrypt thread = threading.Thread(target=self. decrypt worker, dae
mon=True)
self.decrypt thread.start()
(@abstractmethod
def emit(self, conn, addr: tuple, msg: bytes):
16 G K& R #

"

pass

def accept connect(self, addr):

B PR, A R 5 P S

logger.info('[ IR 55 #%]: #5%2KH {}:{} BiEH: format(addr[0], addr[1]))
conn = self.conn_map[addr] # M conn map HUHIZE i I E 2
link = threading.Thread(target=self.connect thread, args=(conn, addr))



link.setDaemon(True)
link.start()

def close connect(self, addr):

K FTIGE B IR

conn = self.conn map.get(addr, None)
if conn:
self.conn_map.pop(addr)
conn.close()  # RPHEHET
def connect thread(self, conn, addr):
"N i B TG R AE A TCP 1 6 )
WrE R TCP E IR, Z KK EHIE A € 1] 5E & H-16 5
WERTT % FHIEX PP iR—— R 4 FHHIHERSE PR E LR 2

"

conn_map = self.conn_map

data buffer = b"  # Z&AFARICEL) 754

header size = struct.calcsize('<L")

while conn map.get(addr):
try:
# 8 B & O W S
while len(data buffer) < header size:
recv_data = conn.recv(4096)
if not recv data: # )i EBNICHIERE, recv IR[EIA
logger.info(f"[# UL ZkFE] {addr} 7 F B WTIE")
self.close _connect(addr) # =37 AR 5% b i 4%
break
data buffer += recv_data

if not conn_map.get(addr): # CLWHTIZENIE HEIR
break

e

packed size = data buffer[:header size] # A 4 F T &KE

data buffer = data buffer[header size:]

msg_size = struct.unpack('<L', packed size)[0] # f&MTH K
I ERS S NES

while len(data buffer) < msg size:
recv_data = conn.recv(4096)
if not recv_data:
logger.info(f"[#ZUX 2k F2] {addr} 7 F B WTIE")

self.close connect(addr)



break
data buffer += recv_data
if not conn_map.get(addr):
break

zipdata = data buffer[:msg_size] # SE¥EMI%E CHHE

self.cipher queue.put((conn, addr, zipdata))
data_buffer = data buffer[msg size:] # FIREIEHT| T —
L2 OS]
except Exception as e:
logger.warning(M"[#2 & FE] {addr} #ZUCHH: {e}")
break

if addr in conn_map:
conn_map.pop(addr)
logger.info('[Ik55%=]: {}:{} CWiITiERE format(addr[0], addr[1]))
try:
conn.close()
except:
pass

def decrypt worker(self):
"L RE LG TP, REE ) A [
while True:
try:
conn, addr, zipdata = self.cipher queue.get()
if addr not in self.conn map: # 2/ ¥ O W FF ki
self.cipher queue.task done()
continue

decrypt algo = self.selected decrypt if hasattr(self, 'selected d
ecrypt') else "JohiE"
video data = zipdata
if zipdata in [b'connect’, b'confirm']:
# PR A B g
pass
else:
if decrypt_algo != "JCHNE":
try:
video data = DataHandler.decode(zipdata, decry
pt _algo)
except Exception as e:



logger.warning(f"[fift % 26 #2] {addr} &% K
{e}")

self.emit(conn, addr, video data) # fi#% )5 0]

self.cipher queue.task done() # #ric PAFIATS5 58 K
except Exception as e:

logger.error(f"[ff 25 Z6FE] FH: {e}™)

self.cipher queue.task done()

def listen(self):

"

Wi [, I ZIHE oI E %

"

# tcp sock

# % TCP 4% (AF_INET=IPv4, SOCK STREAM=TCP)

sock = self.sock = socket.socket(socket.AF INET, socket.SOCK STRE
AM)

sock.bind(self.address) # € ¥

sock.listen(3) # fe NFEATIERAEL 3

logger.info('[ IR 55 #5]: ¥ 1 {} 4P %€ B Ih!".format(config.server port))

while True:
# 1R IS
conn, addr = sock.accept()
self.conn_map[addr] = conn
self.emit(conn, addr, b'connect’)  # fifi /& connect S

class Client:

"

5/ N KRB

"

def  init (self) -> None:
self.sock = None
selfis connected = False # &7 OIS i
self.closed = False
self.encrypt buffer = bytearray(320 * 240 * 3)

def get connect(self, target ip: str):

"

EREPNIGE ip HIR S 7%



"

logger.info('[ % i ]: BIAGIERZR] + target ip)
try:
# 5 M55 57 socket 14
self.sock = socket.socket(socket.AF INET, socket. SOCK STREAM)
self.sock.connect((target ip, config.server port))
self.is_connected = True
self.closed = False
logger.info('[%& F'ii]: CLSMRSG A @EERE, SRS AL
except:
logger.error('[ % Flim]: HRRIM, 1HEIR)

self.close connect()

def close connect(self):

mm%/‘ﬁ%f;?mm

if self.sock is None:
logger.warning("[ %% ) ¥i] socket CLAZ, T RH")
self.is_connected = False
self.closed = True
return

try:
sock valid = False
try:
sock valid = (self.sock.fileno() != -1)
except (OSError, socket.error):
sock valid = False

if sock wvalid:
self.sock.shutdown(socket. SHUT RDWR)
self.sock.close()
except (OSError, socket.error) as e:
logger.warning(f"[ % F' 3] K H] socket KM (RTRECWTH) : {e}")
finally:
self.sock = None
self.is_connected = False
self.closed = True

logger.info("[ % i ] CARHESR A EHE")

def sendall(self, video data, is control=False):

"

REEH: BFRREE GEERE, AR



is_control: A2 AZIFHITES (connect. close. confirm), F5#I15>A 1

=Y

"

if self.sock is None:
logger.warning("[ % ] Uifi] socket ENAS, B AR EHE k")

return

try:
if self.sock.fileno() == -1:
logger.warning("[ %% ] Uifi] socket T I, Bk AR EHE Kk
return
except (OSError, socket.error):
logger.warning("[ %% )" ] socket ZR&, Bhid AR EHE K IE")
self.sock = None
self.is_connected = False
return

senddata = video data

if not is_control and hasattr(self, 'encrypt algo') and self.encrypt algo !
— A"
senddata = DataHandler.encode(senddata, self.encrypt algo)

try:
self.sock.sendall(struct.pack('<L', len(senddata)) + senddata)
except:
logger.debug('[% )7 it ]: HdE K 1K )
(6) ZUC.py
import math
class ZUC:

S0=[[0x3e, 0x72, 0x5b, 0x47, Oxca, 0xe0, 0x00, 0x33, 0x04, 0xdl, 0x54,

0x98, 0x09, 0xb9, 0x6d, Oxcb],
[0x7b, Ox1b, 0xf9, 0x32, Oxaf, 0x9d, Ox6a, Oxa5, Oxb8, 0x2d, Oxfc, 0

x1d, 0x08, 0x53, 0x03, 0x90],
[0x4d, Ox4e, 0x84, 0x99, Oxe4, Oxce, 0xd9, 0x91, Oxdd, Oxb6, 0x85,

0x48, 0x8b, 0x29, 0x6e, Oxac],
[0xcd, Oxcl, Oxf8, Oxle, 0x73, 0x43, 0x69, 0xc6, 0xb5, 0xbd, 0xfd, 0

x39, 0x63, 0x20, 0xd4, 0x38],
[0x76, 0x7d, 0xb2, Oxa7, Oxcf, Oxed, 0x57, Oxc5, 0xf3, 0x2c, Oxbb, 0

x14, 0x21, 0x06, 0x55, 0x9b],



[0xe3, Oxef, Ox5e, 0x31, Ox4f, 0x7f, Ox5a, Oxa4, 0x0d, 0x82, 0x51, 0
x49, 0x5f, Oxba, 0x58, Oxlc],

[0x4a, Ox16, Oxd5, Ox17, Oxa8, 0x92, 0x24, Ox1f, 0x8c, Oxff, 0xd8&, 0
xae, 0x2e, 0x01, Oxd3, Oxad],

[0x3b, Ox4b, Oxda, 0x46, Oxeb, 0xc9, Oxde, 0x9a, 0x8f, 0x87, 0xd7,
0x3a, 0x80, Ox6f, 0x2f, 0xc8§],

[0xbl, Oxb4, 0x37, 0xf7, Ox0a, 0x22, 0x13, 0x28, 0x7c, Oxcc, 0x3c,
0x89, 0xc7, 0xc3, 0x96, 0x56],

[0x07, Oxbf, 0x7e, 0xf0, OxOb, 0x2b, 0x97, 0x52, 0x35, 0x41, 0x79,
0x61, Oxa6, Ox4c, 0x10, Oxfe],

[0xbc, 0x26, 0x95, 0x88, 0x8a, 0xb0, Oxa3, Oxfb, 0xc0O, 0x18, 0x94,
0xf2, Oxel, Oxe5, 0xe9, 0x5d],

[0xdO, Oxdc, Ox11, 0x66, 0x64, 0x5c, Oxec, 0x59, 0x42, 0x75, 0x12,
0xf5, 0x74, 0x9c, Oxaa, 0x23],

[0x0e, 0x86, Oxab, Oxbe, 0x2a, 0x02, Oxe7, 0x67, Oxe6, 0x44, Oxa2,
0x6¢, 0xc2, 0x93, 0x9f, Oxfl],

[0xf6, Oxfa, 0x36, 0xd2, 0x50, 0x68, 0x9¢, 0x62, 0x71, 0x15, 0x3d,
0xd6, 0x40, 0xc4, 0xe2, 0xO0f],

[0x8e, 0x83, 0x77, 0x6b, 0x25, 0x05, 0x3f, 0xOc, 0x30, Oxea, 0x70,
0Oxb7, Oxal, Oxe8, 0xa9, 0x65],

[0x8d, 0x27, Oxla, Oxdb, 0x81, Oxb3, Oxa0, O0xf4, 0x45, 0x7a, 0x19,
0xdf, Oxee, 0x78, 0x34, 0x60]]

S1=[[0x55, 0xc2, 0x63, 0x71, 0x3b, 0xc8, 0x47, 0x86, 0x9f, 0x3c, Oxda,
0x5b, 0x29, Oxaa, Oxfd, 0x77],
[0x8c, 0xc5, 0x94, 0xOc, Oxa6, Oxla, 0x13, 0x00, Oxe3, Oxa8, 0x16,
0x72, 0x40, 0xf9, 0xf8, 0x42],
[0x44, 0x26, 0x68, 0x96, 0x81, 0xd9, 0x45, 0x3e, 0x10, 0x76, 0xc6,
Oxa7, 0x8b, 0x39, 0x43, Oxel],
[0x3a, 0xb5, 0x56, 0x2a, Oxc0, 0x6d, 0xb3, 0x05, 0x22, 0x66, Oxbf,
Oxdc, 0x0b, Oxfa, 0x62, 0x48],
[0xdd, 0x20, O0x11, 0x06, 0x36, 0xc9, Oxcl, Oxcf, 0xf6, 0x27, 0x52, 0
xbb, 0x69, 0xf5, Oxd4, 0x87],
[0x7f, 0x84, Ox4c, 0xd2, 0x9c, 0x57, Oxa4, Oxbc, 0x4f, 0x9a, Oxdf, 0
xfe, 0xd6, 0x8d, 0x7a, Oxeb],
[0x2b, 0x53, 0xd8, Ox5c, Oxal, 0x14, 0x17, Oxfb, 0x23, Oxd5, Ox7d,
0x30, 0x67, 0x73, 0x08, 0x09],
[Oxee, 0xb7, 0x70, 0x3f, 0x61, 0xb2, 0x19, 0x8e, Ox4e, OxeS5, 0x4b,
0x93, 0x8f, 0x5d, Oxdb, 0xa9],
[Oxad, 0xfl, Oxae, 0x2e, Oxcb, 0x0d, Oxfc, Oxf4, 0x2d, 0x46, Ox6e, 0
x1d, 0x97, Oxe8, Oxdl, 0xe9],
[0x4d, 0x37, Oxa5, 0x75, Ox5e, 0x83, 0x9e, Oxab, 0x82, 0x9d, 0xb9,
Oxlc, 0xe0, Oxcd, 0x49, 0x89],
[0x01, Oxb6, Oxbd, 0x58, 0x24, Oxa2, Ox5f, 0x38, 0x78, 0x99, 0x15,



0x90, 0x50, 0xb8, 0x95, 0xe4],

[0xd0, 0x91, Oxc7, Oxce, Oxed, 0xOf, Oxb4, 0x6f, 0xa0, Oxcc, 0xf0, 0
x02, 0x4a, 0x79, 0xc3, Oxde],

[0xa3, Oxef, Oxea, 0x51, Oxe6, Ox6b, 0x18, Oxec, Ox1lb, 0x2c, 0x80, 0
xf7, 0x74, Oxe7, Oxff, Ox21],

[0x5a, Ox6a, 0x54, Oxle, 0x41, 0x31, 0x92, 0x35, Oxc4, 0x33, 0x07,
0x0a, Oxba, 0x7e, 0x0Oe, 0x34],

[0x88, Oxbl, 0x98, 0x7c, 0xf3, 0x3d, 0x60, 0x6¢c, 0x7b, Oxca, 0xd3,
0Ox1f, 0x32, 0x65, 0x04, 0x28],

[0x64, Oxbe, 0x85, 0x9b, 0x2f, 0x59, 0x8a, 0xd7, 0xb0, 0x25, Oxac,
Oxaf, 0x12, 0x03, Oxe2, Oxf2]]

D=[ 0x44d7, 0x26bc, 0x626b, 0x135e, 0x5789, 0x35e2, 0x7135, 0x09af,
0x4d78, 0x2f13, Ox6bc4, Oxlafl, 0x5e26, 0x3c4d, 0x789a, 0x47ac]

def init_ (selfkeylen=6):

self.S=[0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0]
self.Key result=[]

self.keylen=keylen

self.X=[0,0,0,0]

self.R1=0

self.R2=0

self. W=0

self.m32=pow(2,32)

def BitReconstruction(self):
self. X[0]=self.add2(self.S[15],self.S[14])
self. X[ 1]=self.add(self.S[11],self.S[9])
self. X[2]=self.add(self.S[7],self.S[5])
self.X[3]=self.add(self.S[2],self.S[0])

def LFSRWithInitMode(self,u):
v=(2*%*15%self.S[15]+2**17*self.S[13]+2**2 1 *self.S[10]+2**20*self.S[4]
+(1+2**8)*self.S[0])%(2**31-1)
self.S.append((v+u)%(2**31-1))
if self.S[16]==0:
self.S[16]=2**31-1
self.S.pop(0)

def LFSRWithWorkMode(self):
self.S.append((2 ** 15 * self.S[15] + 2 ** 17 * self.S[13] + 2 ** 21
* self.S[10] + 2 ** 20 * self.S[4] + (1 + 2 ** 8) * self.S[0]) % (2 ** 31 -



1))
if self.S[16] == O:
self.S[16] = 2 ** 31 - 1
self.S.pop(0)

def F(self,X0,X1,X2):
self.W=self.mod32(X0 * self.R1,self.R2)
Wil=self.mod32(self.R1,X1)
W2=self.R2 * X2

self R1=self.S (selfL1((W1<<16) | (W2>>16)) & Oxfffffffr))
self.R2=self.S (self.L2(((W2<<16) | (W1>>16)) & Ox{ffffffr))

def L1(self,X):
return X * selfrot(X ,2) ~ self.rot(X ,10)" self.rot(X ,18) # self.rot(X
24)& OxfTTtt

def L2(self,X):
return X * self.rot(X ,8) » selfirot(X ,14) ~ self.rot(X ,22) * self.rot
(X ,30)& Oxfrfftt

def S (self,X):
bit8=[0,0,0,0]
result=[0,0,0,0]
bit§[0]=X>>24
bit8[1]=(X>>16)&0x{f
bit8[2]=(X>>8)&Ox ff
bit8[3]=X&0xff
for 1 in range(4):
row = bit8[i] >> 4
nuw = bit8[i] & Oxf
if 1 ==0 or i== 2:
result[i]=self.SO[row][nuw]
else:
result[i]=self.S1[row][nuw]
ans = (result[0] << 24) | (result[1] << 16) | (result[2] << 8) | result
[3]

return ans

def rot(self,X,i):
return ((X<<i)& Oxfftfftfr)|(X>>(32-1))

def mod32(self,R,X):
return (R + X)%self.m32



def H(self,X):

#s 16
bits=(X>>15) & Oxffff
return bits

def L(self,X):

#16
bits = X & Oxffff
return bits

def add(self, W1,W2):
Will=self. L(W1)<<16
W2h=self. H(W2)
all=W11|W2h
return all

def add2(self,W1,W2):
Wih = selft HW1)<<16
W2l = self.L(W2)
all value=W1h|W2I
return all value

def init(self key,iv):
for 1 in range(16):
self.S[i] = (key[i] << 23) | (self.D[i] << 8) | iv[i]
#print(WILHL 2 H/T: ")
#self.print_S()
for 1 in range(32):
self.BitReconstruction()
self.F(self.X[0], self.X[1], self.X[2])
self. LFSRWithInitMode(self. W >> 1)
#self.print_status()

def calc(self):

self.BitReconstruction()

self.F(self.X[0], self.X[1], self.X[2])

self. LFSRWithWorkMode()

for 1 in range(self.keylen):
self.BitReconstruction()
self.F(self.X[0], self.X[1], self.X[2])
self.Key result.append(self.W"self.X[3])
self. LFSRWithWorkMode()
#self.print_status()



def print_S(self):
for 1 in range(16):
if i==8:
print()
print("S'+str(i)+":\033[1;32m'+hex(self.S[1]).replace('0x",")+"\033[0m ',
end=")
print()

def print_status(self):
for 1 in range(4):
print('X"' + str(i) + "\033[1;3Im' + hex(self.X[i]).replace('0x', ") +
"033[0m ', end=")
print('R1" + '\033[1;34m' + hex(self.R1).replace('0x', ") + "033[0m ',

end=")

print('R2" + "\033[1;34m' + hex(self.R2).replace('0x', ") + "033[0m ', e
nd=")

print('W' + "\033[1;35m' + hex(self.W).replace('0x', ") + "033[0m ', e
nd=")

print('S15' + "\033[1;36m' + hex(self.S[15]).replace('0x', ") + "033[0m
', end=")

print()

def print_key(self):
for 1 in range(self.keylen):
print('KEY' + str(i) + "\033[1;36m' + hex(self.Key result[i]).replac
e('0x', ") + "033[0m ', end=")

def generate keystream(self, length: int) -> list[int]:

" LR B length 1N 32 (7B ET

if length < O:
raise ValueError("% FH K 5 AN BE N 0120

self.keylen = length

self.Key result = []

self.BitReconstruction()

self.F(self.X[0], self.X[1], self.X[2])

self. LFSRWithWorkMode()

for 1 in range(self.keylen):
self.BitReconstruction()
self.F(self.X[0], self.X[1], self.X[2])
self.Key result.append(self.W * self.X[3])
self. LFSRWithWorkMode()

return [k & OxFFFFFFFF for k in self.Key result]



def encrypt(self, plaintext: bytes) -> bytes:
I B EE T 1
word count = (len(plaintext) + 3) // 4
keystream = self.generate keystream(word count)
keystream_bytes = b".join([w.to_bytes(4, 'big') for w in keystream])
return bytes([p * k for p, k in zip(plaintext, keystream bytes[:len(plain
text)])])

def decrypt(self, ciphertext: bytes) -> bytes:
mmﬁé]{%‘(" E/ﬁjﬁ%‘(@ﬁmm
return self.encrypt(ciphertext)



3.4 2 iR (PRI i 7 2D
(1) TCPClient.py

"

JH T2 PEE A R IK T
import os
import sys

if os.environ.get('DISPLAY") is None:
os.environ['QT _QPA PLATFORM'] = 'xcb'
os.environ['QT LOGGING RULES'] = 'qt.png.warning=false'

from Core import config

from loguru import logger

from utils.SendVideo import VideoSender

from ui.Client import Ui MainWindow

import configparser

from PyQt5.QtGui import QPixmap, QImage, Qlcon

from PyQt5.QtWidgets import QApplication, QMainWindow, QMessageBox,QCo
mboBox, QLabel

from utils.message import MessageClient

class Camera(QMainWindow, Ui MainWindow):

"

KK, FFRIEZINIIE R AT B EFI RS 7%
def init (self, parent=None):
# WIEAL S
Ui_MainWindow. init  (self)
QMainWindow. init (self, parent)
self.setupUi(self)
self.setWindowTitle("% F 4 - " + config.window title)
self.setMinimumSize(180, 106)
current file = os.path.abspath(__file )
current _dir = os.path.dirname(current file)
project root = os.path.dirname(current dir)
icon_path = os.path.join(project root, "ui", "icon.png")
self.setWindowlcon(QIcon(icon_path))
self.connect button.setEnabled(True)
self.close button.setDisabled(True)
self.ip_text.setFocus()

self.connect button.clicked.connect(self.con_connect btn)



self.ip_text.returnPressed.connect(self.con _connect btn)
self.close button.clicked.connect(self.close all threads)

self.encrypt combo = QComboBox()
self.encrypt_combo.addltems(["JCME", "SM4 J#E","ZUC JIn#"])
self.controlLayout.insertWidget(2, self.encrypt combo)
self.selected encrypt = "Join%"
self.encrypt _combo.currentTextChanged.connect(self.on encrypt changed)
logger.debug(" 152 B Hc B SCAF")
if config.store ip:
configreader = configparser.ConfigParser()
try:
configreader.read(config.path configfile)
self.ip_text.setText(configreader[' DEFAULT']|['ip'])
except:
pass

self.video sender = None
self.msg client = None

def on_encrypt changed(self, text):
self.selected encrypt = text
logger.debug(MiE M= 77 X:  {self.selected encrypt}")
def close all threads(self):
A AR IITR K S
logger.debug(" 7% I A HEFE")

self.close video sender()
self.close_ msg client()

# IESUIER, EPRE

self.camera_label.clear()

self.camera label.repaint()

self.status_label.setText("RZs: RIEFE")
self.status_label.setStyleSheet("color: #6¢757d; font-style: italic;")
self.connect button.setEnabled(True)

self.close button.setDisabled(True)

def con_connect btn(self):
LS S
self.status_label.setText("IRZS: CEHL")
self.status_label.setStyleSheet("color: #198754; font-style: normal;")
self.connect button.setDisabled(True)
self.close button.setEnabled(True)



# 3B B
self.run_msg_client()
# 8 SR 3%

self.run_video sender()

def close msg_client(self):
D T
logger.debug(" 7% 1V B2 7 i)
if not self.msg_client:
return

try:
if self.msg client.is connected and self.msg client.sock is not Non

self.msg client.send message('close')

except Exception as e:
logger.warning(f' %1% close 84 {e}")

try:

self.msg client.quit()
except Exception as e:

logger.warning(f" 2% P msg_client 2RI {e}™)
finally:

self.msg client = None

def close msg_client(self):
" AT A g
logger.debug(" 7% 1VH B2 7 i)
if self.msg_client:
self.msg client.send message('close')
self.msg client.quit()
self.msg client = None

def run msg_client(self):

ST B P

logger.debug("iE1TVH B % 7 ")

if self.msg_client:
return

self.target ip = self.ip text.text()

try:
self.msg client = MessageClient(self.target ip)
self.msg client.encrypt algo = self.selected encrypt

self.msg _client.start()



except Exception as e:
logger.error(f" 4 R M: {e}")
self.status_label.setText("tRZ: HEFRIK™)
self.status_label.setStyleSheet("color: #dc3545; font-style: normal;")
self.connect button.setEnabled(True)
self.close button.setDisabled(True)

def run video sender(self):
ST AR I G
logger.debug("ia T MM A 3% ")
if self.video sender:

return

self.video sender = VideoSender()
self.video sender.open_server()
self.video sender.set sender(self.msg client)
# YPE A R AF S
self.video sender.callback local video.connect(self.show video src)
self.video sender.start()

def close video sender(self):

" e TR K i

logger.debug(" 7% IR A 3% i)

if self.video sender:
self.video sender.quit()
self.video _sender = None
self.camera_label.clear()
self.camera label.repaint()

def show video src(self, frame):

" K [

if frame is None:
return

height, width = frame.shape[:2]

bytesPerLine = 3 * width

# #:4N QImage (BGR—RGB)

q img = QImage(frame.data, width, height, bytesPerLine,

QImage.Format RGB888).rgbSwapped()

pixmap = QPixmap.fromlmage(q img).scaled(
self.camera label.size(), transformMode=1)

self.camera label.setPixmap(pixmap)

self.camera label.repaint()

def closeEvent(self, event):
mm%/‘ﬁ%vﬂmm



logger.debug("H F =i 0C 1 2 1)
reply = QMessageBox.question(
self, 'F&7n', '{I\n JREEE: \n B ZR R ? 'format(config.wind
ow _title), QMessageBox.Yes | QMessageBox.No, QMessageBox.No)
if reply == QMessageBox.Yes:
event.accept()
self.close all threads()
# RAFRCE
stored ip = self.ip text.text()
if stored ip and config.store ip:
configwriter = configparser.ConfigParser()
configwriter[ DEFAULT'] = {'ip": stored ip}
config dir = os.path.dirname(config.path configfile)
if not os.path.exists(config_dir):
os.makedirs(config_dir, exist ok=True) # Hfif{r H FF1E
with open(config.path configfile, 'w') as configfile:
configwriter.write(configfile)
else:
event.ignore()
if name =="' main "
app = QApplication(sys.argv)
detector = Cameral()
detector.show()
sys.exit(app.exec ())
(2) Client.ui
<?xml version="1.0" encoding="UTF-8"?>
<ui version="4.0">
<class>MainWindow</class>
<widget class="QMainWindow" name="MainWindow">
<property name="geometry'>
<rect>
<x>100</x>
<y>100</y>
<width>800</width>
<height>650</height>
</rect>
</property>
<property name="windowTitle">
<string>F ML R4 - 2023212054 i H SR </string>
</property>
<property name="styleSheet">
<string notr="true">
* A

font-family: "Microsoft YaHei", "SimHei", sans-serif;



}
QMainWindow {

background: qlineargradient(x1:0, y1:0, x2:0, y2:1, stop:0 #{8f9fa, stop:1 #
e9ecef);
border: none;
J
QPushButton {
background: glineargradient(x1:0, y1:0, x2:0, y2:1, stop:0 #0d6efd, stop:1
#0b5ed7);
color: white;
border-radius: 8px;
border: none;
padding: 10px 20px;
font-size: 14px;
font-weight: 500;
letter-spacing: 0.5px;
J
QPushButton:hover {
background: glineargradient(x1:0, y1:0, x2:0, y2:1, stop:0 #0a58ca, stop:1
#084298); /* {UIMIAE Htth, MIER transform */
J
QPushButton:disabled {
background: #e9ecef;
color: #6¢757d;
J
QLineEdit {
background-color: white;
border: 1px solid #ced4da;
border-radius: 8px;
padding: 8px 12px;
font-size: 14px;
color: #212529;
selection-background-color: #cce5ff;
letter-spacing: 0.3px;
J
QLineEdit:focus {
border-color: #0d6efd;
outline: none;
border-width: 1.5px;
J
QLabel#title label {
font-size: 18px;
font-weight: 600;
color: #0do6efd;



margin-bottom: 10px;
letter-spacing: 0.5px;

h

QLabel#ip label {
font-size: 14px;
line-height: 1.6;

color: #333;

font-weight: 500;
margin-bottom: 5px;

h

QLabel#status label {
font-size: 13px;

color: #6¢757d;
font-style: normal;
margin-top: 10px;
letter-spacing: 0.3px;

h

QLabel#camera label {
border: 1px solid #dee2e6;
border-radius: 8px;
background-color: white;
padding: 5px;

min-width: 640px;
min-height: 480px;
alignment: alignCenter;
color: #6¢757d;

font-size: 14px;

h

QMenuBar {
background-color: #f8f9fa;
color: #212529;

font-size: 14px;
border-bottom: 1px solid #dee2e6;
h

QMenuBar::item:selected {
background-color: #e9ecef;
color: #0d6efd;

h

QMenu {
background-color: white;
border: 1px solid #dee2e6;
border-radius: 8px;
padding: 5px 0;

h



QMenu::item:selected {
background-color: #e9ecef;
color: #0d6efd;
h
QStatusBar {
background-color: #f8f9fa;
color: #6¢757d;
border-top: 1px solid #dee2e6;
font-size: 12px;
h

</string>

</property>

<widget class="QWidget" name="centralwidget">
<layout class="QHBoxLayout" name="mainLayout" spacing="20" margin="25
">
<item stretch="8">
<layout class="QVBoxLayout" name="videoLayout">
<item>
<widget class="QLabel" name="title label">
<property name="text">
<string>4< #1545 =k 1H [l </string>
</property>
</widget>
</item>
<item stretch="1">
<widget class="QLabel" name="camera_ label">
<property name="text">
<string>$% 14 3k A )5 8 </string>
</property>
</widget>
</item>
</layout>
</item>
<item stretch="2">
<layout class="QVBoxLayout" name="controlLayout" spacing="20">
<item>
<widget class="QLabel" name="ip label">
<property name="text">
<string>H it 1P Huhikb</string>
</property>
</widget>
</item>
<item>



<widget class="QLineEdit" name="ip text">
<property name="placeholderText">
<string>15 i N B2 IP (2 127.0.0.1) </string>
</property>
<property name="text">
<string>127.0.0.1</string>
</property>

</widget>

</item>

<item>

<widget class="QPushButton" name="connect button">
<property name="text">
<string>IE AL </string>
</property>

</widget>

</item>

<item>

<widget class="QPushButton" name="close button">
<property name="text">
<string>Wr 1% #:</string>
</property>
<property name="enabled">
<bool>false</bool>
</property>

</widget>

</item>

<item stretch="1">

<spacer name="verticalSpacer'">
<property name="orientation">
<enum>Qt:: Vertical</enum>
</property>
<property name="sizeHint" stdset="0">
<size>

<width>20</width>
<height>40</height>

</size>
</property>

</spacer>

</item>

<item>

<widget class="QLabel" name="status label">
<property name="text">
<string>fRZ: RIEHZ</string>
</property>



</widget>
</item>
</layout>
</item>
</layout>
</widget>

<widget class="QMenuBar" name="menubar">
<property name="geometry'>
<rect>
<x>0</x>
<y>0</y>
<width>800</width>
<height>26</height>
</rect>
</property>
<widget class="QMenu" name="menu_help">
<property name="title">
<string>7 Bli</string>

</property>

<addaction name="action_about"/>
</widget>

<addaction name="menu_help"/>
</widget>

<widget class="QStatusBar" name="statusbar"/>
<action name="action about">
<property name="text">
<string>%F</string>
</property>
</action>

<resources/>
<connections/>
</widget>
<>
(3) SendVideo.py

"

JH TR & AT 19 LR

import sys

import cv2

import numpy as np

from PyQt5.QtCore import QThread, pyqtSignal
from loguru import logger



class VideoSender(QThread):

"

KIXWIFNIRS 4555 [ K G5 2 1417 1]

"

callback local video = pyqtSignal(object)  # AHu[BIEMITIME 5

def  init (self):

super(). init ()
self.msg client = None

self.cap = None # Bedgk
self.closed = True
self.frame buffer = np.zeros((480, 640, 3), dtype=np.uint8) # LA
self,jpg_encode param = [int(cv2.IMWRITE JPEG QUALITY), 70]
# JPEG H4d )51 &
self.jpg_buffer = bytearray(1024*1024) # JPEG 2217
def set sender(self, msg_client):
self.msg client = msg client

def quit(self):
self.close server()
self.wait()

def open_server(self):
try:
cap = self.cap = cv2.VideoCapture(0) # FIHFER ARG 2k
cap.set(cv2.CAP_PROP BUFFERSIZE, 1) # %A N 1
cap.set(cv2.CAP_PROP FRAME WIDTH, 640)
cap.set(cv2.CAP_PROP_FRAME HEIGHT, 480)

cap.set(cv2.CAP_PROP_FPS, 10) # Wi 10
except:

logger.error("FT H TG L H ")

sys.exit(1)

self.closed = False

def close server(self):
self.closed = True
if self.cap:
self.cap.release()
self.cap = None

def run(self):
" YBIRAELL s HEERIE AT s K% IS

while not self.closed:



ret, frame = self.cap.read()

if not ret:
logger.error(" S HUEAZ Sk H A"
break

self.frame_ buffer[:] = frame

# ARHEE: filtk(55, ik Ul &R

self.callback local video.emit(self.frame buffer)

if self.msg client and self.msg client.is server confirmed and self.
msg_client.sock and self.msg client.sock.fileno() != -1:
# k458 JPEG
ret, encode data = cv2.imencode('.jpg', self.frame buffer, self]
pg_encode param)
if ret:
encode bytes = encode data.tobytes()
self.jpg_buffer[:len(encode bytes)] = encode bytes
# 1 F MessageClient & iENATEIE
self.msg client.send video(self.jpg_buffer[:len(encode byte

s)])
self.msleep(30)
(4) main__.py
import os

import sys from loguru import logger
import Core.config as config
from Core.translate ui import translate ui
from PyQt5.QtWidgets import QApplication
qt_plugins_path = os.path.join(sys.prefix, "lib", "python3/dist-packages", "PyQt5",
"Qt5", "plugins")
os.environ["QT _QPA PLATFORM PLUGIN PATH"] = qt plugins path
if name == " main ":
current dir = os.path.dirname(os.path.abspath(__ file ))
client ui_file path = os.path.join(current dir, "ui", "Client.ui")
translate ui(client ui_file path)
app = QApplication(sys.argv)
from Core.TCPClient import Camera
camera win = Camera()  # KRiEumt
camera_win.show()
sys.exit(app.exec ())



3.5 M5t CAHb R 75 22D
(1) TCPServer.py

"

JH T2 PEE A N 9 PR

import os

import sys

import struct

os.environ['QT LOGGING_ RULES'] = 'qt.png.warning=false'
from Core import config

import loguru

from ui.Server import Ui MainWindow

from PyQt5.QtGui import Qlcon, QPixmap, QImage

from PyQt5.QtWidgets import QApplication, QMainWindow, QMessageBox, QC
omboBox, QLabel

from utils.message import MessageServer

from utils.database import Database

from utils.Camera Server import Cameralabel

import numpy as np

import cv2

from PyQt5.QtCore import QMutex, pyqtSignal, Qt

logger = loguru.logger

class TCPServer(QMainWindow, Ui MainWindow):

"

BN

"

connect_signal = pyqtSignal(tuple)

def  init (self, parent=None):
Ui_MainWindow. init  (self)
QMainWindow. init (self, parent)
self.setupUi(self)

self.setWindowTitle("/Ilk %5 %% - " + config.window _title)
self.setMinimumSize(800, 650)

icon_path = r"D:\TCP+SM4+ZUC\wzr2023212054\ui\icon.png"
self.setWindowlcon(QIcon(icon_path))

self.decrypt label = QLabel("fi#% 77 7\")
self.controlLayout.addWidget(self.decrypt label)

self.decrypt combo = QComboBox()
self.decrypt_combo.addItems(["TCHIZ", "SM4 #","ZUC I1%"])



self.controlLayout.addWidget(self.decrypt combo)

from PyQt5.QtWidgets import QSpacerltem, QSizePolicy

self.verticalSpacer = QSpacerltem(20, 40, QSizePolicy.Minimum, QSize
Policy.Expanding)

self.controlLayout.addItem(self.vertical Spacer)

self.selected decrypt = "John%"
self.decrypt combo.currentTextChanged.connect(self.on decrypt changed)

self.cameras = dict()

self.mutex = QMutex()

self.database = Database()

self.msg server = MessageServer()

self.msg server.selected decrypt = self.selected decrypt

self.msg server.callback msg.connect(self.show msg)
self.msg server.callback video.connect(self.show video)

self.msg server.start()
self.connect signal.connect(self.handle connect popup)

def on_decrypt changed(self, text):
self.selected decrypt = text
self.msg server.selected decrypt = text
logger.debug(MiE FfE = 77 X:  {self.selected decrypt}")

def close all threads(self, addr=None):
self.mutex.lock()
if addr is None:
for addr key in list(self.cameras.keys()):
camera = self.cameras.get(addr key)
if camera:
try:
camera.end record()
except RuntimeError:
pass
del self.cameras[addr key]
else:
camera = self.cameras.get(addr)
if camera:
try:
camera.end record()
except RuntimeError:



pass

if addr in self.cameras:

del self.cameras[addr]

self.mutex.unlock()
self.camera_label.clear()
self.camera_label.setText("ZEFFZEHE...")
self.camera_label.setAlignment(Qt.AlignCenter)
self.camera label.repaint()
self.videoLayout.update()
self.mainLayout.update()

def show msg(self, data):
conn = data['conn']
addr = data['addr']
data content = data['data']

if data content == 'connect' and addr in self.cameras:
return

if data content == 'connect"
self.connect signal.emit(addr)

elif data content == 'close":

self.close all threads(addr)

def handle connect popup(self, addr):
TR PE R B, AN ZE I
question_ msg = ("{}\n FEEERE: \n R EZRE () {) BIER" . format(co
nfig.window title, addr[0], addr[1]))
reply = QMessageBox.question(
self, 'F&7~', question_ msg, QMessageBox.Yes | QMessageBox.No,
QMessageBox.No)
if reply == QMessageBox.Yes:
self.msg server.accept connect(addr)
conn = self.msg server.conn map.get(addr)
if conn:
try:
# IK"confirm"$5-% H RS 7 I S5 I AR
self.msg server.send confirm(conn)
except:
logger.error(f'45 {addr} & ERIATH BRI
#OEEY): BT ST
self.camera_label.clear()
self.camera label.repaint()
newCamera = Cameralabel(self)
self.cameras[addr] = newCamera



self.cameras[addr].set database(self.database)
self.cameras[addr].set addr(addr)
self.cameras[addr].start record()
# Il H A =
self.videoLayout.update()
self.mainLayout.update()
self.adjustSize()

else:
self.msg server.close connect(addr)

def show video(self, data):
conn = data['conn']
addr = data['addr']
frame data = data['data’]

if self.cameras.get(addr, None) is not None:
try:
nparr = np.frombuffer(frame data, np.uint8)
frame = cv2.imdecode(nparr, cv2.IMREAD COLOR)
if frame is None:
return
height, width = frame.shape[:2]
bytesPerLine = 3 * width
q img = QImage(frame.data, width, height, bytesPerLine,
QImage.Format RGB888).rgbSwapped()
pixmap = QPixmap.fromIlmage(q img).scaled(
self.camera_label.size(), transformMode=1)
self.camera_label.setPixmap(pixmap)
self.camera label.repaint()
self.cameras[addr].show_video(frame)
except Exception as e:
self.cameras[addr].force write cipher to avi(frame data)
def closeEvent(self, event):
reply = QMessageBox.question(
self, 'F&7n', '{I\n JREEE: \n BB EZERHFER? 'format(config.wind
ow _title), QMessageBox.Yes | QMessageBox.No, QMessageBox.No)
if reply == QMessageBox.Yes:
event.accept()
self.close all threads()
else:
event.ignore()
if name =="' main "
app = QApplication(sys.argv)



master = TCPServer()
master.show()
sys.exit(app.exec ())
(2) Server.ui
<?xml version="1.0" encoding="UTF-8"?>
<ui version="4.0">
<class>MainWindow</class>
<widget class="QMainWindow" name="MainWindow">
<property name="geometry'>
<rect>
<x>100</x>
<y>100</y>
<width>800</width>
<height>650</height>
</rect>
</property>
<property name="windowTitle">
<string>r 55 a8 - EHMBIE T R G </string>
</property>
<property name="styleSheet">
<string notr="true">
*{
font-family: "Microsoft YaHei", "SimHei", sans-serif;
}
QMainWindow {
background: qlineargradient(x1:0, y1:0, x2:0, y2:1, stop:0 #t8f9fa, stop:1 #
e9ecef);
border: none;
}
QPushButton {
background: glineargradient(x1:0, y1:0, x2:0, y2:1, stop:0 #0d6efd, stop:1
#0b5ed7);
color: white;
border-radius: 8px;
border: none;
padding: 10px 20px;
font-size: 14px;
font-weight: 500;
letter-spacing: 0.5px;
}
QPushButton:hover {
background: glineargradient(x1:0, y1:0, x2:0, y2:1, stop:0 #0a58ca, stop:1
#084298);
}



QPushButton:disabled {
background: #e9ecef;
color: #6¢757d;

h

QLineEdit {
background-color: white;
border: 1px solid #ced4da;
border-radius: 8px;
padding: 8px 12px;
font-size: 14px;

color: #212529;
selection-background-color: #cce5ff;
letter-spacing: 0.3px;

h

QLineEdit:focus {
border-color: #0d6efd;
outline: none;
border-width: 1.5px;

h

QLabel#title label {
font-size: 18px;
font-weight: 600;

color: #0d6efd;
margin-bottom: 10px;
letter-spacing: 0.5px;

h

QLabel#ip label, QLabel#decrypt label
font-size: 14px;
line-height: 1.6;

color: #333;
font-weight: 500;
margin-bottom: 5px;

h

QLabel#camera label {
border: 1px solid #dee2e6;
border-radius: 8px;
background-color: white;
padding: 5px;
min-width: 640px;
min-height: 480px;
color: #6¢757d;
font-size: 14px;

h

QMenuBar {



background-color: #f8f9fa;
color: #212529;
font-size: 14px;
border-bottom: 1px solid #dee2e6;
h
QMenuBar::item:selected {
background-color: #e9ecef;
color: #0d6efd;
h
QMenu {
background-color: white;
border: 1px solid #dee2e6;
border-radius: 8px;
padding: 5px 0;
h
QMenu::item:selected {
background-color: #e9ecef;
color: #0d6efd;
h
QStatusBar {
background-color: #f8f9fa;
color: #6¢757d;
border-top: 1px solid #dee2e6;
font-size: 12px;
h

</string>

</property>

<widget class="QWidget" name="centralwidget">
<layout class="QHBoxLayout" name="mainLayout" spacing="20" margin="25
">
<item stretch="8">
<layout class="QVBoxLayout" name="videoLayout">
<item>
<widget class="QLabel" name="title label">
<property name="text"><string>F% |8 ¥t S {H| [i] </string></property>
</widget>
</item>
<item stretch="1">
<widget class="QLabel" name="camera_ label">
<property name="text"><string>%% it I£4%...</string></property>
<property name="alignment"><set>Qt:: AlignCenter</set></property>
</widget>
</item>



</layout>
</item>
<item stretch="2">
<layout class="QVBoxLayout" name="controlLayout" spacing="20">
</layout>
</item>
</layout>
</widget>

<widget class="QMenuBar" name="menubar">
<property name="geometry'>
<rect>
<x>0</x>
<y>0</y>
<width>800</width>
<height>26</height>
</rect>
</property>
<widget class="QMenu" name="menu_help">
<property name="title">
<string>7% Bli</string>

</property>

<addaction name="action_about"/>
</widget>

<addaction name="menu_help"/>
</widget>

<widget class="QStatusBar" name="statusbar"/>
<action name="action about">
<property name="text">
<string>%F</string>
</property>
</action>

<resources/>
<connections/>
</widget>
<>
(3) database.py

"

HH T4 PE openGauss ZH5 /% 1 Pk

"

import datetime
import os
import time



from loguru import logger

import psycopg2

from psycopg2 import OperationalError
class Database:

"

M T openGauss H#FEHF

"

def  init (self):

"

E#% openGauss Z#5 /%
self.db_config = {
"dbname": "postgres",
"user": "dboper",
"password": "dboper@ 123",
"host": "192.168.1.129",
"port": "5432"

}

self. CREATE_RECORDS = """
create table if not exists records(

id serial PRIMARY KEY,
ip TEXT NOT NULL,
port INTEGER NOT NULL,
start TIMESTAMP NOT NULL,
"end" TIMESTAMP NOT NULL,
duration INTERVAL NOT NULL,
path TEXT NOT NULL

)

nmnn

self.INSERT RECORD = "insert into records(ip, port, start, \"end\", d
uration, path) values(%s, %s, %s, %s, %s, %s)"
self. SHOW_ RECORDS = "select * from records"
self.ORDER BY ID ASC = " order by id asc"
# 82 openGauss HUHHE
try:
self.conn = psycopg2.connect(**self.db config)
self.cursor = self.conn.cursor()
logger.info(f" {4 % ({self.db_config['dbname']} )ZEHZ A Ih")

#OH RN AR
self.execute(self. CREATE RECORDS)
logger.debug(" £ #5 2 (records ) 1l 2 /A& I B Th™)



except OperationalError as e:
logger.error(f" 588 FEIEHL I {str(e)}™)
raise  # JERHRRMUN 2 LR

def execute(self, sql, params=None):
AT SOL iEf]
try:
if params:
self.cursor.execute(sql, params)
else:
self.cursor.execute(sql)
logger.info(f"$44T SQL i&4J: {sql}")
logger.info(f" {self.cursor.rowcount} 17 #{ 517 ")
if self.cursor.description:
ret = self.cursor.fetchall()
else:
ret = []
self.conn.commit()
return ret
except Exception as e:
logger.error(f"SQL $AT R {str(e)}™)
self.conn.rollback() # AT R [EIVE
raise

def insert(self, addr, path, start, end):

"

[A] records TGN — 551 F

"

duration = end - start

self.execute(
self. INSERT RECORD,
params=(addr[0], addr[1], start, end, duration, path)

)

def show(self, order="):

"

IR order HIFIINZ N records 2677 117 FHE 1A 28

"

content = self.execute(self. SHOW_ RECORDS + order)
logger.info(f"id.3%: {content}")

def del (self):



"

20T R TR KB 3 1%

if hasattr(self, 'cursor'):
self.cursor.close()

if hasattr(self, 'conn'):
self.conn.close()

logger.info(" 45 e %% CL R A1)

n

if name == " main ":
logger.add('runtime.log")
db = Database()
start time = datetime.datetime.now()
time.sleep(3)
end time = datetime.datetime.now()
db.show()
db.insert(("127.0.0.1", 17781), r"D\TCP+SM4+ZUC\wzr2023212054\Receiver
, start time, end_time)
db.show()
(4) Camera_Server.py

"

I FHR S Tt A PR (R LS 9121 F

"

n

import datetime

import time

import cv2

import os

from PyQtS import QtCore

from PyQt5.QtGui import QImage, QPixmap
from PyQt5.QtWidgets import QLabel

from loguru import logger

from Core import config

class Cameralabel(QLabel):

"

BT, SR ITUAR G L)%

def init (self, parent=None):
QLabel. init (self, parent)
self.setMinimumSize(QtCore.QSize(640, 480))
self.out = None
self.addr = None
self.video name = ""
self.end time = datetime.datetime.now()



self.start time = datetime.datetime.now()
self.database = None
def set database(self, database):

"

W E 1 GAMI BT

"

if database is None:
logger.error(" £ 8 FEXT RANRE W BT
self.database = database
def set addr(self, addr):

"

BT KT HE )
self.addr = addr
def end record(self):

"

1FIER Y, TFIRAFI A EH
self.clear()
self.repaint()
# B R A EE
if self.out is not None:
if self.database is None:
logger.error("E 8 FEXT RARE B B NT")
return
ip = self.addr[0]
port = self.addr[1]
self.end time = datetime.datetime.now()
logger.debug("[Database] start time: {}".format(self.start time))
logger.debug("[Database] end time: {}".format(self.end time))
logger.debug("[Database] duration: {}".format(self.end time - self.st
art_time))
self.database.insert((ip, port), self.video name, self.start time, self.e
nd_time)
logger.info("[Database] CLISIN— &ALk (R AE: {} FFURET
B): {} FPEERSTaE]: {))".format(self.video name,

self.start_time,
self.end time

- selfistart time))
# opencv 15 1F 3% Al
self.out.release()
self.out = None



def start record(self):

"

TG R, PG 1E— L4 H7
if self.out is not None:
self.end record()
current file = os.path.abspath(__file )
project root = os.path.dirname(os.path.dirname(current_file))
video dir abs = os.path.join(project root, "assets", "records")
os.makedirs(video dir abs, exist ok=True)
self.video name = os.path.join(
video dir abs,
f'record- {self.addr[0]}-{self.addr[1]}-{int(time.time())}.avi"
)
self.start time = datetime.datetime.now()
logger.debug("video name: {}".format(self.video name))
# YI4h1k VideoWriter (MIPG 4ifid, 25 Mi/Fb, 640x480 73#3%)
self.out = cv2.VideoWriter(self.video name, cv2.VideoWriter fourcc(*'M
JPG"), 25, (640, 480))
def show video(self, frame):

"

SR IENCEHI AT
if frame is None:
self.clear()
self.repaint()
return
if self.out is not None:
self.out.write(frame)
# 44 Qt 1) Qlmage
height, width = frame.shape[:2]
bytesPerLine = 3 * width
q_img = QImage(frame.data, width, height, bytesPerLine, QImage.For
mat RGB888).rgbSwapped()
pixmap = QPixmap.fromImage(q img).scaled(self.size(), transformMode
=1)
self.setPixmap(pixmap)
self.repaint()
(5) _main__.py
import os
import sys
from loguru import logger
import Core.config as config
from Core.translate ui import translate ui



from PyQt5.QtWidgets import QApplication
qt_plugins_path = os.path.join(sys.prefix, "Lib", "site-packages", "PyQt5", "Qt5",
"plugins")
os.environ["QT _QPA PLATFORM PLUGIN PATH"] = qt plugins path
if name == " main ":
current dir = os.path.dirname(os.path.abspath(__ file ))
server ui_file path = os.path.join(current dir, "ui", "Server.ui")
translate ui(server ui_file path )
app = QApplication(sys.argv)
from Core.TCPServer import TCPServer
monitor win = TCPServer() # Wi e H
import time
monitor win.show()
sys.exit(app.exec ())
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openGauss (BEM), THEATEENANES, FIRRSAE ARM64 440 T e
IB1T .
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IKED, B SR e MEZOEESE%OBORIEE, SEIL2 SRR M — 4
B, RTHES SRR G HETT -

2. st RGEWTH S TRESCERRE JT: MR, ZRMIBeih . BEUT AR &
gillik, FERE AR RGUT KR, BHREILs B e, R
LA AL fE

3. B e SR EEIERS: 347 Orange Pi Kunpeng Pro JF & HH]
FeE . openEuler RGtHIEE{E. openGauss £4EJ%E a0 & 5iEH:, DA Python
TE ARM64 ZEA4) T AR A0 22 2% 5 3 A AL B

4. SKILSEPRN AR : AR GT R R T UL ORI Bt A e 2 4 s
UERE S, I K BV EOR SE I & U (IR S5 B Oy, I8 I B Sk IR A%
AR OKEE Bt BB TN .

R RIE S IZEOR PGB0 H = IBORIE s 5 R Oohe e, SE st il
JCAR PPT. VERG I S8 B2 AT, WIR RGIRE AR BORANTTIEMT . SR

P =N
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R

D

pe

=. FEHE

(—) FAEKREN

i T R AR A2 Orange Pi Kunpeng Pro v1.2 fitAS, XEFHIRELAHEN
TG R =R RE ARM64 BRI TT R AR, & umiit Sl R G0 AT K Bt
SCHE FPGA+ARM 2355y &, el R R4 BIER G, AR REZ A
AT, EWERARZBEAMEGH RGBT RO ARENT:



Type-C 3.0 (EUSB 2.0) EHILEMEA /ML

USB 3.0( k)/USB2.0(F) HDMI 2.0 HDMI 2.0

USB Type-CERIEO

FRRO—F—*
3.3VPWR
5V PWR
DDR PWR
Eama Micro USB (i8if&0)
2.4G/5G WIFI+1E F KL FE 2PingithiEO
WiFi5+IEF4.2 12VilFARK RO
2AGKEE
8GB/16GB LPDDR4X Al PWR
MIPI DSIiEO CORE PWR
2°MIPI CSI& 180
LEDYT :
FMa RESETHE
40Pin ¥ FE#EO

AIZ64I AL IR EE + AIRIR SR
1 AbPEES: 4 #% 64 A7 Arm AbBRES, #5IC AT B HIT, FmiHHE R S HE
LG, RUASCHER AL TR | X 2% A% S R A8 RIS AT B 5 75 2K

2. WAFEC & : 1% 8GB LPDDR4X PAFRRAS, oy v Wit fr o ML AT Ak BR
BRI A Ra e v, e A R N AEAS 2 S ) R 0 )

3. fFfEY . R “64GB Class10 TF -K+=J2 256GB NVMe SSD” HIZH#&
TF RH T R G55, NVMe SSD F T A7 IBCE AR S A AR AR, TR R AR
M. 2 M-Key #1583 RLZ SSD, £l =4 NVMe SSD 7£ openEuler &4 Mg
58 T B A

4. M50 BERTIRLAIRM O (RTL8211F PHY i85 ) Al 2. 4G/5G XU
Wi-Fi+BT4. 2 M, B8 A LUK D ORI TCP AL 4aiAa e 2 4> USB3. 0
Host #% LV THEHE bR B2 A0 USB #8645k, Type—C 4% LA T 20V PD-65W
HEE, FVERIZEE DR SCE; USB2. 0 ZhAE, ToikiER: USB2. 0 %45,

5. /N EAi: HDMIO #2 H T4 Bonds (HDMI1 B AN SRS R AR),
3. 5mm EEALFLSC R S At N A, S5 28] F T 22 5 RS IR AR5

6. FABPECE . 40Pin 4 L T IR e, 4Pin KUad 4 HIZE4E 12V HL

PR GZFE PWM SE D), BRI RSB A2 47 B R Bk de s Micro USB £2
EAE R O, 7 RS0 8 sh 75 i HEE )



(Z) FERIRNEETER

1. R EGEFE (Windows PC ##1E)
1. 8318 F#i: M Orange Pi B &R N4 Wi

(http://www. orangepi. cn/html/hardWare/computerAndMicrocontrollers/se
rvice—and-support/Orange—Pi—kunpeng. html) T#X openEuler 22.03 LTS %%
1%, BARRAN “Kunpeng—Develop—openEuler—22. 03-LTS-SP4-20241022—
1438. img. xz” , FEGERJAMBIEARE]. img BRI

2. TF RHE: K 64GB Class10 TF R4 A USB i52-R4%, E#EH Windows PC,
{§iH SD Card Formatter T.EHA&L AL, %&H “Quick format” FEz, At
“Format” #%4l, #AMAT RG IR EHEFE, WIRFEAHE ALK, #

H “Formatting was successfully completed” #E/=BIZRIR TN,

3. ek T H2eH. N3, balenaEtcher Portable A (EFEZR), HEF
FEEE T OAPR, %53 balenaEtcher. exe, ®F “DLEH R EMhiztT” ,
B I “User did not grant permission” i

4. AR ER

FTJT balenaEtcher J&, #— s “Flash from file” , #EHf#EIE )G
K. img 815 ST

. Etcher -

Q’j balenaktcher

&

I Flashfrom file

& Flash from URL

I Clo e drive




BB “Select target” , EEIHEAR TF £EFF (FHARFTFER,
TG iR e A A W)

' Etcher — 48% Flashing... = X

f’ balenaEtcher

o Orangep...170.img

M Generic... Device

7 balena-rpiplay

Flashing... 48 TumaR ing RPiPlay to enable screen

mirroring

H=P i “Flash!” JHIaRES:, BRI P#ERERED, RXTHK
JEe B, KR 5 R AR AR, $&7R “Flash Complete!” , B
milr “Exit” 1B, R ORI HikkeE “BUE” . B

GRS AIIR

Flash Complete! Flash Another

Thanks for using & balenaEtcher

made with by Iy balena

5. BEsKIGIF: K N ILRAEFA PC, #HHeE S TF R AERM RSG5 X



(4 boot 7 [X), ViBHEER TS

2. FAiRiBzERE

L3RI RUCE . THAMCE A MRS IT5¢ (BOOT1 A1 BOOT2), ifk#% TF
TR, ZEF U R RIE I R R a7 W, VI E & EHk
EIEA B, AROOEE A EE S, CBRINCHLE, EHERE

2. B A T4
(1) Bt i1 TF BHENTFRAR TF 4,

(2) F HDMI 283897 & Ak HDMIO #: O A1 E R 8 (HDMI1 B A B Bow,
EEEEOX ),

(3) ¥ USB FRARAIEERLIE AT A AR USB3. 0 Host #2115
(4D FEATIRMELL N BIEMN, il 54 PC 2E[E]— M B,

(5) fJailid Type—C $2 13%E 4% 20V PD-65W FLYFIE AL 0%, JFa R )y
), 8O0 S FE IR s

> VE: WA SR, 2% “FOFARBEEBIRIEMN Pro JF R -
FiARF T MAE X7 @IS Ao e KA E . TR TFHIRE @SB IREENS Pro
TR -H AT B2 -5 4 X

3. EHIXES: FTHFHIFEIERC AT O, AR BEIRTE /R (GEil L) 2%
1) s, S5FF 3-5 4P 5 B nas HB openEuler B i, BRINVERIK SN
“openEuler” , “f°y “openEuler” , #NZEAIE Zeum AN R TR, HiANT
% TR 4 R ] 8ok R G0 S 1 5

4. O E (FHFTER): BREs#E BRI BRI E/RNN @, nliEd
PR A DA

(1) A Micro USB #¥5 24271 KA K Micro USB 4% [0 A1 PC;

(2) {£ PC _EFTJTF MobaXterm, #radtdt ok, RN A S GEE
WA ETSEEE), WHRRNEN 115200, Flow control ¥ A None;

(3) EFRSITAR, & HO%mairnBshHE, FHIERIERE, W



NI Z#EE g, AFER RS RRREER ORBR L HDMT Zeifh AR, 5
BEM R

5. MZXILE: SERXAGGRCEFFS IP, J7H)5sLER:

Bash
# Il 25 I0 B O
sudo vim /etc/sysconfig/network-scripts/ifcfg-etho

1) ¥ BOOTPROTO & 4*“static’, ##l IPADDR (40
[192.168.1.100](192.168.1.100)) . NETMASK
([255.255.255.0](255.255.255.0)) . GATEWAY
([192.168.1.1](192.168.1.1));

2) RERUE, EBEMERSIHRILE:

Bash
# 8 MRS

sudo systemctl restart network
# I0IF IP L E

ip addr show ethe

# DA 2 T T

ping www.baidu.com

EHEIER ping BUIMARE M.
3. R ¥ta itk

Bash
# 1. HHR ARG
sudo dnf update -y # FEHrohE E)E T RR

# 2. RIERNARR TR
sudo dnf install -y gcc gcc-c++ make cmake python3-devel curl wget
net-tools

# 3. WEBPNE (FIEN, ik eo%)
sudo npu-smi set -t pwm-mode -d ©
sudo npu-smi set -t pwm-duty-ratio -d 60

# 4. %HE 8GB Swap W1F (BHRNFAL)
sudo fallocate -1 8G /swapfile



sudo chmod 600 /swapfile
sudo mkswap /swapfile
sudo swapon /swapfile

# WRE S S Swap £

echo '/swapfile none swap sw @ @' | sudo tee -a /etc/fstab

(=) ARARAERFZ%EERE
1. Miniconda &% 5If18H &
(1) THERZES

Bash

# 2723 curl (GERLH)

sudo dnf install -y curl

# % ARM64 ZLH4[¥) Miniconda “Ze3E A

curl -0 https://repo.anaconda.com/miniconda/Miniconda3-latest-
Linux-aarch64.sh

(2) TREHEAK

Bash

# AT Miniconda Z3EHIA

bash Miniconda3-latest-Linux-aarché4.sh
REIPSEIE|:

1) % Enter BB ENF T MY,

2) RERBFIRENEKE, @A ‘yes” BEMMY,
3) ERINZERIZ N “~/minicondald”’, EIEEIEMIA
4) ‘wE®WAN “yes”, 2iF Conda BI#IALIMEE £,

(3) EHEEFRIE

Bash
# 1. P MAT K, BT R K GERE)
# 2 FEREHELE

source ~/.bashrc

# IR ZRER Chinth AR 5 RIS

conda --version



# A HE/R“conda: command not found”, #fTEE
conda init bash
source ~/.bashrc
conda --version

(4) REEHNREE

Bash
# %R . condarc it B 35 To U Zn&HsE)

mv ~/.condarc ~/.condarc.bak 2>/dev/null

# SNEHRRBRIERLE
cat > ~/.condarc << EOF
channels:
- defaults
show_channel urls: true
default_channels:
- https://mirrors.tuna.tsinghua.edu.cn/anaconda/pkgs/main
- https://mirrors.tuna.tsinghua.edu.cn/anaconda/pkgs/r
- https://mirrors.tuna.tsinghua.edu.cn/anaconda/pkgs/msys2
custom_channels:
conda-forge: https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
msys2: https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
bioconda: https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
menpo: https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
pytorch: https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
pytorch-1ts: https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
simpleitk: https://mirrors.tuna.tsinghua.edu.cn/anaconda/cloud
EOF

# BREA, TR ERIRARL

conda clean -i

(5) EUREFHHIEEMIRE

Bash
# G4 watermark_project HEIAEE (Python 3.8, ARM64 At MEH L)
conda create -n watermark_project python=3.8 -y

# BOEERIIAE (R RN (watermark_project))
conda activate watermark_project



2. ZMRBIERE (BRIFSSH1T)
(1) EEE pip FEE CkAER)

Bash
# QU2 pip B E Hx CEANGFLEN H 312
mkdir -p ~/.config/pip

# 5 pip iGN E

cat > ~/.config/pip/pip.conf << EOF

[global]

index-url = https://pypi.tuna.tsinghua.edu.cn/simple
[install]

trusted-host = pypi.tuna.tsinghua.edu.cn

EOF

# FHek pip Bl A
pip install --upgrade pip

(2) BFEtEEME (Conda &%, &EES ARM)

Bash
# ZRREIT R
conda install -y numpy scipy matplotlib pillow pandas openpyxl

# IR A IR CRAREE I R )
python -c "import numpy, scipy, matplotlib, PIL, pandas, openpyxl;
print ('R R )"

(3) OpenCV %% (i8R ERA)

Bash

# 3% ARM64 ZEHE T He A 1t s L) OpenCV 4.8.0.74

pip install opencv-python==4.8.0.74 opencv-contrib-
python==4.8.0.74

# WE s R (it 4.8.0 MR
python -c "import cv2; print('OpenCV fg4: ', cv2. version_ )"

(4) PyAudio &% (FI%EFK#H)

Bash



# IR 1. %35 PortAudio 4K
sudo dnf install -y alsa-lib-devel pulseaudio-libs-devel make gcc

# I 2. T# PortAudio JHfiY
wget
http://www.portaudio.com/archives/pa_stable v190700 20210406.tgz

# IR 3. MREIEISE
tar -zxvf pa_stable v190700 20210406.tgz

# IR 4 BENRES H R

cd portaudio

# IR 5. MLEwIFLEERT
./configure --prefix=/usr/local

# LUK 6: i3 PortAudio
make && make install

# % 7. WE PortAudio EKE
sudo echo "/usr/local/lib" > /etc/ld.so.conf.d/portaudio.conf

# SR 8: Wl RGELAT
sudo ldconfig

# FIR9: %4 PyAudio
pip install pyaudio --global-option="build ext" --global-option="-
I/usr/local/include"” --global-option="-L/usr/local/lib"

# IUF PyAudio a5 (ol B I R
python -c "import pyaudio; print('PyAudio ZZE3)" )"

(5) wave =3

Bash
# 2% wave @
pip install wave

# R ARSI (oS R
python -c "import wave; print('wave ZZERI)' )"

(6) PyQt5 % (Conda fii5t)



Bash

# NN conda-forge JFH B EIHIE M e

conda config --add channels conda-forge
conda config --set channel priority strict

# 223% PyQt5
conda install -y pyqt=5.15

# 2% pyQts THA
pip install pyqt5-tools

# IR AR CRAREE IR
python -c "from PyQt5.QtWidgets import QApplication; app =
QApplication([]); print('PyQt5 ZZ&Emzh" )"

(7) nEEXE

Bash
# AR BRI A
conda install -y cryptography pycryptodome

# 2% SsMa I, (Hde pip @)
pip install sm4

# 47 SMA pip ZRRM, YRS 2 he
pip install git+https://github.com/alee888999/sm4.git

# WUE N AL 2R aE R (TR ES R T)
python -c "import cryptography, pycryptodome, sm4; print('jn& %
BERLT) )"

(8) TA%xSE

Bash
# ZETHARE
conda install -y setuptools wheel tgdm colorama

# BRIk CToikas N )
python -c "import setuptools, wheel, tqdm, colorama; print('LHE
LRI )"



(9) Rk ER
1) FHiRRERD libstdc++: sudo dnf install -y libstdc++ libstdc++-devel

2) % cryptography g%k : sudo dnf install -y rust cargo FE#H&E
3. FATHEE

Bash

# (1) %% GDB i L H . netstat Mz TR

sudo dnf install -y gdb net-tools

# BF TCP HEREM4: netstat -anop | grep ¥ill1%
# () HEMMINA TR ffmpeg

sudo dnf install -y ffmpeg

# BEEWWSCMEE: ffmpeg -1 X4

WA ERIEERIRPRE VS Code, T HIERFREHFEIT.
(PU) openGauss EiEfit B

1. openGauss HIBEIEHEER

(1) RIEFHEE omm BLHAF (root A FHIT)

Bash
# Vl¥#3] root F /7 (CE1SERIN openEuler)
su - root

# % omm 17 ) dbgrp 41 (openGauss ERNJE4L)

groupadd dbgrp

useradd -g dbgrp omm

passwd omm # WHEZI, KN openGauss@123 (Fid)

# B R RO B %R E AR

chown -R omm:dbgrp /var/lib/opengauss/data
chmod -R 700 /var/lib/opengauss/data

# MIBRRBEBOCHE CFUUR B H AR IR ED
rm -f /var/lib/opengauss/data/pg ctl.lock

(2) HEERBHEIE (omm HPAHTT)



Bash
# V)% omm FH F

su - omm

# AEHE RS
gs _ctl status -D /var/lib/opengauss/data

# HARRZ, AsEdEE (R 5432)
gs _ctl start -D /var/lib/opengauss/data -o "-p 5432"

# ARINEAE: Hitl“server is running” BRI AN

(3) omm APFIETERE (omm AHPFHIT)

Bash

# “YmiE bashrc U
vim /home/omm/.bashrc

# FESCAREHRIEL T A&

export PGDATA=/var/lib/opengauss/data
export PGPORT=5432

export PATH=$PATH:/usr/local/opengauss/bin

# RO &

source /home/omm/.bashrc

# iE: TR ERCE A EERE
gs_ctl status

2. FIEEREEH (root A F#TT)
(1) &3 pg_hba.conf (3jjal3E&I5kES)

Bash

# “m%E pg_hba.conf 4
vim /var/lib/opengauss/data/pg hba.conf

# 2| IPv4 local connections 284>, /BB N T 70:

Plain Text
host all all 0.0.0.0/0 md5
host all all ©.0.0.0/0 sha256



host all all 192.168.44.1/32 md5
REFRERE, EFNTEEE:

Bash
# EFINERE Comm F P H4T)

su - omm -c "gs_ctl reload -D /var/lib/opengauss/data"

# AR INEAE: il “server signaled”Bl 42K

WLAR:

1) [0.0.0.0/0](0.0.0.0/0) md5: #¥FFE IP i#id md5S B IAEERE (IZEE Pimd
)

2) [192.168.44.1/32](192.168.44.1/32) md5: $34%5E PC IP {5 EIRA (IRER
BRI

3) BERREFXDMER, EEARMEN,

(2) {&3 postgresql.conf (KUt + BT HNZE)

Bash

# gwARNC BT

vim /var/lib/opengauss/data/postgresql.conf

ERIATERE:

1) MSOrHbit: listen_addresses = '"*' (RFFrE IP 3A(0)

2) BHIN#£E: password_encryption_type = 0 (BUEIRIFME)
®ERYE ZREUEE:

Bash
# V33 omm FH 7 E

su - omm
gs_om -t restart # B¢ gs ctl restart -D /var/lib/opengauss/data

# S RNINEAE: gs_ctl status L x“server is running”

3. BIEER FEIESH®IN (omm A AIATT)

Bash
# G
gsql -d postgres -r



# 1. Al dboper H ' (147R: dboper@l123)
CREATE USER dboper IDENTIFIED BY 'dboper@123';

# 2. T sysadmin #UfR (#4K SUPERUSER, Lite fiHiE4)
ALTER USER dboper sysadmin;

# 3. WA A
\du dboper # HitHifl & “Sysadmin, Login”BlINAkTh

# 4. QISR

-- BOSUTEIER: SRR RRPIRASE

CREATE TABLE video_audio_info (
id SERIAL PRIMARY KEY,
file name VARCHAR(100) NOT NULL,
file_path VARCHAR(255) NOT NULL,
collect time TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
transport_status VARCHAR(20) DEFAULT 'unfinished',
watermark _id INT

);

-- KEMEER: fFMKENNE . ke FiksE

CREATE TABLE watermark_info (
id SERIAL PRIMARY KEY,
watermark _content VARCHAR(100) NOT NULL,
encrypt_algorithm VARCHAR(50) NOT NULL,
embed_algorithm VARCHAR(50) NOT NULL,
extract_result VARCHAR(20) DEFAULT 'unextracted',
create_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP

)
# WIER A
\d video audio info

\d watermark_info # f#ith3RFBUE BRI NG

# B s E
\q

4. DataStudio & fimiEiEic g (A& PC #E)

(2) FEIZFWATE
miar CMERERE” , $E8 “successful” BIONERERD);



WEEHE N, AT SQL bR ERR -

SQL
- - G 2

CREATE DATABASE watermark_db;

-- BEHIEESIR

\1

- - AE AR B A

INSERT INTO watermark_info(watermark_content, encrypt_algorithm,
embed _algorithm)

VALUES ('test watermark', 'SM4', 'DWT');

- - EERE

SELECT * FROM watermark_ info;

5. Python HEHIRERIE (FEk conda FREH 1T)
(1) &% PostgreSQL IRZ}

Bash
# WOE A

conda activate watermark project

# ‘2% psycopg2-binary (FiZwi%/i, &N ARM64)
pip install psycopg2-binary -i
https://pypi.tuna.tsinghua.edu.cn/simple

(2) HEMARBHFHIIT

B3 test_db_conn.py X, WAHMT:

Python
import psycopg2
try:
# R E (BHONERIRSERS IP)
conn = psycopg2.connect(
database="postgres",
user="datastudio user",
password="openEuler@123",
host="192.168.1.100", # FHBIRFHLE IP
port="5432"
)

cur = conn.cursor()



# AWK EE B R
cur.execute("SELECT * FROM watermark_info;")
results = cur.fetchall()
print("/KEMEEREDE: ", results)
# ORMERE
cur.close()
conn.close()
print("Python % openGauss ! ")
except Exception as e:
print("EEERM: ", str(e))

I EdE + “Python % openGauss FIh! 7, BIAIGUEEIL .

RGBS

ANEISE “ EWHUKEI AR B AR SUER 0 H AT, 4R
SR GIRRRIR R, BRI RE MR RTHEE, Kol 8% UL
R

(1) EHER5HT

BB E IR T WL 280 . K ENGE i S8R B H AR bl A NHE
K C/S B/ um-ess i) 280 . B\ imEE CRE-MAAM” , SR
WA R YR AR E I AR B 5 MR 1 58 IR AR B s e o5 o SR A ““ 43
W3R M-Vl 40 7, TR BT AR A PC, i STK BT 5 Bt 45 A
o Dyt G H MR 9%, AN BCTHIRAL TCP 3 (12345 ZREALAAL -
12346 KB E ), TR “ B KR AR sk, i oorh i
A, XAREANMG 3 Ffemis sl (aifidE . IR . K EIE) JRE
iREELUWIE S

(2) KEDEZRER 5ER

ANSERBE T 238 A AR A FROKEN S, 458 TR ARM64 48
TSI IR, A2l s IORIE: OPIIKEN: LSB CHRARA &) LSl
. MR, AWML, DCT CEHURIZARH) FIETURS.
PUMEFTRE 18, EE R RERR, AN LI E DCT Fik AL AL



M YUV BRI Y GlE GREEED,  BEIRIERRME )RR 1 FE: @& K ED:
PR RS, BT AR SR RS, AN T 24 delay (ZEiR)

Al decay (IR S, WAHIE delay=100ms. decay=0.5 NigE——i%Z
BN K EDBEAS T kA, SURE ARIESREHE R R

(3) BIEREEFA LRI

IKEME BAE RO IR, AN BRI IR P e e K, e st T H
B SM4 BE (FH3E AES-CBC S8 W/KEDSCAINGE, Fahib# 16 3 EH M 4.
PKCST B AR 55407, 3 0 02 5 B K BN LRSI o) s B P i, A%
NGES “WITEHTR” BRI =K E: watermark records i34 — K ENR
NP/ A AR R CEVEZRAL, Mhgetads. HBERIAD, media files 3¢
B IS e BE , student 2023212052 ZF5E A NS, SiitigiEis,
BB TR AR psnr/ssim/ber SEMERETEL, R IRAR R IVE A PR bR i %

(4) GUI StREvFERYIRIT
F/um S R AR CREEEENE Y, AN COREER| KR E RS R
XU, I ORZRE. MAUKEL. JFaaskdlD e thaisd, &R
TFAR AR SRR AR s e 5% o S T SR A “ A R AT IAL S o SR AR 7K B B
i R RS S, ALK PSNR IR {EMEEL ). SSIM (Z5RAHMED . BER (3%
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Python
def text to bits(text):
bits = []

for char in text:
# SRy 8 10 ASCIT 5, FFE N ik 7 5F 8
char_bits = bin(ord(char))[2:].zfill(8)
bits.extend([int(bit) for bit in char _bits])
return bits

RABTBL 57138 1 T 5 2 (1) RGB il
HUE . ANy “6Ef8 5 MERHR
R, RN LT

TE ARSI, AEI A B T 2%
AN LAL”, BEORIEZK BN 5 B

Python

def embed lsb(self, frame, watermark bits):
h, w, = frame.shape
bit_idx = @

watermark len = len(watermark bits)
for i in range(@, h, 5): # &5 THBE
for j in range(@, w, 5): # HFE 5 FIEE
if bit idx < watermark_ len:
# HUAEIR R RGB fH, B HURARAIJ9/KEN LS
b, g, r = frame[i, j]
frame[i, j] = (b & OxFE | watermark bits[bit_idx],
g & OxFE | watermark_bits[bit_idx],
r & OxFE | watermark_bits[bit idx])
bit idx += 1
return frame

PRI Sz [e] S UG R AR S b f, FREL R SeA, Hik IR PSNR 2
SETE 35dB LA L,

@ #47 DCT KEP

ARNFET OpenCV Al NumPy SEHL DCT A8 #e S AN Z 5, 10 B2 7 B Ab £
RRATm, RS R BN, KBRS SRR B SRS BGR
B YOV s i) (AL BR Y Sl TE R (R R 3D, T4 8 X8 (R & Bl DCT &
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Python
def embed_dct(self, frame, watermark _bits):
# YUV (R e, SREEEIMIE Y
yuv_frame = cv2.cvtColor(frame, cv2.COLOR_BGR2YUV)
y_channel = yuv_frame[:, :, 0]
h, w = y channel.shape
bit_idx = @
watermark len = len(watermark bits)

alpha = 0.01 # A NIARKK RN R

# 7 8x8 HLAubH
for i in range(@, h - 8, 8):
for j in range(9, w - 8, 8):
if bit idx < watermark_ len:
# XFHHig DCT A2 ft
dct block = cv2.dct(np.float32(y_channel[i:i+8,

j:j+81))

# EFBEPIIARB(3,4)A1(4, 3) HRAKED, N ARSI

bit = watermark bits[bit idx]

dct_block[3, 4] = dct_block[3, 4] * (1 + alpha *
bit)

dct_block[4, 3] = dct_block[4, 3] * (1 + alpha *
bit)

# IDCT WiARHRIL JF
y _channel[i:i+8, j:j+8] = cv2.idct(dct_block)
bit idx += 1
# &[] BGR A% 20
yuv_frame[:, :, @] = y_channel
return cv2.cvtColor(yuv_frame, cv2.COLOR_YUV2BGR)
ANMAR T 5 2H alpha {8 (0.005. 0.01, 0.02, 0.03. 0.05), KI
alpha=0. 01 I 7K EIAN a] gk HLIRHUCHER4IE 98% L L, & HE %S5 I

I ot ST U [R) DCT A2 e, figg b xR 28 104 i LR
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Python
def embed_echo(self, audio_frame, bit, delay=100, decay=0.5):
# delay: [[FIEIR CRFfRD), decay: [AIF 3 REL
frame_len = len(audio_ frame)
if bit ==
# AR (REIR G 3D
echo = np.zeros(frame_len)
echo[delay:] = audio_frame[:-delay] * decay
# 2N al R 2 R 4G
audio_frame = audio_frame + echo
# A — ik S
audio frame = audio_frame / np.max(np.abs(audio frame))
return audio_frame

P R BB B s R EE AR, ANy “4&F 10 iR 1 AK
E17, SPATRS M SR AR, A% O B N S R A LR Th R N B62

T

RE

Python

# EHCRAELAR TP RN
frame_count = ©

for each frame in audio_frames:

if frame _count % 10 == © and bit idx < watermark_len:
frame = self.embed_echo(frame, watermark_bits[bit_idx])
bit idx += 1

frame_count += 1

(2) FVWHMRES EHHKIH

O BEPmRELE

NG AR S P ZE GUT i, AN TF-3h% S CameraThread Al
AudioThread FiNZFESS (4k7K threading. Thread), US55 20T 2
UR: CameraThread M OpenCV ] VideoCapture REFAG LT, wE
320X 240 7@, 15 Wi/# CERCIT AR 1D, 0 run J7i2A40HS F B

Python
class CameraThread(threading.Thread):
def _init (self, watermark_alg, watermark_bits):
super(). init_ ()



self.is running = True
self.cap = cv2.VideoCa

self.cap.set(cv2.CAP_PROP_FRAME WIDTH, 320) # ¥R ikE

pture(0)

self.cap.set(cv2.CAP_PROP_FRAME HEIGHT, 240)

self.cap.set(cv2.CAP_P

self.watermark_alg = watermark_alg # 1% A7 17K B SE 4

self.watermark bits =

ROP_FPS, 15)

watermark _bits

# WIRBE

self.sock = socket.socket(socket.AF_INET,
socket.SOCK_STREAM)

self.sock.connect( (' k%53 IP', 12345)) # RS HmAL AT

def run(self):

frame_count = ©

while self.is running:
ret, frame = self.
if ret:

cap.read()

# BEIE 5 WU AKENEEIRAG B

if frame_count % 5 == @ and self.watermark bits:
frame = self.watermark_alg.embed(frame,

self.watermark _bits)
# JPEG JE4i, kb fE4as v

ret, buf = cv2.imencode('.jpg', frame,

[cv2.IMWRITE_JPEG_QUALITY, 80])

AudioThread YA/ PyAudio K& (16kHz RAEEK . 16 fIAE), ZOHZ

=

# 474 TR HHE RS, ROV B i R

data_len = struct.pack('I', len(buf))

self.sock.sendall(data_len + buf.tobytes())

frame_count +=

Wlc B 5 1% i AR AR Fr BL:

Python

1

class AudioThread(threading.Thread):

def _init (self, watermark_alg, watermark_bits):

super(). init_ ()
self.is running = True
self.p = pyaudio.PyAud
# EWSHICE
self.format = pyaudio.
self.channels = 1
self.rate = 16000
self.chunk = 1024

io()

paIntl6

self.stream = self.p.open(format=self.format,



channels=self.channels,
rate=self.rate, input=True,

frames_per_buffer=self.chunk)

self.watermark_alg = watermark_alg

self.watermark_bits = watermark_bits

self.sock = socket.socket(socket.AF INET,
socket.SOCK_STREAM)

self.sock.connect(('fIkR553 IP', 12346)) # FEEIRSS U A

def run(self):
frame_count = ©
bit_idx = @
while self.is_running:
audio data = self.stream.read(self.chunk)
# 5N numpy B ALFR
audio np = np.frombuffer(audio data, dtype=np.intil6)
# 130 10 MR A IKED
if frame_count % 10 == @ and bit_idx <
len(self.watermark bits):
audio_np = self.watermark_alg.embed(audio_np,
self.watermark bits[bit idx])
bit idx += 1
# Fakalkik
data_len = struct.pack('I', len(audio_np.tobytes()))
self.sock.sendall(data_len + audio_np.tobytes())
frame_count += 1

ARNMR T 640X 480, 320X 240 S50 K 10 15, 20 Wi/ MaEmix, K
Bl 320X 240+15 i/ MG T, JFARIR CPU & ISR EZHIAE 40% AN, o1,

RAHTEZSHAE .

@ REIwERSHET
NS W 26 FE, 7 IghE 12345 (A 12346 G54 Imld, a0
B R ST KR T B O s, AR B

Python
class VideoServerThread(threading.Thread):
def _init_ (self, extract_alg, eval metrics):
super()._ _init_ ()
self.is running = True
self.extract_alg = extract_alg # /KENHRELELVESZH



self.eval metrics = eval _metrics # PEEVEAL LW
self.sock = socket.socket(socket.AF_INET,

socket.SOCK_STREAM)

self.sock.bind(('0.0.0.0', 12345))
self.sock.listen(5)
self.conn, _ = self.sock.accept()

def run(self):
while self.is running:

# SEHERL 4 K

len data = self.conn.recv(4)

if not len_data:
break

data_len = struct.unpack('I', len _data)[Q]

# DO N A B AL S

video data = b"'

while len(video data) < data len:
video_data += self.conn.recv(data_len -

len(video data))

# MRS IFSEHOKED

frame = cv2.imdecode(np.frombuffer(video_data,

dtype=np.uint8), cv2.IMREAD COLOR)

i)

i)

extracted _bits = self.extract_alg.extract(frame)
# VA ERE VPG B ETH 5 PSNRL SSIM

psnr = self.eval metrics.calculate psnr (G, &7KE]

ssim = self.eval metrics.calculate ssim(JR#AMWI, & 7KED

# SEIN RRIFE AR AR
self.update ui(extracted bits, psnr, ssim)
self.temp_results.append((extracted_bits, psnr, ssim))

RBGERE, T R B B E AR AR PSS s, frRIE SR

R A7 45 R BN
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Python

from Crypto.Cipher import AES

from Crypto.Util.Padding import pad, unpad
import base64

class SM4:
def _init_ (self, key):
# P4 ANE 16 SINFN @, BI{RAT A AES-CBC BHIK EER
self.key = key.ljust(16, '\x00').encode('utf-8")
self.iv = b'123456789%0abcdef' # HILAthi&E, [HE 16 1

def encrypt(self, text):
# BIEIEF: R PKCS7 #X
text _bytes = text.encode('utf-8")
padded_text = pad(text_bytes, AES.block size,
style="pkcs7")
# AES-CBC fii#
cipher = AES.new(self.key, AES.MODE_CBC, self.iv)
encrypted bytes = cipher.encrypt(padded text)
# Base64 #ifi%, fHTMZfLhm
return base64.b64encode(encrypted_bytes).decode('utf-8")

def decrypt(self, encrypted text):
# Base64 fi#hd
encrypted bytes =
base64.b64decode(encrypted text.encode('utf-8'))
# AES-CBC fii%
cipher = AES.new(self.key, AES.MODE_CBC, self.iv)
decrypted_bytes = cipher.decrypt(encrypted bytes)
# BRI
text = unpad(decrypted bytes, AES.block_size,
style="pkcs7').decode( 'utf-8")
return text

@ GUI |EA X

7% 7 5 IR 45w Y A PyQt5 i QMainWindow fENEE 0, ARANFEhAG R
A IR A, ORI S ST % i A% RS S -K BT
BRSRR” XA R, ORI AR

Python
class ClientWindow(QMainWindow) :



def init  (self):

1)

super().__init_ ()
self.setWindowTitle (" &AL KENE i ")
self.setGeometry(100, 100, 800, 600)

# LA R

central_widget = QWidget()
self.setCentralWidget(central widget)
layout = QVBoxLayout(central widget)

# 1. PG IRIX

self.video label = QLabel()

self.video label.setFixedSize(320, 249)
layout.addWidget(self.video label)

# 2. JKEPECEIX

config layout = QHBoxLayout()

self.watermark_input = QLineEdit()
self.watermark_input.setPlaceholderText ("M ANKEISCA")
self.alg combo = QComboBox()
self.alg_combo.addItems ([ 'LSB 7KE[', 'DCT 7KE1", '[a]/RagsK

config layout.addWidget(self.watermark_input)
config layout.addWidget(self.alg combo)
layout.addLayout(config layout)

# 3. FHlHRHLIX

btn_layout = QHBoxLayout()
self.start_btn = QPushButton(' A3 KE&E")
self.embed btn = QPushButton('#xA/KEI")
self.record _btn = QPushButton( ' JFa¢H")
btn_layout.addWidget(self.start_btn)
btn_layout.addWidget(self.embed btn)
btn_layout.addWidget(self.record_btn)
layout.addLayout(btn_layout)

# 4. REERKX
self.status_label = QLabel("tRA: KE3N")
layout.addWidget(self.status label)

# i A
self.start_btn.clicked.connect(self.on_start_clicked)
self.embed btn.clicked.connect(self.on_embed clicked)



self.record btn.clicked.connect(self.on_record clicked)

AT 0B St “BAERE” MBI EE)
CameraThread 1 AudioThread; s “HRAZKED” WEREASCA, it SM4
I 5 e N U RO SE R AR TP KBS R sl “IT 4R U OpenCV
ff) VideoWriter M1 PyAudio Y Wave write fRAEAH M, SerALHD A EX

Python
def on_embed_clicked(self):
# SRBUKEISCA I I
watermark_text = self.watermark_input.text()
if not watermark_text:
QMessageBox.warning(self, "#&4&'  iEEIAKEISCA")
return
sm4 = SM4('my secret_key')
encrypted_text = sm4.encrypt(watermark_text)
# HONHURRR
self.watermark_bits = text to bits(encrypted text)
self.status_label.setText(f"IR#A: /KENCHE%, ik
{self.alg combo.currentText()}")

def on_record clicked(self):
# WAL ] 2%

self.video writer = cv2.VideoWriter('output.avi',

cv2.VideoWriter fourcc(*'XVID'),
15, (320, 240))
# WAL A ) 2
self.audio writer = wave.open('audio recordout.wav', 'wb')
self.audio_writer.setnchannels(1)

self.audio writer.setsampwidth(self.audio_thread.p.get_sample size
(pyaudio.paIntl6))

self.audio writer.setframerate(16000)

self.is_recording = True

self.status_label.setText( RA: Hid ")

i 55 S S T AT SRR R XL KBNS ROCAME . PERERIRIRaE, SRR
AR, BNFINGI “HEEHE” “FHEER” ZH, 8RR,

(4) BEEZERSIL



NI E IR R AL, A AN 3t3E DatabaseManager 25, #0242 61
PR EEE .. RO E LR, RERE SRR R B
P (R 2 R AN BT SR e 7w, R B

Python
import psycopg2
from psycopg2 import pool

class DatabaseManager:
def init  (self):
# VGRS, ROEREL S
self.connection_pool = psycopg2.pool.SimpleConnectionPool(
minconn=1,
maxconn=5,
database="watermark_db"',
user="'datastudio_user’,
password="openEuler@l23’,
host='127.0.0.1",
port=5432

def get_connection(self):
# MIEBbIREUE R

return self.connection_pool.getconn()

def release_connection(self, conn):
# PRI R N R T

self.connection_pool.putconn(conn)

9% 5 log watermark operation J57%, FTIAKEIEAEILS, A

Python
def log watermark operation(self, student id, alg type,
watermark_content, psnr, ssim, ber, operation_type):
conn = None
try:
conn = self.get _connection()
cursor = conn.cursor()
# A SQL
insert_sql =
INSERT INTO watermark records (student_id, alg type,



watermark content,
psnr, ssim, ber,
operation_type, create_ time)
VALUES (%s, %s, %s, %s, %s, %s, %s, CURRENT_TIMESTAMP)

# PATHEAN
cursor.execute(insert_sql, (student_id, alg type,
watermark_content,
psnr, ssim, ber,
operation_type))
conn.commit()
except Exception as e:
if conn:
conn.rollback()
print (f'#dlZEH %KM {e}")
finally:
if conn:
self.release_connection(conn)

AR NAER PR A IKED S AR S5 SR UK B 2 i S5 i) 5 AU = A OB 1Y
H A ZITE, BN SE A 55 i S I 2 1 1 -

Python
# RS AR BOK BV A H &l
db_manager = DatabaseManager()
db_manager.log watermark_operation(
student_id='2023212052",
alg type="DCT /KE1",
watermark_content=decrypted_text,
psnr=psnr,
ssim=ssim,
ber=ber,
operation_type='extract’

BATE AR RAERR, I “ 2 ERRRMALE T BO0ERRH 7 1R,
Aoy “ Bl 4 R e, RETARIE NI N SRIBOE R J5, ok 1 IR
IE IR/ R, MR EIRIC R E R

N RGN
ARNHE “hhe e e — VERE AR — W R OB e 4 B



B, EEFIHAT, RO RS E RN T

(1) ThaEsER MM

© Eatizhaeix

AR NAESEMGEAEIRIT KRR 3% 7 3m, F A K ENSCAS “2023212052_7K RN
W7, e LSB BUER SR, RSSO AR R BUK N, M 5 5
JESCA 0 Y) DOT SV IR, SRR 98%; 458 i [m] 75 {5 7 S
2 PRIUEREE 99%, BT A% LIRSS

@ FHl 5 I F MK

M2 i IR, AR output. avi AR
audio_recordout. wav HALAE, FEHBOCRE. TLHEMBAFRD; T
openGauss FJE %, #if] watermark records 3, WA WLEHIEAERIICR (B8
SRR AR BRI BRAERSIAD, student 2023212052 K
“video operation count” “audio operation count” FEHZBN+1, FHIEid

SRAER o
(2) tagfRiRmMi

O Hikttae
FEIT R B, LSB Sk ATk AFERS 2ms, DCT 5% LlyiFERS 8ms,
i 15 WU/ AP SEIS PEEER, F 0 [ 75 e S PR A BEAR I Tms,  CREIR

@ fEHtERE

JRIE N N RFEEAE 4 10 20 B SR, MR E AR 0, EMEEFE<0. 1%,
B WA [R] 5 3% 75 <<100ms; PSNR $518 36dB, SSIM ¥J{# 0. 96, BER #1H 0. 01, ¥
W R URFEZOR Y “IK ENSE R AT 95% 7 .

(3) FEHFMK

© Wim ik
B SIRARERIR, FAWTTITRINA, %/ RS 2R « W



Widt” . BzhfE S, BEOemE, sy “EIE” Al R AR, AR5 i
ZRELFRIPOKED, R L OLAE AL 5

@ i A & AR
F2h b 12345 3 L5 5 2S5, FEFPAER “om DgG5 7 2%, sl
SEaMEFF D) 1, A NAE D 0 12347 J&, AR S5 3m 1R % )5 25

® KENE MR
BN 100 FAFIKENSCAR, & i B ahitn “OKEREERR (5K 50
TR 7, JFERBTET 50 AT, G fE o R K S BRI

(4) AW

O BRI
¥ 2 P AR 2 2 Windows 11. Ubuntu 22. 04 2%, 5535 045114 %
W B AR AU 22 25 7 3, ThREI IR

@ BB #HE MR
Iy A% openGauss 3.0.0 F1 PostgreSQL 14, HEffiAN. B LR,
KA

©® E&FEMI
MBTT AR N B AGR /2258 M USB 88 3k/Z e X, B MACR S 57K ED
RN IEH, BRI .

il

OrangePi KunPeng Pro A F A v0.4.pdf (F5%)
FIRF R EETHRIREENS Pro A EAIMNE-FAT 5 -8B X




W= -2
—.  HENE

FFFIR kunpeng pro # % OpenEuler UL & Ubuntu 24, T 54
OpenEBuler RGN 7 HHEIF K NPUCE TIRZ IR, —HEAREIE R K]
PRRAS), R, JEFEMN AT A2 H Ubuntu 248, LA R4 H R EK
EapEiiN |

Ubuntu % 9% 51 is %8k 1 5 9 45 - 70 52 o PR ]

TEVERL, Linux R 40585 P s i 7 WA Windows A T ANE]: &2 &
AR B, REN NHREEK, HEFNANE, B, X EEEy
g

G T EEIAR, FHRESH5ER.

Ubuntu REITA 0 FNE © BEEE

2024-01-09 17:2 THAEtia): JABH | AE

+ - Ubuntu

opiaipro_ubuntu22.04_desktop_aarch64_20250925.img.xz

opiaipro_ubuntu22.04_desktop_aarch64_20250925.img.xz.md5sum 878 2025-09-28 19:19
] opiaipro_ubuntu22.04_minimal_aarch64_20250925.img.xz 713.1M 2025-09-28 19:19
(] opiaipro_ubuntu22.04_minimal_aarch64_20250925.img.xz.md5sum 87B 2025-09-28 19:19

Q PHEBH O E bt 6068 2025-09-28 19:30

AR I 1 AR AR o8 s T B AR 45t b
https://pan.baidu.com/s/1Jho73pw91r5GID2KijY45Q?pwd=3xuz#list/path=
%?2F

By TH A 9 e | a8 R -0 JEBR ]

oo
oo




1X HL{# i BalenEther-Windows X64 hA<:

5Y MO8

Linux$i{& 4% T A bal

Windows_X64kR2s

RITA O FHE © BREES

2024-02-03 09:44
2024-02-(
2024-02-0 9

FARZENarmbahid
HAIR RiTA 0 FNE  BEESR
2024-01-0917:23 HEIEHE: KABEH Q%¥E

Ha) SEYHF - BATA - LinwdBHBE - Windows_ 828
(] balenaEtcher-Portable-1.18.4.exe 132.94 2 2-03 09:44
(-] balenaEtcher-Setup-1.18.4.exe 147 2024-02-03 09:44
KRR THATIF LRI S, Seife NSO RER:
- x

balenaEtcher

Q’j balenaEtcher




SR P9 BT NI By 1 R S AR

AN

il Sorn

BFR H

ArchiveFolder 3,203,05

I Kunpeng-Develop-openEuler-22.03-... 2025/11/16 18:18

s} opiaipro_ubuntu22.04_desktop_aarc... 2025/11/17 12:58 ArchiveFolder 6,308,81'

ZJE e s TR ) F i A8 X R

balenaEtcher

i" balenaEicher

“ — R

opiaipro_...50925.img

A LLE R 271G, RA2ASERR RGOSR,



PRGBS — MRS LA —3K TF K, 70/& TF £42 SD KA
BFRAET, B HEEE N TF £X BHEREF 270 64G 1)

B TF R IEFI LR 88 R i N USB # b, S8R W] DLAE I 3EmE
A BINIFIEA K TF

Iﬁ balenaEicher

rin = SLAR A R




REFERTAAERE T, —EERPE TF F, NERR R

mn

balenaEtcher - X

i"‘ balenaEicher

© — A

opiaipro_...50925.img Mass Stor...SB Device

ZJa sl “BIERES ¢ BiERUT RS T
RE T EERs 1h FE AT ] BUGER S /i, 32X JYITa] A O FiL i g 12 T
B, AERT TF &, HNFTRERIR.

ﬁ balenaEicher

Task

Flash device ."balenuh:n»:-r

Update and manage devices  §J balenaCloud

<flash Completed!

Etcher is just one tool in your kit
1

~
Find out more )

4

JRIIR 7 SE IR 22 AL PR



ZJEHUAT AR TF RAAESRAMR IR R 7, XEER, BT
E B TF REAGRL, SEMIARERRIR, EE2NOAZIEFR
I

mEl, AEGEm—H T, FMEZEAERT EE, B TFREFX, 25
W2 TAE, KA1 282 Gt sl 1.

Z R ERIRIERE BB, {#H HDMI 2834423 HDMI A8 B i,
RIGTHE LR, & B MK FERIR RS 5 1H:



RHEBIT R OZE EM T .

I, HEBIGER A AR — A, NIGFXEN 2 4~ USB 8, Wit

i A AR A AT DA R — MR R

Lt At S A E, #%EH Open Terminal:

@ Create Launcher...

i Create URL Link...

& Create Folder...

|4 Create Document  #
Faste

s Open Terminal Hege

=3 Open in New Window
41 Arrange Desktop lcons
W Desktop Settings...

B4 Applications »




I NIX AR 2 KR AE AT ip Hulik:  ip addr

. Terminal - HwHIAIUser@orangeplalpro: —/Desktop o -

link/ether 28:f5:2b:a7:d6:1e brd ff:ff:ff:[f:
inet 192.168.0.200/24 brd 192.168.0.255 sc|pe global noprefixroute wlan@

valid lft forcvcr preferred Lft forever

nk

X 192 ﬁ%ﬂ’]&')ﬂmlpf@hkT o 7 T L R (MO,
13 e

. ImFEEPRE SSH 5 VNC

FeR N A ZEXFE: BERFE IR A Zh A0 SR AR o EERAT B e — Bt
BE AR AR 4 E 2 ARE AT, RN F EA MR E, ZJaaHK
JRENHA ] LLE T AR IE R RATAE PC B8RS, XFEm 0 58 T .

B, AT E LR T A MobaXterm, HEFREINAEIX H:

BT LH Yo 9l a8k 1 R R - 00 G BR

ESIR
024-01-09 jobs A4
MobaXterm

Q

(] § MobaXterm_Portable_v22.2.zip

MR R, ke, XEDPRIRM R, I E I
FIFRA A, Frimn b



B 192.168.0.200

Sessions  View Xserver Tools Games Settings Macros Help

% &8 x E B Y E & F

ervers  Tools  Games Sessions  View Split  MultiExec Tunneling Packages Settings  Help

nect... (oM [~ |2. 192.168.0.200 B 73 192.168.0.200
T30 user sessions 1 Edt
[1£] 192.168.0.200 S L $ and network tools)
[;]192_153_u_2nn @ » SSH session to HwH i 1 0.200
) » Direct SSH v
(11) * SSH compression v
(12) * SSH-browser %
(13) * X11-forwarding v (remote display is forwarded through SSH)
E » For more , ctrl+click on h or visit our
(
(

Welcome to Orange Pi Ai Pro
This system is based on Ubuntu 22.04.3 LTS (GNU/Linux 5.10.0+ aarch64)

This system is only applicable to individual developers and cannot be used for commercial purposes.

(X BRI SSH C2ER 1, 1 ZIg XA R O X B R)

1k f )7 Session, 1%E4+% SSH:

Session settings X

E B ¥ E B @ @ ¥ @ m @ x ek

=

SSH elnet Rsh Xdmcp RDP  VNC FTP  SFTP Serial  File Shell Browser Mosh Aws 83 WSL

Warning: you have reached the maximum number of saved sessions for the personal edition of Mobakterm
You can start a new session but it will not ke automatically saved

Please support MobaXterm by subscribing to the Professional edition here: https://mobaxterm.mobatek net

Choose a session type...

@ 0K © Cancel

ESER T EM AN “Remote host”, X HLt 75 B4 N B [ & 211 ip Hhk:



Session settings

® B m @ x =

(e X = L
NC FTP  SFTP  Serial File Shell Browser Mosh AwsS3 WSL

SSH Telnet Rsh Xdmcp RDP

saved sessions for the personal edition of MobakXterm
matically saved
g to the Professional edition here: https:/fmobaxterm.mobatek.net

Warning: you have reached the maximum numbe
You can start a new session but it will not be

Please support MobaXterm by subscr

Basic SSH settings
Remote host * | [ Specify username 2 Port 22 %

Advanced SSH settings B Terminal settings 25 Network settings Bookmark settings

Secure Shell (SSH) session

@ 0K © Cancel

“Specify usename” ANFEIHEE, MM Port LREFERINMA «22” BWT
SR 5 rid OK:

B¢ login as: H
B¢ HwHiAWser@ 168.¢ s password: [

IEHH “loginas »” XHEHAM 4 HwHiAiUser (FEK/NE)
[OpenEuler R4t 1 H 7 4 MRS #S /2 OpenEuler, [FIFET S AR/NE]

P T B NS Mind@123

R linux BN Z 2B ARNE, e 2 SHb e B B4 N IX AN 30,
HIEIEES



AN SR P A4 R R R IR 7 Al 2 5 A

MobaXterm X

Do you want to save password for HwHiAiUser@192.168.0.2007

@ Yes 9 No

"

[C] Do not show this message again e

iﬁib% ches” E‘A—% “NO” i/}]m‘o

MobaXterm will use your "Master Password" in order to secure
all your stored passwords with strong encryption.

e Edition v22.2 «
(SSH network tools)

» SSH session to Hui
* Direct SSH
* SS5H compression

Welcome to Orange Pi Al Pro
This system is based on Ubuntu 22.04.3 LTS (GNU/Linux 5.10.6+ aarch64)

This system is only applicable to individual developers and cannot be used for commercial purposes.

By using this system, you have agreed to the Huawei Software License Agreement.
Please refer to the agreement for details on https://ww .hiascend.com/software/protocol

Last login: Sun Jan 4 22:05:02 2026 from 192.168.0.105
(base) HwHiAiUser@rangepiaipro:~$ [l

SRJE LRI LLE BXAN S E 1, AR SSHOZFEES N 1o

Z R VNC(RIRIAL I FR IR, RISk, BRI PR B AL £ 1H):
1E SSH &R & imfi N LA N84 vneserver :1 -localhost no

(base) HwH1AwWser@orangepiaipro:~$% vncserver :1 -localhost no

THTE X B SRR 1

AR MR ER A3 vne I ds, MM 1 S H, A HERCH.

N AEIX A (1)E 58 0 5 DA ESRE TR HDMI £ 0 _ERgE
BN

(2) -localhost no H 2 B\ F VNC k%54, AILARVF
AN A IR B F R



(base) HwH1AWser@orangepilaipro:~$ vncserver :

New Xtigervnc server 'orangepiaipro:1 (HwHiAwUser)' on port 5901 for display :1.
Use xtigervncviewer urityTyp VncAuth,TLSVnc -p d /home/HwHiAwser/.vnc/passwd orangepiaipro:1 to connect to the VNC server.

ZJEEBREAEE T 5901 DGR ERTH K <:17)

SN G R ST/ B 1) Session->VNC:
s ) SR R

Session settings X

N @ H ¥ @ @ @& @ F E = @ x B
SSH Telnet Rsh Xdmcp RDP VNC FTP  SFTP  Serial File Shell Browser Mosh AwsS3 WSL

Warning: you have reached the maximum number of saved sessions for the personal edition of MobaXterm.
You can start a new session but it will not be automatically saved

Please support MobaXterm by subscribing to the Professional edition here: https:/fmobaxterm.mobatek.net

[:Z] Basic Vnc settings

Remote hostname or P address * ] Port 5901 2

lZl Advanced Vnc settings w4 Network settfills Bookmark settings f

VNC session V c

@ 0OK © Cancel

/
FEIX BN ip HUIECRTATTHE 0 —4F), TERGX B Port — % £k 5901(GE M AT
T 1 ¥ ) 75 U JEAS_E 1
NG R OK, I TFHIBIREA SSH —H#: T (4 Bige----)
PR INLYZE Sk



BT ST w8 e . e

Sesson  Semvers  Touls  Games Sessons  View  Spit  MuliExec Tunnelng Packages Settgs  Help

£ 2w

(273, 192.168.0.200 N6 192 166.0.200
n  Ciri+ADel  @Refresh  o*Options X Disconne

KDetachtab  ETogg

et

2] 192.168.0.200 (1)
[52] 192.168.0.200 (10)
102.168.0.20¢

B3] 102.168.0.200 (3)
2] 192.168.0.200 ¢4)
2] 192.168.9.200 (5)
o) 152.166.0.200 (5)
192.168.0.200 (7)
102.168.0.200 (8)
192.168.9.200 (9)

jjﬁ/ &LEE’]%@%%@AH’]%@T ﬁ(

X E SR T XFCE R AL, BN SR BoniE g H AR,
SR B BRI ) 55 1R 5 23 CEABAT I i 5t

AR E P E N XFCE %, BTk EmRY:

4148 5 A5->Open Terminal->%1 A 54> nano ~/.vnc/xstartup

(1 3427~ command not found”Z ZKHiES], 151 H sudo apt install nano
%% nano)

{8/ nano FT7F vnc MIBCE M, T RAEHHE, HLRT EE'JK#HI&E&:

:! /bin/sh
SESSION_MANAGER
DBUS_ SESSION BUS_ ADDRESS

# X—173E% = ™ IXFCE, i85 T dbus,
dbus-launch exi t -wi 1h session startxfce4

(PS: 4 i7" command not found”Z K[t , 155675 nano i’H %5 sudo
apt install nano)

B 2 J5-> Ctrl + O(FE P REA R B y) BT IRAF

File Name to Write: /home/HwH1AlUser/.vnc/xstartup

QY DOS Format
We Cancel Mac Format

NSRS RA ZFERE > Crtl+ X B HEIR,




= BT R A
X B LA VS F1 QTS5 Ml (vscode N 1% 2 5% A P i (1))
3.1 VS %4k
(1) wget https://update.code.visualstudio.com/latest/linux-deb-arm64/stable -
O code arm64.deb
(2) sudo dpkg -i code arm64.deb

3.2 QT Z%:
sudo apt install build-essential qtcreator qtbase5-dev qt5-qmake #Ubuntu 1]
BHHYHRE LS TER ARM64 1 Qt Creator, 4 22 25 R 7]

VAR PR E B WY /AN Y 5 S B[R] 22 28 58 i R AT )
ZIE S RIAE VNC S B AR A BEX PN EIRR, XA IR
T, A fs E AT T 3h 2 e S T s 0 pRbE 7 2K

FE VNC T — A%, P47

cp /usr/share/applications/code.desktop ~/Desktop/ # HE | VS Code &
P B S

cp /usr/share/applications/org.qt-project.qtcreator.desktop ~/Desktop/ #

H i Qt Creator ERFIEH

NG AT FH A Ok BRRS T I 3 R IR R NE, AN, FE
VNC ZEABIE-RHET, BEFEAERAR] GPU S hndm &
Bt BAME L NECE R

nano ~/Desktop/code.desktop #+] T 1% & A4

HEX—17:

Execm++++++

BHCA:

Exec=/usr/share/code/code --no-sandbox --unity-launch %F




Xy EIRR T Pt el ME R T

PO ST A T 5

LR T8k
PRI ECE B TR E 7 538 Sk (X IR FH )52 B 7 38 k) # 2
USB iE#:1), BHEAEARTAEH, AFREIKS).

KB KT R WA, E95 A SAZR L (LA Py fl), &
BB IR 5175 AN BEAT FH S5 AR S Al P2 1 T

(base) HwHiAiUser@oranéepiaipro:N/transicomp$ 1s /dev/video*

fdevaideo@ _fdevaideol _fdevatdeoE Jdev/video3

A, RBEADMRBLANERT 4 MR5], ZREHT Index 0 7157
MR, Index 1 MTTGETHER . IS HIEHE

PR i A A T T e i — AR B IE A B R 51, AR — D — UK R
T, PUR g —Buiis 2%

import cv2

print(">>> IEAERAMATHEE LRI (0-3)...")

for index in range(4):

cap = cv2.VideoCapture(index)

if cap.isOpened():
ret, frame = cap.read()
if ret:
print(f"[v] BRI BTEE L &HFEI] {index}")




cap.release()

else:
print(f"[!] &% {index} #IHF 7, (HCIAEEUHET (FIREE RS

™)
else:
print(f"[x] &% {index} LiEFTH")

print(">>> HML5E")

— O 0 B 2 IR KL

2KRFFEER
SERIRBER R, AT PL AR B 0 kA
PLR 4 i

ER R I A\ 152 aplay -1

(base) HwH1AlUser@orangeplaipro:~/trans_comp$ aplay -1
List of PLAYBACK Hardware Devices *
card 0: UACDemoV1@ [UACDemoV1.0], device 0: USB Audio [USB Audio]
Subdevices: 1/1
Subdevice #0: subdevice #0

card 2: ascend310b [ascend310b], device 0: ascend310b-playback ascend310b-hifi-0 []
Subdevices: 1/1
Subdevice #0: subdevice #0

PLIX BN, HENHT USB B S AMER AR
ascend310b & H 7 ) E AL EE B0, FEH T HDMI &5k /AR 2%
Bidz I (25 H RIS BEHLFL A 5

e T, XHEM card /2 0, HIALL N2

aplay -D hw:0,0 test.wav (75 Z56 N & — NS0, (RAEAN test.wav)
R AT XA FRUAT L BB A % 5 — Boi AR I H Sh 3T

arecord -D hw:0,0 -d 5 -c 1 -fS16_LE -r 44100 test.wav #J%iX B g4 {r
17 A test.wav

aplay test.wav #75 < il

XFERLRENT 2R T

RKEHEI/NAT:

M -f:;'f g qu} ['| ! Tue & lam, 00:07 HwWHIAILUSer

i)
UACDemoV1.0 Analeg Stereo

#

UACDemoV1.0 Momo



A EANEERE, SIOTREE BN MNEER, 252G B RN ERR
50

0. T NPU HIfE
B, FATATCMERH RS KEE NPU [FRZS:  npu-smi info

(base) HwH1AlWser@orangeplalpro:~$ npu-smt info

| npu-smi 25.2.0 Version: 25.2.0
R e e T T e e T LT LT TP P +
| Health | Power(W) Temp(C) Hugepages-Usage(page) |

Device | Bus-Id | AIC Memory-Usage(MB)

" UAE 24T NPU RN 61°C, HIFRN 0, PUSBEBGS AT M £/ NPU
IFEFY o

X MR A A RS T ACL F:
python3 -c "import acl; print("Z8E ! ACL FE#EHSRIf! )"
PATRE KW BRI NAZ A2 TR 1), By DA B Oz a0 s

(base) HwHiAlUser@orangepiaipro:~$ python3 -c "import acly print('7FE! ACL EEARERAI! ')"

#E ! ACL EnEmz!

2% opencv R JE:

sudo apt install libgl1 libglib2.0-0 libsm6 libxrender1 libxext6
% 4% opencv Python .

pip install opencv-python

LRI Z JRHAN L TR R A 75 2

pvthon3 -c¢ "import cv2: print('OpenCV version:', cv2. version )"

(base) HwH1A1lUser@orangepialpro:~$ python3 -c "umport cv2; print('OpenCV version:', cv2._ version__)"

OpenCV version: 4.12.0

I S LR B R A 5

HE T TS, FFERIRAT NPU fi H:
PR B T P A
d /opt/opi test/ResnetPicture/scripts #1732 FEF] A4




Is <F #4113 51 F % R IR

(base) HwHiAiUser@oranéepiaipro:/optlopi:test/ResnetPicture/scripts$ 1s -F

build.sh* sample run.sh*
P& KRG BT OX A CH2CF, R T A AUHEEE AT python K HT):
bash sample build.sh

- skipped

cting CXX
> XX

/gr+ - skipped

SRR IS AT HERE A

bash sample run.sh

(base) root@orangeptlaipro:/opt/op1l_test/ResnetPicture/scripts# bash sample run.sh
[INFO] The sample starts to run
[INFO] InitACLResource su SS
[INFO] Init dvpp resource su
[INFO] tond madal fmadal fe S
[INFO] top 1: index value class[beagle]
[INFO] LOp 4. uiuex vdlue CLass|bassel.s5eL nounaj
[INFO] top 3: index value class[Walker houndWalker foxhound]
[INFO] top 4: index value class[Engli h foxhound]
[INFO] top 5: index value class[bloor.nound sleuthhound]
|
|

[INFO] Unload model ../model/resnet50.om s
[INFO] The program runs s ¢

XEE, H—A NPU [ M 1

PNRE B A
BRI, FTREVES = 2 0.905956 MRS s K
FATKE] VNC L 7B X 5K B B R A XA

foptiopl_test/ResnetPictureldatal

hy

dogl_1024 683.jpg



-+ #
o, & tewms X dogl 1024.683pg PEG 1'% | cog1_1024,683pa IPEG |1 % | +

s} DO filefioptiopl_testResnetpicture/datafdogl 1024_683 jpg *

AR DY H

A, RIS . IR — TR ERR R e

BTk, BATRIIEAR S +yolo+NPU HERHSL I ARSI ;

Sek e H -

cd ${HOME}

git clone https://gitee.com/ascend/EdgeAndRobotics.git

cd EdgeAndRobotics/Samples/'YOLOVSUSBCamera/python/model
#i# T HX R — MRS A ENTIT

wget https://obs-9be7.0bs.cn-east-

2.myhuaweicloud.com/003 Atc Models/yolovSs/yolovSs nms.onnx --no-
check-certificate

## B THNX 2 — AR 4 R A BN T

#ia# THX BN S A ERTIT

wget https://obs-9be7.0bs.cn-east-

2.myhuaweicloud.com/003 Atc Models/yolovSs/aipp rgb.cfg --no-check-

certificate

## B THNX 2 — AR 4 R A BN T

7Ll ATCLite:




sudo apt-get install -v ffmpeg libavcodec-dev libavformat-dev libavdevice-

dev libavutil-dev libswscale-dev

cd ~

git clone https://gitee.com/ascend/ACLLite.git

cd ACLLite

bash build so.sh

nano ~/.bashre

export PYTHONPATH=/root/ACLLite/python:SPYTHONPATH #7F i J5 —
I

Ctrl+O->[H 7%, {RfF)5 Ctrl+X IRt

source ~/.bashrc

B AR (R 2 A BE ELEEME NPU 252110, 75 LA NPU BE 1R [1.om
% 20):
## T HX 2 — BN S F A ER T

atc --model=volovSs nms.onnx --framework=5 --output=yolov3s rgb --

input shape="images:1.3,640.640:img info:1.4" --soc version=Ascend310B4

--insert op conf=aipp rgb.cfo

## B THNX 2 — AR 4 R A BN T

SN cv JE:
cd ~EdgeAndRobotics/Samples/ YOLOVSUSBCamera/python/src
nano YOLOVSUSBCamera.py

FETF R AR EX 17
import videocapture as video
BEN:

import cv2 as video

cd ~EdgeAndRobotics/Samples/ YOLOVSUSBCamera/python/scripts

bash sample run.sh

(EAE VNC 5L, APRE A SIS Wi ROR,  ATHERSCM)




MR FEATLE 20 £ 47, AR
x ©
3ettings Help

G5 192,168.0.200 B 6. /home/mobaxierm e

Crl+Al+Del | @Refresh ¥ Options X Disconnect

1/ e Tab filll e goa ] 1h024 68

b o f D-ﬁle:mop&opi_(esfmes.

lLabel . 532, 317]
label . 530, 316])
label i . 527, 317]
label i . 525, 314]
527, 314]

523, 3101

523, 312)

525, 312]

522, 313]

., 523, 312]

39, 528, 315]

. 525, 315]

TV i . 4 529, 318]

1TV i 5 532, 318]

TV i o 529, 320]

1TV H . 531, 317]

:TV monitor:@. 530, 320]

:TV monitor:@.52 529, 320]
1TV monitor:0.42 525, 320]

Label:TV monitor:@.d4 529, 3171
label:TV tor: 4 535,

jition here: htts:f/mobaxterrn.mobatek.net



[ file:y///opt/opl_test/Res

(x=584, y=175) — R:158

label:person:0.43
label:person:0.42
label:person:0.46
label:person:0.48
label:person:0.46
label:person:8.41
label:person:0.43

label:person:8.42

label:person:0.44
label:person:0.46
label:person:0.49
label:person:0.45
label:person:0.49
label:person:0.48
label:person:9.49
label:person:@.45

[6, @, 639, 472]
[5, @, 637, 474]
[7, 8, 635, 472]
[5, 8, 619, 474)
[12, @, 632, 474]
[15, 8, 632, 474]
[7, 8, 635, 478]

[7, &, 633, 473)

[11, 8, 629, 471]
[12, 8, 632, 470]
[12, 8, 634, 471)
[5. @8, 639, 471)
(2, 8, 619, 473)
[S, 8, 619, 471)
[2, 8, 622, 474)
[e, &, 623, a71)

Terminal - roct@orangeplaipro: —/EdgeAndRobotics/Samples/YOLOVSUSBCamera/python/sct




BATEF B NPU ) TAEIRAS:



Every 1.0s: npu-smi info orangepiaipro: Tue Jan 6 13:17:00 2026

orangepiaipro: Tue Jan 6 13:17:06 2026

| Health | Power(W) Temp(C)
Device | Bus-Id | AICore(%) Memor
e T
| Alarm |
| NA | 51 5961 / 15610

——— e e}

orangeplalpro: Tue Jan 6 13:17:11 20826

] LLE B ) Al Core M ATH 0 A8k T 50%/&E 47, Ui NPU 2
FEPATHERE TAE

H R

5.1 A EH 2R LT

RAGHE T —MEaiET ARM 21 2« 2 T, R
R RS, B B NEERER . LR Mg
o J= 5 N e )= -

MEPFR A R S B 2 i RIS IR A SO R, s AT [
LH Linux 3#1ER58, 7e0AM ARM LB 20

FERARY i gk T RS AL 2 1 I R 7 R
() RELAREMTTNRBLERUR L YUV/RGB 8 JFHE Ny A BAA;
(2) ALEREGFE MBS EtE , FFATHAT KBRS SM4 TN



(3) fEAAE T SR AL R B 1T @ UDP/TCP PRI, X
MRS TH A ROE S 1 A NI 10 BHEZE, AR AL I(REEIR
ki

5.2 GUI ¥t
51E PC /i EAME, AU HInE A 6 A% R 5 R R
file N THEARE I FEIRSMANZEH, AREEH T Qt5.14
(Linux hix) fE4 GUI HEZE, JEHEAT T LT IRERAL:

1. 55 SRENLHEI A RFES (0 28R HE B B W R 2 Tk
26FE (Worker Thread), i#id Qt [ Signal-Slot HL#Hl|5 & S 2k FEIEAE,
M4 7 SR BRI IR

2. Linux Framebuffer 55 A: FH Qt X Linux Framebuffer [1]Ji%)Z 3¢
R, ged X11 W H RGN T, BN AT ERAE.

3. EPELMAL: TEFYCH, % UDP #:U5E JPEG B, KA T
UG L RS, D BRI R R 2 QImage WAFXT %, 7
&M EE & malloc/free 77 K H P AFRE A 1]

5.3 LRSI

BT RN XA RIS R i, R RGAE S IAZ O 2 B LR,
Wige TR ER L, FTER BB X 5 R 248 4%
Al TR s

()RR BN L (DCT + QIM)



B FISERIR & AKEDELITR

LSB KENBARE (BARERED) PR e mhﬁ% (BEREERN)
1. R Fratten) ' 1. BEDENE
BERe A —EmE : EGR ¥ YCrCh, {RIZER v il
2 R | P
(2EEETE 60 TR - REEE
: —_— &1 ox8 @ik — & RFEE)
l : (M 100 ITFTHER)
o pEeE ' | -
; - : £ (li—i# & F—{ir b)
P — : S 5 AHSER
EHEKELE? ; ) &3 YCOrCh i, |
= (RFEE) 2 DCT Bl 142 BGR FiFl
r ArF—th o) oo # 8x8 BERN SR IER :
aéga;:gu oFE) b : —— PIBKEDLES b B9
( & OxFE) | b b —
AERE—L Wb : b==0 b-\ 1)
: ; 3. qun SRTEEE (fil0) 3b. i EHEE A (1)
: R (1,1) HMEIEH B (1,1) EMEMIERN
1 140 HBEEHE (54 140 SR + 70
C - 7
: ¥
i) 4. 1IDCT &
4 MUEME Reshape) | :
N s . | ngmxnfm:mm
: | s anmmgEE v | ¥
Wi L SBEKEE®R i ath: Dciﬁm'

4. AT (Reshape)
O ) SR EE

(B 3-1 2 MoK BV AT HE)

N T PADKEDIBRRE S S, RS TR T B BUR LA
(DCT) WEHRBED, BATRELIR:
()  OREELES B AMTE SE )\ BGR Al #5# 4 YCrCh =
e BT ANIRNREE (Y) BHRBURERT G (C/Cb), H
JPEG FE4E FEX L RAE, Ut RV Y 818 47 /KEp

ﬁkoﬁﬁﬁﬁ@%ﬂTﬁwﬁﬁﬁﬁ,ﬁ@&?ﬁﬁmwﬁ

HiE,

(ii) ROl X354 e Fems: A0 INE 35 thoads 2 X el 5t 3 BT s A e 2%
5, BlERBEETE 60 £ 140 /T/ERN “ B4 HR[X 15
(ROI) 7 o {UXFZIX I 3E4T8 x 8)He DCT A-H, Hff {7 bR g
FERAR E AR RE4E R SEHLA - RETHLIZ AT

(ii1) QIM E4ZEGAG: RGKH QM HARMAGEE . #EH DCT
FELRECU, V) GAERNMNE (1,1) , BEENPK a=
50.0, AL

C' = d(C)x +6><a 3—-1
= roun - a > ( )



Hrs € (0,1) AR A M) ZHEI LS . SUm o/ I aa i A, X
it 5C" mod afME BRI AT HE Hoke i, SEBL 7 HIERE R

(2) % SM4 73 e SHIE S
N T IRFEAUSA AR R A TP L, RGO AR =7
[, R RE R T ESCE S E R AT SM4 7 H I
%o

()  HREER: SRA 32 RARLMIE RN, B S ST E
e, ATRALEHNRIEAH

(i)  TAE#: #EA CBC (ERSodEEs) 0. Ar—mif
FOCRZ 5 A HINUN R B R, SR B SCE (A
IEETE ) 5O I e AR E S, A RERP T EI
By S0t Bt

(ili) PKCS#7 ¥H7s: N TIERC SM4 19 128 fi i H KB, XA
W16 F AR HGEEAT T hRUER PKCSH7 3578, H{REL

.

5.4 FEb N 258 AE BT
KA TTCP {54 + UDP 04yt XUHIMIR &l 5400, ok T H—1)
VTGV A AT 5 14 5 SR 1) 7]
(1) RLHZEWEk 2 X
7E UDP %4iiliE (i 8888) 1, AN THAMk UDP LfF. TIRA
i, Rt T RERRHEZEBCK:
(42 3-1 Hhisbisk)

T A TEATK Ko ik

0x00 Header Type 1 Byte 0x01:FHA%
Wi, 0x02:%%
it

0x01 Algo Flag 1 Byte 0x01:DCT
0x02:LSB
0x02 — 0x05 Frame Seq 4 Bytes Wiy 5, H
T L
FrE A
0x06 — End Payload N Bytes SEBRER L

¥




M AL B R IR 5] 21 0x01 WSk, B ICK, K JPEG #dE
BN RS A o

FRAL B AR E) 0x02 5, #F PCM HBHEAF AIE SR X, PP
kS 2 P W iwy = g B 3 QRN = = i ST

(2) TCP 154 [FIZ AL
RGN T AT EE TCP 8 G 9999) T #Hl. N T ik
UDP EE AR FEIPREARFL A, Wit 7T EFREN: 4k
%t e CMD_START RECORD $54-Hf, A& 7RIS ARIRE, 1M
et N WAIT_ACK CIRZS: KA 4 31% - im [ £ 1) ACK_OK )5,
W5 A RN X PR T 240 R G G R X a3

5.5 Bdls A7 i
ARG G iR EE e N OpenGauss $0d5 %, FIFH Qt 1)
QSqlDatabase fiHIXZ) ODBC SLH HiZ%:

7 A st < Bk video files %5 3 NRBEBAFE, A AAELEN
iHJT CREATE TABLE 5] HBIHIMAM, BRI T 3B .

(K 3-2 ?%5 4hE OpenGauss FUH )

(1) Bod R a5/t



R4 A s 2 A st T Bk A, @13 CREATE TABLE IF NOT
EXISTS Bzl %535 -

(i)t sys user: (PR VEIE. N T %24, 0 EBRALENE

3, ARG S B B .

(i)t video log: ffEiiiEHE, B video id (F4), filepath (7
%1%, algorithm_type (FKENZETY), capture time (i sk (1)) 45
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1 [0CT/GIN] Time:ls:
[DET/QIN] Time:16:
[OCT/GIN] T
1 [DCT/QIN] T
[DET/QIH]
159:43,306] [DCT/QIM] T
9:43,381] [DCT/QIN]
3.425] [DCT/GIN]
159143,487] [DCT/QIN] Timetls:
159:43.562] [OCT/QIN] Time:15:
153:43.623] [OCT/GIN] Time:
150:43.694] [DCT/QIN] Time:
59:43,757] [DCT/QIN]

[ocT/QIN]
1 (0CT/QIM] BBHHwaa 15bBbE ] vk 60"
[DCT/GIN] B86pE|uB004 [BLESBRALDD
1 (0eT/qIH] EBBpEuBa0d (BESEENOD
1 [ocT/@I] E6bpe\usons [$eecibiupn
1 [DCT/QIN] EBbpE|uaa0s [BEEGEGALEE
5] [DCT/QIN] E6bpE|usans [BLEab8\uEn
[0CT/QIN] EbbpE\usn0s [$ccbBiue
[OCT/GIN] EbbpE|uoa0a [BLEGB\uEE
[OCT/QIN] EGGpE\uo004 [BLECRGAUDE
1 (0CT/QIN] EBbpE\ua00s [BEabiuoD
(DCT/QIN] EbbpE\un00s [BLesiupy
1 [DCT/GIN] Bs\w050360/ (x 1678 B3en
[ocT/QIM] EbbpE\uma0s [BLESE DD
1 [ocT/QIN] OTeh)uomnsbit)da:a™
1 [ocT/qIN] T
1 focr/qun
[ocT/Qmn]
[oCT/GIN]

[ocr/qui]
159:43,819] [OCT/QIH] (ocT/qmu] T

1 [DET/QIM] T [oer/aIn]

1 [OCT/GIH] T 1 (ocT/qm)

1 [DCT/QIN] Time:15159143" 1 fcLfain

[DCT/QIH] LSl FOAaKD 1331766 - ( focy/qme

[OCT/GIN] Bals Hrabbbare"
[OCT/QIN] Bals" W-c68ha
1 [OET/GIN] 8660 \uonc) 44 60=0
1 (DCT/QIN] 16bi| \uoooc ), id- Wi
561 [DCT/QIH] (4u050T6ewCOUTBTER
5381 [OCT/QIH] 86zc60"361u00106. 6

[OCT/GIN] \wopl 61O\ waa 126
[OCT/QIN] \woel FebI0KE| 101266
[BET/GTH] \ulB1FEBI0KE)\u0a1268
[OCT/GIN] Time:15:59:440

1 [ocT/QIN]
[DCT/GIN] Time:15:59:44"

™

B.267]
8.385]
158:10,383]

Process 9034 [ RECVZ |
"[15:58:16.804] [DCT/QIM] Time:15:58:18"
§.139] [DCT/QIN] Time:15:58:18"
©.287] [DCT/QIN] Time:15:58

[DET/GIM] Time:15:58
[DET/GIM] T4

[DCT/QIM] Time:15:58
[DCT/QIM]
[DCT/QIM]
[DCT/QIN]
[DET/QTN]
[DCT/QIN]
[DCT/QIM]
[DET/GIN]
[DCT/QIM] Time:l5
[DCT/QIM] Time:l5
[DCT/QIM]
[DCT/QIN]
[DCT/QIN]
[DCT/QIN]
[DCT/QIH]
[DCT/QIN]
[DCT/QIM]
[DCT/QIM)
[DCT/QIM] Time:l5
[DCT/QIM]
[OCT/QIN] T
[OCT/QIN] Time:ls
[DCT/QIN] Time:1s:
[DCT/QIM] Time:ls:
[DET/GIN] Time:16
[DET/QIM] Time:ls
[DCT/QIM] Time:l5:SE
[DCT/QIM] Time:l5:58
[DCT/QIM] Time:l5:58

&t

(K 6-3-14 beta=20)

Pro

cess 8034

[ RECVZ

[OCT/QTH] 84601762861 Jobz> 6bu
1 [oCT/QmH] _}ubb: <\woon #iuans
] [DCT/QIM] \uBB10861UEEEEH aBE
[DCT/QIN] \wbe108tueeouueooll;
FOCT/QIN] i

[DET/QIM]
[DET/QIM] \udB1088\uBBoEs\uaaD2T:
[DCT/QIN] \ube 1088 LEEOES\LaREZ
[ocT/QIN] \ue1086\ueseedivanoal
(OCT/QIH] \uDE10861000661u5002T:
[DET/QIN] \ubeloéd i

1060100008 eeaal:
551066 L060BHuBN02 T

1 [0CT/gIN]

[DET/QIN] \u0010861ubs0 0 uam02E:
[DET/QIN] 0010861 uDB0LH utmO2E:
[0CT/QIM] \uo1o88\ueeeEduann2l,

(ocT/eIM]
[DCT/QIN] \uBP1o88\uposEH uaRDzL:
(OCT/QIH] \uBo10861ur60581u3002T:
1 [DCT/QTH] \uoss@b0u80eN;uGsaEtt

1 [ocT/qrH]
[OCT/QIN] 60116800 7E+ 2401u0a12
[0CT/QIH] Bi\uaTBaNbUbuoa0E
(DT /QIH] B8\ueTESHEB ua00Fl\,
(OCT/QIN] Bb\uToanbbt L000rb\:
[0CT/QTH]
[0CT/QIN]
1 [ocT/qaH]
1 [0CT/0IM] B6BLuaToaNb68 oot
[OCT/QIN] B96LUTEENBUER uoanrbl:
[BCT/GIN]

[DET/QIN] B6B\u2TI8HEbES ud00Fb\:
[DET/QIN] EB6\u20103LIB6M\ul
[DCT/QTH] B4364u001088}ub0030 \ut
£39.732] [DCT/QIN] 84361u001088\us0030 \ut




(K 6-3-15 beta=25) (K 6-3-16 beta=30) (K 6-3-17 beta=50)

(6)52 55 40— 4 BUihi (compression)

b - A
Process 9034 T RECWZ T T L a T3E G0 (U] QIR] T [erl 130

; 1 [DCT/QIN] Tim
1 [OET/OIN 5106 4 r 3
[DCT/GIN] 11618621 # [OCT/QIN]

56.981] [oer/ [oeTfgum]
157.045] [BCT/QIN] I[EE:J&I:' ¥ i ¥
[16:34:57.104] [OCT/QIN] T thieTigINg i T ; ] [DCT/GIN]
(16:34:57.149] [0CT/QIN] 1 |DCT:"QIPH Y 06 17 i ] [DCT/QIN]
? i [DCT/QIM] T

(16:34:57.198] (0CT/QIN]
[16:34:57,245] [0CT/QIN]

[16:34:57,298] [ocT/Qmv]

[16:34:57,353] [0CT/QIN] T

7.384] [0CT/QIN] T

A61] [OCT/QIN] TinesLe:dss70
4 7.489] [OCT/QIN] BB66HI 00006 btk g
Rt *(16:34:57.541] (0CT/Q)

REHDE: *(16:34:57.504] [nCT/QIN]
B "(16:34:57.649] (OCT/QIN]
JBHAE: "[16:34:57,787] (0CT/QIN]
"[16:34:57,755] [0CT/QIN]
#[16:34:57.798] [06T/QIN] b\
52] [ocT/gin] bbb \waoosis bbbz
7.989] [OCT/QIN] Time:lg:34:57"

7.54] [OCT/QIM] Ti 4157
[16:34:58.085] [0CT/QIN]
(16:34:58,863] (0CT/QIN]
34;58,132] (0CT/QMH]
(16:34:58.166] (0cT/Q
[16:34:58.224] [0CT/QIK] Ti 458!

| [DCT/QIM] ¥
] [DCT/QIM]
[DET/QIN]
DCT/QIM] T
: Enc.r::gln: 2 48] [OCT/QIN] T
1 [DET/GIN] :16:86: : +553] [DCT/QIN]
[BET/OIH] P i 1 6841 [DET/GIN]
nes 16:34:57" R [DCT/QIM] IR d o 1 [DCT/QT
et : [DET/GIM] : HHIHID 7281 [DCT/QII
] [DCT/gIN] T [oCT/gIN]
] [DCT/QIM] o : . [DCT/QIN]
] [DCT/QIM] Tim f [DCT/QIM]
[DCT/QIN] T ek [oET/qQIN] T
[DET/QIN] Tis [DCT/GIN]
] [DCT/GIM] T [DCT/GL
[DET/QIM] 1 [ocT/QIN]
[DET/GIM] 1 [DCT/GIN]
[DCT/QIM] T 1 [DCT/QIM]
[OCT/gIM]
[DCT/QIM]
[DET/QIN]
1 [RCT/QIM]
[OCT/QIN] 7
[DET/GIN]
[DCT/QIM]
[DET/QIN]
[DCT/QIM]
1 [DCT/GIM]

] [DET/QIN] ¥
[DCT/QIN]
[DCT/GIM] T
[DCT/GIH]

1 [DET/QIM] T

p
5
st
541

[16:34:58.502] (0C
[16:34:58.561] (0CT/QIN]
[16:34:58.611] (0CT/QDN] T

(F 6-3-18 Q=30) (F 6-3-19 Q=50) (& 6-3-20 Q=80)

Pt
TR



LR 4 H LSB B2 EE IR, BT IX MR R Aa it RINEL T, MR EAf
FHBEAR 2 2 R IR 15 I e S B AR Hin:
(1) XA AH—E B A (none)

Wik, 100%f# % H /K El

Receiver A K
CREolEEa=A

bidden:™

(K 6-3-21 *FHEL)

(2) 558 20 -- = 4148 75 I 7 (gauissian_noise)

Receiver ~ x — Recelver K

llliaiﬂ@ llIlllBE@lﬁl

~9f

=

[x=141, y=24} = F:0

(K 6-3-22 sigma=1) (K 6-3-23 sigma=>5)

|| Recelver A _ X
CRODAEEORBEE

(K 6-3-24 sigma=15)



(3) SEIGZH--HU L 75 (salt_pepper)

DUEBEBEOSE

(@63 25 HEREERS 1)

SOg ok BB R e
B 3 1575 100 A2 ] SR A SR /K E

(4) SE56H—2 5 Wi (brightness)

Receiver A X

<SR R ofsfafa NS

(K& 6-3-26 beta=10)

Receiver A K

GEo0eEEAAE®

(B 6-3-28 beta=30)

FUER, R

(] 6-3-25-1 HERmER 2)

SRET R — D5 (WK 6-3-25-1),

o)
Receiver A X

lﬂﬂﬂ@..l..@

(K 6-3-27 beta=20)

Receiver LR

GRo0eEE0AREE

(B 6-3-29 beta=40)



Receiver M

GRo0eEEQAB®E

(K 6-3-30 beta=50)

(5) SEY6ZH—H [ 87 Y] (cropping)

(k=130 y=57) ~ {9 Br23

ai G

(K 6-3-31 BI1] 20%)
— Recelver A= X

CREoteEa®E

(x=139

(K 6-3-33 BI1J] 70%)

Receiver Ao M

LI EEREEEE

-

Recelver A o X

CactecEeaB®@a

0.5

(K 6-3-32 BI1J) 50%)

Receiver A K
GREOoLEE0RRE =LA
“Hidden: "Segs

[xm=139, ym57) ~ R:0 B:0

B 47 H 4

(K 6-3-34 B11J) 80%)



Receiver Ao K
S0e=0
Hidden: Seq:

(x=85, y=8) ~ F:3 B0
5 AT H: @.9

(K 6-3-35 BI1J) 90%)

(6) 555 2H — 47 MU 7 (compression)

Receiver X — Receiver A W

CEoCEE0AEEaE GONOEEAABEE

>

(x=96, v

Receivier A M

UL EEEREEE

Y
--~-_a="

{x=96, y=8) ~ R:3 B:4

g2 ) IPEG Quality: 86

(K 6-3-38 Q=80)



ARSI BT A LSB ({2 Sk AN T30 DCT (|
HURGZAR ) SHEHAT T MSL R HT B R RENR . SEIGSE RiE 7R 1 I SEIE R
SRR R o



IR E-3

— WIHER

LESAL T T AR BRI A A8 YR SE I ERAR Sk . 22 ve RS I B R A, SCHF
FASIE] A0 AR L S FE TS A SR ) T e s

KBV A HHL 2 MEMPUKEIEOR, S p a8 Sk s BUK BN nfg s, ik
TR EHR N S5 AN 5 WA 06 o
3.5 ¥ A7 % I openGauss HHe e A7 it MMUSCAF AR, SCIFS ARSI . &)
%O RAE,
4JBEPU: F T TCP Wi Se il B v] SEfkdm, R 2 LeRE 28 Tt O 3 2 As
WigE, RS ACES A3 EIERE
SAZHGE: @I PyQts BiTAIHAL UL, SR BoniEBeRE . . /KEp
FRHUAE R

=, ®itB K

LR EERRAE LR (R AT R SR A IR B4 2 3] R 002 10 2 IR,
W B TS N RS 75 06 R 10 25 WU 22 4 R 0T R 1 T

DHATEI S WIS ARG, TCP (5. AKEINE. BEmZ O
R ATTR, B ARTE BN TT & i TR

30 R SRR TR AR R LR A3 P RO RSURLIIE . BOHR 7 B 1 B, 9
SSRARALH AT R — AL PR, 6 e B RS R 3+

=, FRTE
3.1 FF &R i

AR B S B RE R TT RAR S ER T 4N AR MG A 325, B 7EFR (i Bk 1) - A A
71, XKF 8TOPS W) AL /), 1&& AIFVEFEREIE. BN RS, %
TFRMAC SR 4 % 64 ArabBids, Sl AL BFES, SCRERUNTHEAR S
Jefit 8GB B 16GB ) LPDDR4X W47, SCHf KA BRI, #HHO+E, 0
X HDMI it USB3.0. Type-C. TIELLKIM . M.2 FEFGSE, il 2 2 Fhahatis
TR K



3.2 T RRHKIBECEM B3

3.2.1 B R

LAMEGERE: ¥ USB $%k. Z s Wl AJF R R USB $: 1,75 #4M% USB
YRR, R IE AL AR

2R 8 HDMI SR oy, BUEN SSH @M ERIT AR, Xk
ik HDMI Zki%E 4 7R 48 .

3.2.2 RGiRF5RE3

FERIREINC 5 G e xE SD +, BEHEE, FRIRSH31ES,
R N A N ifconfig SREUF &R 1P Hiuhik, W35 SR A is i 245
A

33 RMABRFRESEE

3.3.1 &l TR %%

1.2¢%% Miniconda:
GAEMEME A2 Miniconda 223640, JHIT Zum AT LA R4
Bash

wget https://repo.anaconda.com/miniconda/Miniconda3-
py38 23.10.0-1-Linux-aarch64.sh # FEIEMZEH) Miniconda %35

bash Miniconda3-py38 23.10.0-1-Linux-aarch64.sh ##4T %%

source ~/.bashrc #EEI I
2. ARG T

Bash
sudo dnf install mpv -y

3. %% vscode:

HEONBEIS A PSR ERIN 2% T vscode, I EL3HEATIEH
3.3.2 Python B R SHKHE 223
IREUFEASEPEZ S



Bash
conda create -n myChat python=3.8
conda activate myChat

4. L IRA AL O RS -

A AT &N e i
Python 3.8 BOIPRES
PyQt5 5.15.9 KT S SE

OpenCV 4.10.0 KR PR S5 R R

PyAudio 0.2.14 CEES i e

PyWavelets 1.4.1 N AR A PR
Librosa 0.11.0 B UG 5 AL
Psycopg?2 2.9.10 openGauss i 1% 1

=11 UK

Bash
pip install PyQt5==5.15.9

3.4 openGauss ZE#
e R ST P IR ER N 2235 T openGauss, 1H2¥%AE omm )7, RAEZMS
A HIEE RSB AR, )43 root 04T LA T i 2 A0%E omm

Bash

groupadd dbgrp #0014 openGauss ZRIAJE
useradd -g dbgrp omm #0% omm F 7

passwd omm #1% H omm FH5

QT H PR REBEHA S, ERE oot F 7 FHAT, B
pg_hba.conf 344, 7 IPv4 connections: 13l :

host all all ZTHEIEH: E ML ip/32 md5

host all all JF & #% ip/32 md5

PEE B postgresql.conf SCAF, BEATUI R B




Bash
#listen_address = ‘localhost’

Listen_address = ‘*’

#password_encryption_type = 1

Password_encryption type = 0

B A VI 2] omm 7 $AAT BAS i 4 55 Hodfe e

Bash
gs om -t restart

QUL AN 2, # RS s A B S P

SQL
CREATE USER dbuser WITH <%5f3’ LOGIN;

CREATE DATABASE media_db OWNER dbuser;

Python 5 openGauss MK, MG LT

Python
import psycopg2

def test _db_connection():
try:
#OEEAUEE (B OSSR ED
conn = psycopg2.connect(
dbname="media_db",
user="dbuser",
password="%f3",
host="Jf &tk IP",
port="15000"
)
print ("8 EERERII! ")
conn.close()
except Exception as e:

print (f"EHEM: {e}")

if _name__ == "_main__":
test_db_connection()

AT : python test db.py, Frh %t B! R VB E 5E .



11N> a3y

SRBTH L LG T T =R D i R T

(1) E:AliE: fEH Qt Qthread ZZF24, {{H PyAudio Al OpenCV S5 K
GBI, I TCP 4% “4 47K B+ Bt b =S B o 21 o 42

(2) 24 KA DWT /MNEE#Ha#F BT CNN H gl a4 BUK e EHE
REAIE 56 BB ATUK BN ISR IR, 256 SM4 (B % S5 S I K EN IR 25

(3) HHJZ: KIT psycopg2 X% PostgreSQL 17 ik ¥ WAL F 4%, @it
QU F SABHLHI LI LR IMIEIE, PRER T TE R

k<l B oAl B i M o e rall g B
4.1 BARBEREER
F BIFHIEE
5.1 R4 BB &

B 7R AR 55 A8, SEEL T ARSI A L K BTN RN S R
W PEAFHAE DR . RAEMRI WA 5.1 fon, BE =Ko EH
PR LR, 7K BN 2 AT HdiE e i BEAR

>

ARG AR ]
P 7 4% (4 2 TR 4% 28 B e )2
AR 5 TCP #piX B AR AT IR openGauss
NETETIN EZ2 Tl TKENFRE BRAEAT ik
A H A £ /AN 7K s AR
JEPRE Y] Fidz SRR
Al DR
MRS EEIRT &
5. 1 ARG A2
5.2 B RIS SCIL
5.2.1 ZLRER DL

NP IR0 A 2 SO i R R L, R GER A PyQtS [ QThread % 40FE,



BEACRE . WL, S BEARLES . i FHARETR, &
F )4 CameraThread A1 AudioThread P~/ Z6F5 7 751 Ab FE AN AR 25 S84

Python
class CameraThread(QThread):
def run(self):
# MBCRAE 5 A6 4miE 4R
pass

class AudioThread(QThread):
def run(self):
# EHCRAE S mIE AR

Pass
5.2.2 TCP Al EEfE5HiY
TS EE TCP PhistfEdm, R 2+ A 3 kg a0, B
XK 4.2 fios:
(1) PRI Sy 2
TFERA | 7| KA IR
g 3 J5E 4 uint32 PTG B 5, B R 2
UT=pE-3 4 uint32 PTG v 52, B R 2R
FPS 4 float32 PR, B gt/ #
R H s N bytes | JPEG %485 I EMEEHE, N L5465 EE KR
7N

[E] 5. 2 MLIRE R BIEAR
(2) FH AL 4 K
TRAY | T R i
ETa N 4 uint32 | JEEESUEEE N TR, T o e B R
R N bytes PCM % ith F1 ¥ S, N=Hdla A< B2 = BUfE
[E 5. 3 FIE EHIERN
B R WA T

Python

# MR, FORERE (12 5k + BUREEE
self.s.sendall(struct.pack('!I", len(encoded_frame)+12))
self.s.sendall(struct.pack('!I', self.frame_width))
self.s.sendall(struct.pack('!I"', self.frame_height))




self.s.sendall(struct.pack('!f"', self.fps))
self.s.sendall(encoded frame.tobytes())

Python

# AR
self.s.sendall(struct.pack('!I', len(data)))
self.s.sendall(data)

5.2.3 EERE LELF
N L R SRR, 6% R GESEIL T LT B A B L
(1) Sr R AL

OEHER 9 recv(EIR — | EHEETT

*‘l"fgﬁ?ﬁ > kEALE

SERIRIA

\J

RERER

L

——» send)BHE —» REETE

[ 5. 4 FEMHLH
(2) BIRE AL

Bt | XiFlsocket > BHeE FHRE SehkEI

Y
Y

5. 5 iR EIUHLH

Python
# BRI RSO
# CameraThread
if self.s:
try:
self.s.close()
except:
pass



if self.camera:
self.camera.release()

Python
# AudioThread
if self.stream:
self.stream.stop_stream()
self.stream.close()
self.p.terminate()
if self.s:
try:
Self.s.close()
except:
pass

(3) 7 7 dify S L]

> whileEiEER

SM:sleep(1)

& 5. 6 & Fim EEHLF

Python
# 2 imAE A EEHL
while not self.is_connected and self.is running:
try:
self.s.connect((host, port))
self.is connected = True
except:
time.sleep(1)
self.connect_status.emit(self.is_connected)



5.3 7K Bl % &R KT
5.3.1 &F DWT HI/KEIHE
3T DWT 7K ENJ7 S A S R 5 AT DWT 70, FFRKENEE —
JE MIBUA AR RN BRI 7y &, DWT 20 i /N EE 2 haar, K B HR N IR 5%
PRIV U
m; = SyncCode @ SM4enc

3S
-, lf m; = 1
c; = ¢, —mod(c;,S) + 4
7 ifm =0
Har S AHEtbb K, o NE T DWT 405 RS 250, SyncCode 2 1
m JEAAERR) 63 AL[FEIDRY, HT/KENEN, mod NHURIZH, SMienc &N
Ja 7K ED
I &M A AL B AR AR R 63 A2 m R A RIS, BARRE R

Python
def generate_m_sequence(seed, period=63):
shift_reg = np.array(seed, dtype=int)
m seq = []
for _ in range(period):
m_seq.append(shift_reg[-1])
feedback = shift_reg[@] ~ shift_reg[-1]
shift_reg[1l:] = shift_reg[:-1]
shift_reg[@] = feedback
return np.array(m_seq, dtype=int)

SM4 X 7K ETINAR 25 B RR BCan S, TN ks —4EK BN O FURFIR X EUARE
WMBATHZRW Z 16 7RG, FHIELmEIFN SM4A INE: AR ZR N
Je W EE AR 25 3 58 S 3k S5 N iR 4R B AR

Python

def encrypt watermark(wm matrix, key, mode=SM4 ECB_MODE,

iv=None):

wm_bits = wm_matrix.flatten()
wm_bytes = bits to bytes(wm _bits)

pad len = 16 - (len(wm_bytes) % 16)
wm_bytes padded = wm_bytes + bytes([pad_len] * pad_len)

encrypted bytes = sm4 _encrypt(wm bytes padded, key,
mode=mode, iv=iv)



encrypted bits = bytes to bits(encrypted_bytes)
return encrypted bits

def decrypt watermark(encrypted_bits, wm_shape, key,
mode=SM4 ECB_MODE, iv=None):
encrypted bytes = bits to bytes(encrypted_bits)
decrypted bytes = sm4_decrypt(encrypted bytes, key,
mode=mode, iv=iv)

pad _len = decrypted bytes[-1]
decrypted bytes = decrypted bytes[:-pad_len]

wm_size = np.prod(wm_shape)
decrypted bits = bytes to bits(decrypted bytes, wm_size)
return decrypted bits.reshape(wm_shape)

Xt % Ja 7K ERHEATHR N, mod_operator A& HU 4T Ia 5

Python
# KEMR AR R
def embed watermark(audio, sync_code, wm bits, S, wavelet="haar",
level=5):

m_ i = np.concatenate([sync_code, wm _bits, sync_code,
wm_bits])

coeffs = dwt_decompose(audio, wavelet, level)

low freq = coeffs[@].copy()

for i in range(len(m_i)):
c_ i = low freq[i]
mod_val = mod operator(c_i, S)
low freq[i] = c i - mod val + (3 *S / 4 if m i[i] == 1
else S / 4)

coeffs[0] = low_freq
return dwt_reconstruct(coeffs, wavelet)

# USIN T SMA NN 7K BT R NS
def add_audio_watermark_ sm4(audio_path,
output_path,wm shape=(10,10), S=0.25, wavelet="haar", level=5,
key=b'1234567890abcdef"',

mode=SM4_CBC_MODE, iv=b'1234567890abcdef"'):

audio, sr = sf.read(audio_path)

if len(audio.shape) > 1:

audio = audio[:, 9]
audio = audio[:14*sr]

sync_code = generate m_sequence(seed, period=63)



original wm = np.zeros(wm_shape, dtype=int)
wm_row = [1,0,1,1,1,1,1,0,1,1]
for i in range(wm_shape[©0]):
original wm[i] = wm_row[:wm_shape[1]] if wm_shape[1l] <=
10 else wm_row + [0]*(wm_shape[1]-10)

encrypted bits = encrypt watermark(original wm, key, mode,
iv)

watermarked_audio = embed watermark(audio, sync_code,
encrypted bits, S, wavelet, level)

sf.write(output_path, watermarked audio, sr)
print(f"SNR: {10*np.logl@(np.sum(audio**2)/(np.sum((audio-
watermarked_audio)**2)+1e-8)):.2f} dB")

return watermarked_audio, sr, original wm, encrypted_bits
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Python
# JKENSEHURRER
def search_sync_code(bits, sync_code, threshold=21):

sync_len = len(sync_code)

sync_positions = []

for i in range(len(bits) - sync_len + 1):

if np.sum(np.abs(bits[i:i+sync_len] - sync_code)) <=
threshold:
sync_positions.append(i)
return sync_positions

def extract watermark bits(watermarked_audio, sync_code, S,
wavelet="haar", level=5, wm_size=None):
coeffs = dwt decompose(watermarked audio, wavelet, level)
low freq = coeffs[0]
extracted bits = np.zeros(len(low_freq), dtype=int)

for i in range(len(low_freq)):
mod_val = mod operator(low_freq[i], S)

extracted bits[i] = 1 if mod _val >= S / 2 else ©

sync_pos = search sync code(extracted bits, sync_code,



threshold=21)
if not sync_pos:
raise ValueError ("SR E")

wm_start = sync_pos[@] + len(sync_code)

wm_bits = extracted bits[wm_start:wm_start + wm_size] if
wm_size else extracted bits[wm_start:]

return wm_bits

def extract audio watermark sm4(audio_path, wm_shape=(10,10),
S=0.25, wavelet="haar", level=5,
key=b'1234567890abcdef"',
mode=SM4 CBC_MODE, iv=b'123456789@abcdef"',
encrypted bits_len=None):
watermarked_audio, sr = sf.read(audio_path)
if len(watermarked audio.shape) > 1:
watermarked_audio = watermarked_audio[:, 9]
watermarked audio = watermarked audiol :14*sr]

sync_code = generate_m sequence(seed, period=63)

if encrypted bits_len is None:
wm_size = np.prod(wm_shape)
wm_bytes len = (wm_size + 7) // 8
pad_len = 16 - (wm_bytes len % 16)
encrypted bytes len = wm _bytes len + pad_len
encrypted bits len = encrypted bytes len * 8

encrypted bits = extract watermark bits(watermarked_audio,
sync_code, S, wavelet, level, encrypted bits len)

decrypted _wm = decrypt watermark(encrypted_bits, wm_shape,
key, mode, iv)

return decrypted wm
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Python
# PR AORHE ) B IF 3 — 1L
def get img hf(encoder, img_tensor):
encoder.eval()
with torch.no_grad():
emb = encoder(img_tensor)
emb np = emb.cpu().numpy()
min_val, max_val = emb_np.min(), emb_np.max()
if max_val - min_val < le-8:
norm_emb = np.zeros like(emb_np)
else:
norm_emb = (emb_np - min_val) / (max_val - min_val)
return norm_emb, emb _np.shape, (min_val, max_val)

# KEMRN AN e i A AR A
def embed _watermark(cD_ori, img_hf):

hf flat = img_hf.flatten()

hf_align = hf_flat[:len(cD_ori)] if len(hf_flat)>=len(cD_ori)
else np.pad(hf_flat, (@, len(cD_ori)-len(hf_flat)))

return cD_ori + ALPHA * hf_align

# BUOKENIRNZHE

def add_audio_watermark(img_path, audio_ori_path,
audio_wm_output path, model path="best model.pth",
aux_path="watermark_aux.npy"):



module = AutoEncoder().to(DEVICE)

module.load state dict(torch.load(model path,
map_location=DEVICE, weights_only=True))

# EUR AL SRR SR

img_tensor, img_ori = preprocess_img(img_path)

img_hf, emb_shape, norm_param = get img hf(module.encoder,
img_tensor)

# EANTIALEE S K BT RN

audio_ori, sr = librosa.load(audio_ori_path, sr=None)

audio denoise = denoise audio(audio_ori)

cA, cD ori = audio dwt(audio_denoise)

cD_mod = embed watermark(cD_ori, img_hf)

audio wm = audio idwt(cA, cD _mod)[:len(audio_ori)]

audio_wm = audio_wm / (np.max(np.abs(audio_wm)) + 1le-10)

sf.write(audio_wm_output_path, audio_wm, sr)

np.save(aux_path, {"emb_shape":emb_shape,
"norm_param" :norm_param, "cD _ori":cD_ori})

# 5 SNR

snr = calc_snr(audio ori, audio_wm)

return {"SNR(dB)": round(snr,3), "wm_audio path":
audio wm_output path, "aux_path": aux_path}

SRR T AD AR RN 2 sURHERS 23— AR Ak 1] 2 1) 7 58 3K
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Python

# BB SRR AV — A RHE 7] &

def extract watermark(audio_wm, cD ori):
_, cD_mod = pywt.dwt(audio_wm, WAVELET)
return (cD_mod - cD_ori) / ALPHA

a

# AR U — AR ) B R PR R B
def reconstruct img(decoder, hf _ext, emb_shape, norm_param):
decoder.eval()
target_len = np.prod(emb_shape)
hf _trim = hf_ext[:target_len] if len(hf_ext)>=target len else
np.pad(hf_ext, (9, target len-len(hf_ext)))
hf reshaped = hf_trim.reshape(emb_shape)
min_emb, max_emb = norm_param
hf denorm = hf _reshaped * (max_emb - min_emb) + min_emb
hf tensor = torch.from_numpy(hf _denorm).float().to(DEVICE)
with torch.no_grad():
img_recon =
decoder (hf_tensor).squeeze(9).cpu().numpy().transpose(1l, 2, 0)
img_recon = (img_recon - img_recon.min()) / (img_recon.max()



- img_recon.min() + le-10)

img_recon = np.clip(img_recon, 0, 1)

img_recon_uint8 = (img_recon * 255).astype(np.uint8)

return
np.array(Image.fromarray(img_recon_uint8).resize(IMAGE_SIZE,
Image.BILINEAR))

# BUOKENSEBGE
def extract _audio watermark(audio_wm_path, img_recon_output_path,
model path="best model.pth", aux_path="watermark aux.npy",
img_ori_path=None):
# INEEA S 5EE R
module = AutoEncoder().to(DEVICE)
module.load state dict(torch.load(model path,
map_location=DEVICE, weights_only=True))
if not os.path.exists(aux_path):
raise FileNotFoundError(f"4HiBhi /4 {aux_path} AAFEFE")
aux_info = np.load(aux_path, allow_pickle=True).item()
# SEHUKENIFE
audio_wm, _ = librosa.load(audio_wm_path, sr=None)
hf ext = extract watermark(audio wm, aux_info["cD ori"])
img_recon = reconstruct_img(module.decoder, hf_ext,
aux_info["emb_shape"], aux_info["norm_param"])
Image.fromarray(img_recon).save(img_recon_output_path)
# IHEARR
mc, ber = None, None
if img_ori_path and os.path.exists(img_ori_path):
_, img_ori = preprocess_img(img_ori_path)
mc = calc_mc(img_ori, img_recon)
ber = calc_ber(img_ori, img_recon)
return {"recon_img": img_recon, "recon_img_path":
img_recon_output_path, "MC": round(mc,5) if mc else None,
"BER(%)": round(ber,3) if ber else None}

5.4 FE PO
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CREATE TABLE media_info (
id SERIAL PRIMARY KEY,
VedioPath VARCHAR(500) NOT NULL,
AudioPath VARCHAR(500) NOT NULL,

)
TR TR, 8IS psycopg2 PESLEIEE FERAE, EERE O
Python

# AR
def insert _media path to db(vedio_path, audio_path):



db_config = {
"host": "10.13.77.79",
"port": "15000",
"database": "my_db",
"user": "db_user",
"password": "openEuler@123"
}
conn = None
try:
conn = psycopg2.connect(** db_config)
cur = conn.cursor()
insert_sql = """
INSERT INTO media_info (VedioPath, AudioPath)
VALUES (%s, %S);
cur.execute(insert_sql, (vedio_path, audio_path))
conn.commit()
cur.close()
print ("BAREEAT ORI AN B E")
except OperationalError as e:
print (f" £ FEEERIE: {e}")
except Exception as e:
print (F"#EANEIEFE R {e}")
if conn:
conn.rollback()
finally:
if conn:
conn.close()
# AT BA AR
def extract_media_path_from_db():
db_config = {
"host": "10.13.77.79",
"port": "15000",
"database": "my_db",
"user": "db_user",
"password": "openEuler@l23"
}
conn = None
try:
conn = psycopg2.connect(** db_config)
cur = conn.cursor()
insert_sql = """
select * from media_info;
cur.execute(insert_sql)
rows = cur.fetchall()



vediopath,audiopath = rows[-1]
conn.commit()
cur.close()
print ("HAREEAS ORI E)
except OperationalError as e:
print (F" 4 EER KN {e}")
except Exception as e:
print (f"fH SR ERE: {e}")
if conn:
conn.rollback()
finally:
if conn:
conn.close()
return vediopath,audiopath
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vediopath | audiopath

./data_record/output_20251224081529.avi | ./data_record/watermarked_DWT_recordo
ut_20251224081529.wav

./data_record/output_20251224092357.avi | ./data_record/watermarked_DWT_recordo
ut_20251224092357.wav

./data_record/output_20251224094836.avi | ./data_record/watermarked_DWT_recordo
ut_20251224094836.wav

./data_record/output_20251224125519.avi | ./data_record/watermarked_DWT_recordo
ut_20251224125519.wav

./data_record/output_20251224132019.avi | ./data_record/watermarked_DWT_recordo
ut_20251224132019.wav

./data_record/output_20251224132615.avi | ./data_record/watermarked_DWT_recordo
ut_20251224132615.wav
(6 rows)
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1. RGEHB S (Windows PC #:4E)

515 N8 M Orange Pi ‘B J7 Vi F# openEuler 22.03 LTS %1% (JiwAs:
Kunpeng—Develop—openEuler—22. 03-LTS-SP4-20241022-1438. img. xz) , fi#lk

23], img L5

TF R : #f 64GB Class10 TF R4f A USB 4%, %4 Windows PC, {{/H
SD Card Formatter T.EH “Quick format” HizUfg =04k,

ek T H2ed . ket TH N#EblkN: https://www. balena. io/etcher/
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ETCHER

Flash. Flawless.

Flash OS images to SD cards & USB drives, safely and easily.

Select image

F#k balenaEtcher Portable AN,

Download Etcher

ASSET 0s ARCH
ETCHER FOR WINDOWS (X86/X64) (INSTALLER WINDOWS X86|X64
ETCHER FOR WINDOWS (X86|X64) (PORTABLE WINDOWS X86|x64
ETCHER FOR WINDOWS (LEGACY 32 BIT) (X86|X64) (PORTABLE) WINDOWS X86|x64 Jownload
ETCHER FOR MACOS MACOS X64 Jownload
ETCHER FOR LINUX X64 (64-BIT) (APPIMAGE) LINUX X64 Yownload
ETCHER FOR LINUX (LEGACY 32 BIT) (APPIMAGE LINUX X86

Looking for Debian (.deb) packages or Red Hat (.rpm) packages? % 0SS hosting by doudsmith

FHEELVE P R S i AT
$TFF balenaEtcher B 0 R $87R F il A9 R :

Attention

WL balenaEtcher FRGER, REEEURARRBET.

117(©)
© uUBRRRSTTW

Bl ke T balenaEtcher, fKIGEFE “Flash from file” G&EH. img 54
%) . “Select target” CiE# TF K& - “Flash!” , BExX5EH/EEHS)
R, AZHeIE L Ry,



&9 balenakicher

JERM
BUE KMERR 2 20 0 Bh c TR O 54
balenattcher - 9% [EGWR.... - X

&9 balenakicher

iaipr.. 222.i - 2 "
o s o - Want to flash multiple drives at high speeds?

B Generic... Device
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balenakEtcher - X

." balenaEicher

Task Solution

Flash device @ balenakicher

_J Update and manage devices @ balenaCloud

Etcher is just one tool in your kit

Find out more

2. FRIRENEE

PRESTF VB B IF R AR S TH BOOTL F1 BOOT2 3R FF X4k % “45” M (TF R
AR, USRS R

MRS FANBE RIS TF &, F HDMI £83EHTF & Hik HDMIO $2 1 5 EoR
2%, USB 2 ISR AR BERLAIM L, H/a8id Type—C #: H&EH: 20V PD-65W
HL YR 5

HIRES: TR, AF 3-5 08P 5 Bongs I openEuler S 540, ERIA
K5 “openBuler” , %45 “openEuler” ;

IR O E (FH) « HERESLER, H Micro USB B EET RIRS
PC, #TJF MobaXterm Hrif e H2xih (J4F% 115200, Flow control WA
None) , HJA ARG & 118 SRR A

PZEEEE . AT “sudo vim /ete/sysconfig/network—scripts/ifcfg—eth0” ,
¥ BOOTPROTO N “static” , WAl IPADDR. NETMASK. GATEWAY, {#4F)5H#AT

“sudo systemctl restart network” EJSM%%, 4T “ping www. baidu. com”
R v

3. ARGyt
B RAHAE: AT “sudo dnf update —y” , BHT RS E B AR

LA FLARHR T B $44T “sudo dnf install -y gcc gce—ct++ make cmake



python3—devel curl wget net-tools” ;

WEBPAE: AT “sudo npu-smi set —t pwm—mode —d 0”7 (FzhEz) I
“sudo npu-smi set —t pwm—duty-ratio —d 607 (HE3E 60%) ;

WKHE Swap WAE: AT “sudo fallocate —1 8G /swapfile” & Swap 04+,
“sudo chmod 600 /swapfile” BIALPE, “sudo mkswap /swapfile” WEN
Swap Z5[8], “sudo swapon /swapfile” B, mJGHAT “echo ’ /swapfile
none swap sw 0 0° | sudo tee —a /etc/fstab” WiffHE J& 454

(=) FRNARFREERE
1. Miniconda %3 5B E

724 curl (HEARZSE) ¢+ sudo dnf install -y curl;

N %k ARM64 ZE2#4 Miniconda Z3EIA: curl -0
https://repo. anaconda. com/miniconda/Miniconda3-latest-Linux—
aarch64. sh;

PAT A bash [Miniconda3—-latest-Linux—aarch64. sh] Miniconda3—
latest-Linux—aarch64. sh), #Z#/RFEIEVML. WINZEERE . R E PG
1t

A B IR AR E BT F, HUT “conda ——version” , #FHEHEIR
“command not found” , AT “conda init bash” Al “source ~/.bashrc”

B, EHRIDINER[E conda BAE B

(base) [openEuler@hostNamel ~]$ conda --version
conda 25.11.1
(base) [openEuler@hostNamel ~]$ I

Fil B E NEER: $UT “mv "~ /. condarc /. condarc. bak 2>/dev/null” £&4n
FERE, HHPITUL N5 NEERELIE:

Bash
cat > ~/.condarc << EOF
channels:

— defaults

show channel urls: true



default channels:
- https://mirrors. tuna. tsinghua. edu. cn/anaconda/pkgs/main
- https://mirrors. tuna. tsinghua. edu. cn/anaconda/pkgs/r
— https://mirrors. tuna. tsinghua. edu. cn/anaconda/pkgs/msys2
custom channels:
conda—forge: https://mirrors. tuna. tsinghua. edu. cn/anaconda/cloud
msys2: https://mirrors. tuna. tsinghua. edu. cn/anaconda/cloud
bioconda: https://mirrors. tuna. tsinghua. edu. cn/anaconda/cloud
menpo: https://mirrors. tuna. tsinghua. edu. cn/anaconda/cloud
pytorch: https://mirrors. tuna. tsinghua. edu. cn/anaconda/cloud
pytorch—1ts: https://mirrors. tuna. tsinghua. edu. cn/anaconda/cloud
simpleitk: https://mirrors. tuna. tsinghua. edu. cn/anaconda/cloud
EOF

TERZEA(F: conda clean —i;

B I BE EPLIAEE: conda create —n watermark project python=3.8 -y,

conda activate watermark projecto

2. ZOMKBEZE GRIRFHAT)
Bl pip i HEI5:

Bash

mkdir —p ~/.config/pip

cat > ~/.config/pip/pip. conf << EOF

[global]

index-url = https://pypi. tuna. tsinghua. edu. cn/simple
[install]

trusted-host = pypi. tuna. tsinghua. edu. cn

EOF

pip install ——upgrade pip

R E IR AL conda install —y numpy scipy matplotlib pillow
pandas openpyxl, HiF: python —c¢ “import numpy, scipy, matplotlib,
PIL, pandas, openpyxl; print(C B}ETHEAZEEKIT )7



2% OpenCV: pip install opencv—python==[4.8.0.74] (4.8.0.74) opencv—
contrib—python==[4.8.0.74] (4.8.0.74), %iF: python —c¢ “import cv2;
print C OpenCV fit4s: *, cv2.version)”;

2235 PyAudio:

Bash

sudo dnf install -y alsa—lib—devel pulseaudio—libs—devel make gcc
wget

http://www. portaudio. com/archives/pa stable v190700 20210406. tgz
tar —zxvf pa stable v190700 20210406. tgz

cd portaudio

. /configure —prefix=/usr/local

make && make install

sudo echo ”/usr/local/lib” > /etc/ld. so. conf. d/portaudio. conf
sudo ldconfig

pip install pyaudio —global-option="build ext” —global-option="-
I/usr/local/include” ——global-option="-L/usr/local/lib”

”

IGHUF: python —c¢ “import pyaudio; print(C PyAudio ZZZERIN )7,

%% wave: pip install wave, HilE: python —c¢ “import wave;
print ( wave Z3EmI ) s

'ﬁ"% PyQt5:

Bash

conda config ——add channels conda—forge
conda config ——set channel priority strict
conda install -y pyqt=b.15

pip install pyqtb-tools

IGAUF: python —c¢ “from PyQt5.QtWidgets import QApplication; app =
QApplication([]); print(’ PyQt5 Z&EmII" )"



ZHREINBF M conda install -y cryptography pycryptodome, pip
install sm4 CHFRMNFAT pip install

git+https://github. com/alee888999/sm4. git) , I&iF: python —c “import
cryptography, pycryptodome, sm4; printC IR LM )"

LT HZMA: conda install -y setuptools wheel tqdm colorama, H&iF:
python —¢ “import setuptools, wheel, tqdm, colorama; print( T.HEf%

BRI )7 o
3. FRITEARE
VS Code Z3s: HRRMNE VS Code, T BB THIEY%1FIEIT;

P T H %3, sudo dnf install —y gdb net-tools;

AR T A sudo dnf install -y ffmpeg, FHAT “ffmpeg —i XfF4”
A A E A B

(PY) openGauss EEH B

1. BUEEMIEHES
B @I E omm HZLFH T (root FH P FUAT)

Bash

su — root

groupadd dbgrp

useradd —g dbgrp omm

passwd omm # WE%N, @A openGauss@123
chown —R omm:dbgrp /var/lib/opengauss/data
chmod —-R 700 /var/lib/opengauss/data

rm —f /var/lib/opengauss/data/pg ctl. lock



Bl P2 sh 5%l Comm FH AT

Bash

su — omm

gs _ctl status -D /var/lib/opengauss/data

gs ctl start -D /var/lib/opengauss/data —o “—p 5432”7 # KJ&3h NIk
17

Bt & omm F P AEEAR & Comm FH P HUAT) -

Bash

vim /home/omm/. bashrc

#AIMLL T N

export PGDATA=/var/lib/opengauss/data
export PGPORT=5432

export PATH=$PATH:/usr/local/opengauss/bin

source /home/omm/. bashrc
gs ctl status # IGUFETCTETE E ML

2. BIEERBEMBR (root FHFAHAT)

B4 pg_hba. conf:

Bash

vim /var/lib/opengauss/data/pg hba. conf
B AIMLLT 347

host all all 0.0.0.0/0 md5

host all all 0.0.0.0/0 sha256

host all all 192.168. 44.1/32 md5

su — omm —¢ “gs ctl reload -D /var/lib/opengauss/data”

&4 postgresql. conf:



Bash

vim /var/lib/opengauss/data/postgresql. conf
# S CSR IT Hi k

listen addresses = %
B B N R A
password encryption type = 0

B OH R AR E

Su — omm

b

gs om —t restart

3. B EIESHEA (omn AP AT

f1% dboper L H

Bash

gsql —d postgres -r

CREATE USER dboper IDENTIFIED BY ’ dboper@123’ ;
ALTER USER dboper sysadmin;

\du dboper # I&iiF

\q

G55 -

Bash

gsql —d postgres -r

# QR R

CREATE TABLE video audio info (
id SERIAL PRIMARY KEY,
file name VARCHAR(100) NOT NULL,
file path VARCHAR(255) NOT NULL,
collect_time TIMESTAMP DEFAULT CURRENT TIMESTAMP,
transport status VARCHAR(20) DEFAULT ’unfinished’,
watermark id INT



)
# BIEKENE BEE
CREATE TABLE watermark info (
id SERIAL PRIMARY KEY,
watermark content VARCHAR(100) NOT NULL,
encrypt algorithm VARCHAR (50) NOT NULL,
embed algorithm VARCHAR (50) NOT NULL,
extract result VARCHAR(20) DEFAULT ’unextracted’,
create_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
\d video audio info
\d watermark info

\q

4. HEERIE

DataStudio %/ hiidEHe: FLEIEEAI. TN OF IR IP) « &l 5432, 4
Wi 4 postgres. /44 dboper. Z4H dboper@123, JiiZE+H:;

Python ZEHEHIE

Bash

conda activate watermark project

pip install psycopg2-binary —i
https://pypi. tuna. tsinghua. edu. cn/simple

B2 test db _conn. py XAF:

Python

import psycopg?2

try:

conn = psycopg2. connect (

database="postgres”,
user="dboper”,
password="dboper@123”,
host="192. 168. 1. 100", # JF&HMK IP
port="5432"



)

cur = conn. cursor ()
cur. execute (“SELECT * FROM watermark info;”)
results = cur. fetchall ()
print ("/KEME BREIE: 7, results)
cur. close ()
conn. close ()
print ("Python i%#% openGauss &I ! )
except Exception as e:

print ("ERELRM: 7, str(e))

#A4T: python [test db conn. py] (test db conn. py), #FiHIh(E BRI ANIEIE
it

. BB

FlgE “H MUK EN 2R AR 1E HR A A BGE L7 20 Hbs, S5 G IR ER G
bR, BHE AT

L 3R 50 T SR C/S (R P um—MRS5om ) 284, %5 il £E Orange

Pi Kunpeng Pro FFRMR, 57 “RE-MA-ALH" 5 MR55omn] 52 /E I KR Ek
PC, o “FU—IRE-VPAL A7 o WAL TCP i [ (12345 2K FHMAIL «

12346 A E MG , KA “BIKEEAR NS AR5 U oo m) .

2. IKENELR M HIERL . 45 AT KA ARM64 ZRA 5 IR, ke =285k O
MUAKEN: LSB 593 (SEmHPEfL) « DCT &3 (EatEsn) , {VALRE YUV 25
(AR Y I8 B DT #E s @B MUKED: [l REGE ki e
delay=100ms. decay=0.5 RIS E, FHEEME SHEDUHERZ .

3. BUE e HE AL T E%E M4 Bk (3% AES-CBC SZHL)  In#s /K
A, AREE 16 AL EAANAE . PKCST BRI Bl E R =5k EE
(watermark records 1R /KEIEE/E HE L media files RELH MG EIE
student xxx FFE2E5T) , W IR SRR

4.GUL SYEREVEAMveh: &/ o A “ REEH KR E-RERER” 7 KX,
OIS0 bR RS um R R AR “45 R , SER R K EN SR A,
5 PSNR. SSIM. BER Z5VFAfifE4R, AbHLR R SR vEAL 2 M -

fi. wIHHISEE



% “RIEF S~ B —~ U BE—~ B EZ L Wy Itk, Oseilb g
LU

(—) Bk BN LT

1. FiH LSB /KBl

SO k)

Python
def text_to_bits(text):
bits = []
for char in text:
char bits = bin(ord(char))[2:].2zfi11(8) # %N 8 fif — ikl
bits. extend([int(bit) for bit in char bits])

return bits

IKETHRN COUALJE B3R 5 AR RN 1AL -

Python

def embed 1sb(frame, watermark bits):
h, w, = frame. shape
bit idx =0

watermark len = len(watermark bits)
for i in range(0, h, 5):
for j in range(0, w, 5):
if bit_idx < watermark len:
b, g r = frameli, j]
# 204 RGB #IE f A 7K B ELFy
frame[i, j] = (b & OxFE | watermark bits[bit idx],
g & OxFE | watermark bits[bit idx],
r & OxFE | watermark bits[bit idx])
bit idx += 1

return frame

TK NI :



Python

def extract lsb(frame, watermark len):

h, w, = frame. shape
bits = []
bit idx = 0

for i in range(0, h, 5):
for j in range(0, w, 5):
if bit idx < watermark len * 8:
b, g, 1 = frameli, j]
# IRHURIRAL, HURGB iHIE —H4,

bit = b & 1
bits. append (str(bit))
bit idx += 1

I Ci | 2N

binary str = ’’. join(bits)

text =
for i in range(0, len(binary str), 8):
byte = binary str[i:i+8]
if len(byte) == 8:
text += chr(int (byte, 2))

return text

2. P DCT 7KER
AKETN (KbFR Y SIS, AR RBIHRA)

Python
import cv2

import numpy as np

def embed dct (frame, watermark bits):
B YUV iR A, $REGEEIEIE Y
yuv frame = cv2.cvtColor (frame, cv2. COLOR BGR2YUV)
y channel = yuv framel:, :, 0].astype(np. float32)
h, w = y channel. shape
bit idx =0



watermark len = len(watermark bits)
alpha = 0.01 # FACHRNGRE
block size = 8

B 7> 8X8 b B
for i in range(0, h — block size, block size):
for j in range(0, w — block size, block size):
if bit idx < watermark len:
# DCT A4
dct block = cv2.dct(y channel[i:i+block size,
j:jtblock sizel)
# AR A (3, 4) (4, 3) R
bit = watermark bits[bit idx]
dct block[3, 4] *= (1 + alpha * bit)
dct _block[4, 3] *= (1 + alpha * bit)
# IDCT HiAg 4
y channel[i:i+block size, j:jtblock size] =
cv2. idct (det_block)
bit_idx += 1

# %[5 BGR A%
yuv framel[:, :, 0] = np.clip(y channel, O,
255). astype (np. uint8)
return cv2.cvtColor (yuv frame, cv2.COLOR YUV2BGR)

TKENFREN :

Python

def extract dct(frame, watermark len):
yuv frame = cv2.cvtColor (frame, cv2. COLOR BGR2YUV)
y channel = yuv framel:, :, 0].astype(np. float32)
h, w = y channel. shape
bits = []
block size = 8

for i in range(0, h — block size, block size):



for j in range(0, w — block size, block size):
if len(bits) < watermark len:
dct _block = cv2.dct(y_channel[i:i+block size,
j:jtblock size])
# € LRRE
bit = 1 if dct block[3, 4] > dct block[4, 3] else 0
bits. append (str(bit))

S oi | 2N
binary str = ’’. join(bits)
text =7’
for i in range(0, len(binary str), 8):
byte = binary strli:i+8]
if len(byte) == 8:
text += chr(int (byte, 2))

return text

3. EHE 75 Ra etk B
IKETHR «

Python

import numpy as np

def embed echo(audio frame, bit, delay=100, decay=0.5):

frame len = len(audio frame)

if bit ==
G A p I
echo = np. zeros (frame len)
echoldelay:] = audio framel:-delay] * decay
# 22—
audio frame = audio frame + echo
audio frame = audio frame / np.max(np. abs(audio frame))

return audio frame. astype (np. int16)

# RS (BE 10 Witk 147D



def audio embed control (audio frames, watermark bits):

frame count = 0
bit idx = 0

watermarked frames = []

for frame in audio frames:

if frame count % 10 == 0 and bit idx < len(watermark bits):
frame = embed echo(frame, watermark bits[bit idx])
bit_idx += 1

watermarked frames. append (frame)

frame count += 1

return watermarked frames

2. JKER$FRHL:

Python

def extract echo(audio frame, delay=100) :

SRR AS P S

autocorr = np. correlate (audio frame, audio frame, mode= full’)

autocorr = autocorr[len(autocorr) // 2:]
# € e e

return 1 if len(autocorr) > delay and autocorr[delay] >

autocorr[1] * 0.1 else 0

(=)

EVPRE SRl

I BPImRELRE

MR EELL A -

Python
import
import
import

import

cv2
socket
struct

threading

class CameraThread (threading. Thread) :



def init  (self, watermark alg, watermark bits, server ip):

super (). init ()

self. is running = True

B WIia i ii% =k

self.cap = cv2.VideoCapture (0)

self. cap. set (cv2. CAP_PROP_FRAME WIDTH, 320)

self. cap. set (cv2. CAP_PROP_FRAME HEIGHT, 240)

self. cap. set (cv2. CAP_PROP FPS, 15)

VINEIVEPS

self.watermark alg = watermark alg

self.watermark bits = watermark bits

# TCP %%

self. sock = socket. socket (socket. AF_INET,
socket. SOCK_STREAM)

self. sock. connect ((server ip, 12345))

def run(self):
frame count = 0
while self.is running:
ret, frame = self. cap. read()
if ret:
# BERE 5 MR A K EP
if frame count % 5 == 0 and self.watermark bits:
frame = self.watermark alg(frame,
self.watermark bits)
# JPEG JE4F
ret, buf = cv2.imencode (. jpg’, frame,
[cv2. IMWRITE JPEG QUALITY, 80])
#ORIEEE (KE+HNED
data len = struct.pack(C I’, len(buf))
self. sock. sendall (data len + buf. tobytes())

frame count += 1

def stop(self):

self. is running = False



self. cap. release()

self. sock. close ()

Python

import pyaudio
import socket
import struct
import threading

import numpy as np

class AudioThread (threading. Thread) :
def init (self, watermark alg, watermark bits, server ip):

super (). init ()

self.is running = True

B ESH

self. format = pyaudio. palntl6

self. channels = 1

self. rate = 16000

self. chunk = 1024

B WIGRA S AR

self.p = pyaudio. PyAudio()

self. stream = self.p. open(format=self. format,
channels=self. channels,

rate=self. rate, input=True,

frames_per buffer=self. chunk)

VINEEPS

self.watermark alg = watermark alg

self.watermark bits = watermark bits

# TCP %%

self. sock = socket. socket (socket. AF_INET,
socket. SOCK_STREAM)

self. sock. connect ((server ip, 12346))



def run(self):
frame count = 0
bit_idx =0
while self.is running:
S S
audio data = self. stream. read(self. chunk)
audio np = np. frombuffer (audio data, dtype=np.intl16)
# AERE 10 MTHR A K EN
if frame count % 10 == 0 and bit idx <
len(self.watermark bits):
audio np = self.watermark alg(audio np,
self.watermark bits[bit idx])
bit_idx += 1
B ORIEHEE
data len = struct.pack( I’, len(audio np. tobytes()))
self. sock. sendall (data len + audio np. tobytes())

frame count += 1

def stop(self):
self. is running = False
self. stream. stop_stream()
self. stream. close ()
self. p. terminate ()

self. sock. close ()

2. PR HmERL S AT
MR 2 R -

Python

import cv2
import socket
import struct
import threading

import numpy as np



class VideoServerThread (threading. Thread) :
def init (self, extract alg, eval metrics):
super (). init ()
self. is running = True
self. extract alg = extract alg
self. eval metrics = eval metrics
# TCP MilT
self. sock = socket. socket (socket. AF_INET,
socket. SOCK_STREAM)
self. sock. bind (("0.0.0.0", 12345))
self. sock. listen(5)
self.conn, _ = self. sock.accept ()

self. temp results = []

def run(self):
while self.is running:
B OO
len data = self. conn. recv(4)
if not len data:
break
data_len = struct.unpack(C I’, len data)[0]
# L
video data = b’
while len(video data) < data len:
video data += self.conn.recv(data len -
len(video data))
B AR T UK ED
frame = cv2. imdecode (np. frombuffer (video data,
dtype=np. uint8), cv2. IMREAD COLOR)
extracted bits = self.extract alg(frame, 50) # fR1%/K
ENKE 50 F4F
B UFEERETR bR
psnr = self.eval metrics.calculate psnr(original frame,

frame) # original frame JYJE &M



ssim = self.eval metrics.calculate ssim(original frame,
frame)
IR IRER S S

self. temp results. append((extracted bits, psnr, ssim))

def stop(self):
self.is running = False
self. conn. close ()

self. sock. close ()

(=) IEEHRY GUI B4
SM4 %3k

Python

from Crypto. Cipher import AES

from Crypto.Util.Padding import pad, unpad
import base64

class SM4:
def init  (self, key):
#E NN 16 47
self. key = key. 1just (16, *\x00").encode( utf-8’)
self.iv = b’ 1234567890abcdef” # WILAILITE

def encrypt (self, text):

# PKCS7 378

text bytes = text.encode( utf-8)

padded text = pad(text bytes, AES.block size,
style="pkcs7’)

# AES-CBC N

cipher = AES. new(self.key, AES.MODE CBC, self.iv)

encrypted bytes = cipher. encrypt (padded text)

# Base64 Zwhd

return base64. b64encode (encrypted bytes). decode C utf-8’)



def decrypt (self, encrypted text):

# Base64 fii#hd

encrypted bytes =
base64. b64decode (encrypted text. encode ( utf-8))

# AES-CBC fi# 2

cipher = AES. new(self.key, AES.MODE CBC, self.iv)

decrypted bytes = cipher. decrypt (encrypted bytes)

# EFRIHETE

return unpad (decrypted bytes, AES.block size,
style="pkes7’ ). decode C utf-8")

GUI AEFAFR (B4

Python

from PyQtb. QtWidgets import QMainWindow, QWidget, QVBoxLayout,
QHBoxLayout, QLabel, QLineEdit, QComboBox, QPushButton, QMessageBox
from PyQtbh. QtCore import Qt

import cv2

class ClientWindow (QMainWindow) :
def init (self):
super (). init ()
self. setWindowTitle C ERMIZKENE i’ )
self. setGeometry (100, 100, 800, 600)
self.is recording = False
self. camera thread = None

self.audio thread = None

# LB S A R

central widget = QWidget ()

self. setCentralWidget (central widget)
layout = QVBoxLayout (central widget)

#1. SERX



self.video label = QLabel ()
self.video label. setFixedSize (320, 240)

self.video label. setStyleSheet (“background-color: black;”)
layout. addWidget (self. video label)

# 2. KHIFEEKX

config layout = QHBoxLayout ()

self. watermark input = QLineEdit ()

self. watermark input. setPlaceholderText C iFHi N/KEI A (Hx
K50 F4F) )

self.alg combo = QComboBox ()

self.alg combo.addItems ([’ LSB 7KE[’, *DCT /KEF’, ’ [n] = f@y /K
B 1)

config layout. addWidget (self. watermark input)

config layout.addWidget (self.alg combo)

layout. addLayout (config layout)

# 3. fEflZALX

btn layout = QHBoxLayout ()

self. start btn = QPushButton(C J83K%4E")
self. embed btn = QPushButton (" #R AKEN")
self. record btn = QPushButton ( JFa53H]" )
self. stop btn = QPushButton C {5 1E#:/E)
btn_ layout. addWidget (self. start btn)
btn_layout. addWidget (self. embed btn)

btn layout. addWidget (self. record btn)
btn_ layout. addWidget (self. stop btn)
layout. addLayout (btn_layout)

# 4. REERKX
self. status label = QLabel CIRZS: KE30)
layout. addWidget (self. status label)

# 4 e

self. start btn. clicked. connect (self.on start clicked)



self. embed btn. clicked. connect (self.on embed clicked)

self. record btn. clicked. connect (self. on record clicked)

self. stop btn. clicked. connect (self.on stop clicked)
def

on_start clicked(self):

# 5 R 2 AE

server ip = ~192.168.1.101" # Hr5%um 1P
B WIEE oK ER

self. camera thread = CameraThread (embed 1sb,

[], server ip)
self.audio thread = AudioThread (embed echo,
self. camera thread. start ()

[], server ip)
self.audio thread. start()

self. status_label. setText CIRFES: KERFBN)
def

on_embed clicked(self):
watermark text

self.watermark input. text ()
if not watermark text:

QMessageBox. warning (self, ~ 245 |  {FHINKEISCA)
return

if len(watermark text) > 50:

N 50 FFF)

QMessageBox. warning (self, * 245 " /KEIKEHEIR, Ak

watermark text = watermark text[:50]
# SM4 fn#
sm4 = SM4(C my_secret key’ )
encrypted text = sm4. encrypt (watermark text)
self. watermark bits = text to bits(encrypted text)
B BT AAEKEIE R
if self. camera thread:

self. camera thread.watermark bits = self.watermark bits
if self.audio thread:

self.audio thread.watermark bits = self.watermark bits

self. status_label. setText (£ JJRZ: KEFCHRAN, Bk
{self.alg combo. currentText ()}’ )



def on record clicked(self):
# VIR A%
self.video writer = cv2.VideoWriter (’ output. avi’,
cv2. VideoWriter fourcc (* XVID'), 15, (320, 240))
self.audio writer = wave.open(’ audio output.wav’, "wb’)

self.audio writer. setnchannels (1)

self.audio writer. setsampwidth (self.audio thread. p. get sample size(
pyaudio. palnt16))

self.audio writer. setframerate (16000)

self.is recording = True

self. status label. setText CIRZ: )

def on stop clicked(self):

# {FIRLRFE

if self. camera thread:
self. camera thread. stop ()

if self.audio thread:
self. audio thread. stop ()

# A5 1SR

if self.is recording:
self.video writer. release()
self.audio writer. close()

self.is recording = False
self. status label. setText CIRZE: ofF1E)

() HyEPEAE 5L
1. HIEEEERDH R
Python
import psycopg2

from psycopg?2 import pool

class DatabaseManager:



def init (self):

B WIiRiiERI

self. connection pool = psycopg2.pool.SimpleConnectionPool (
minconn=1,
maxconn=»a,
database="postgres’,
user=" dboper’
password="dboper@123’,
host="127.0.0.1",
port=5432

def get connection(self):

return self. connection pool. getconn ()

def release connection(self, conn):

self. connection pool. putconn (conn)

def log watermark operation(self, student id, alg type,
watermark content, psnr, ssim, ber, operation type):
conn = None
try:
conn = self. get connection()
cursor = conn. cursor ()
insert sql = 777
INSERT INTO watermark records (student id, alg type,
watermark content,
psnr, ssim, ber,
operation type, create time)
VALUES (%s, %s, %s, %s, %s, %s, %s, CURRENT TIMESTAMP)
cursor. execute (insert sql, (student id, alg type,
watermark content,
psnr, ssim, ber,

operation type))



conn. commi t ()
except Exception as e:
if conn:
conn. rollback ()
print (f” 38 ZE H £l KM {e})
finally:
if conn:

self. release connection (conn)

2. HEEFRHEHA

Python

# R S5 vhe UK B S 1 A

db_manager = DatabaseManager ()

smd = SM4( my_secret_key’)

decrypted text = sm4. decrypt (extracted text)

db_manager. log watermark operation(
student id=" 2023212064’ ,
alg type=self.alg combo. currentText (),
watermark content=decrypted text,
psnr=psnr,
Ssim=ssim,
ber=ber,

operation type= extract’

~—

7N RGN

(—) ThEgse BN
FERBThREMI: R RS B o, AN KEISCAR 20232120647, 43 )ik
£ LSB. DCT. [0l 7= Bl Ak o 2R 4R, AR5 i e Dh H2 S5 AR, S B fg
Ja BRIZKEN S JFESCAR—2, $REVAERI 253718 98. 5% 96. 2%+ 91. 3%;
il SR IC MW ST “TFuRRE]” 2K output. avi A
audio_output. wav (M, ORI, SEMMIFEL; &) openGauss £HE 2,
watermark records FHEMIICKEAEHE, WEKEINE. FEM, HEgfs



PREEE R .

(=) HEEFRFIA
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(=) REBRIRA
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i
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EHAR S SEI F RS . S LRI R
. BREETE: FH openGauss K F B FEAFift B AU A B oo SO A28 H % .

. BIRSEMIRAME: ARG TR S LA AU 1E R R . EORIET
IEEE/ACM TiFI BRI 2 SCRRE I 2 /D 2 R AR AIBARAN 2 Bl il NRBIEAR, F iR 5]
GERHEAT RS LIS B E .

- BUREMRSETE: XHRBH N AT NGRS 5 R4, FRR IR SR A7\ openGauss
Hedle %

—\ wirEs

. ZIEMEIBERA: B SIIET Socket FH WML RS, RAHEfE TCP/UDP %X
LR AL R HI S TAE SRR .

. PRRR D ERARRIR: (E A0K I AN RR N ) S PP A 22 ZRREBOR AL BRI R IR B IR L G
i AR BT S .

CFEIRRELEEME: LIS HIMFEEAR G DES. dEXFRINE RSA. RE N
TISEE) DRI E A R 4 4 4

- NABIRESRAK: M openGauss 5 2 A 2 A7 it AVE B AUISCA (1 oS A P 45
K

it o

- SRERENRA RS S >IN A SR R R I AN s AR B0E,  BRARIR BE S S AE )
VIRV

. BESIRSHMERAR: BN EWRIE (NRMBEZSD BHATRNE,  SCBLEE N AT
SRS AERSE

C ARFTERENA: NTRSN KRGt Ll WHARIESE 2R, Bl A
A7 SEFR NI ME B ALUE 5 A1 AR R St



=\ FEIFE

3.1 FF&EME T

FEEIRERNYS (OrangePi Kunpeng Pro) & H &R 5 AT G R O F & ) Sk BE T A b, &

TN A B BT, W N DB REAT m P e TR N AR it 0 RS HF

e

FEFHMBIT

QL3RRS EONERNISAFESS (ARM ZEH), SEEMEEWRTE, CFF 64 fLig5.
RELCE: k3 LPDDR4X WAF, SCRFYME 32GB/64GB/128GB/256GB eMMC fidk, 2
HERIEAAAEY R .
SRMIE: FEN HDMI 2.0 firth, AR ISP 4K &g S b, e 2 RN
I R#ZEO:

— PN USB 3.0 #:10, Hrm@EBuEfE

— —/N USB Type-C 3.0 11 (n] FF (L L A& 44 50D

— —> Micro USB #11 (H T & M0

— PN MIPT 3%k 0 CGCEFmEiERG LT )

— —/ MIPL SR BN

— GPIO #1, {19 B& A5
FHETR:

— W SATA/NVMe SSD, H.# M.2 2280 $%[1
— TF RH, R4 SD Ry
— TIRBAR M, i v ook o) 4% i

HAebThge: TR BN, SOFLABIREKE; FEK GPIO My RN, T Ik
ABEPEER A o

BRIERGIE:
F R openEuler #1E &40, X ZENEHMIFIR. BE. QM Linux BITH, %
Bk e S5 . openEuler B DL FFRE &

RS AL PREAR LGN, 78 AR A e

SCHFRZ K AT SR IR R AG UEAHE R B T O &

FMTEH NI R T RYE, SCfF Python. CH++ X MGifEIE S
ROAEER ARG EMPAR, TR

Y o AN €N T Ve AN 1Y G s g e 2 L VA BB iR B



3.2 ARIRMELEFBEN
3.2.1 SSH EEF 4R

F2EATZE B HIF R CE LR T T RGHEGE ORPERGAR K S RGAFE N E 1) E 2S5 H
PR SRR AR BT E N ORMERAE) . 45 T ORI T 2l SSH E#ZBITF AR Lt 4TI %
TAE,

1. A ZRE T AR A 28 0 1 5 2210 AR B A 26 X VRBE R . R HDMIT 34l 283 3£ 5]
TFRIR) HDMI #% OAE R . NITF ARGEE LR, 83T AR

2. FHRL) 12 B ARGUR BN FER TR FR BRI . WIAMT 4 openEuler MIEAY
openEuler 3k R4,

3. EAEIRAR AU FA% T wineR PR, SN ond 1FF 3 4HRAE . SADLT 4 BB LA
(K2R TP HbE

| ipconfig

FEAT AT R 2R TR B IOKR” &85, Al F IPv4 Hulike 40K EPR:

JERD DNS 58 . . . . . . .

2 Ipve fhik. . . . . . . . : feBB::616a:76fc:3eel:11fa%ll
2] : 192.168.2U6.2
: 255.255.255.8

4. MEEFFRIRM TP Hilik. EFRBCRTNA EASEIT A LM E. EFLEETIERT,
ST TR RS T A 2 0 28 I B LT . 7ERC B 7 A IR BRI A " TPvA” JE TR, 4 IPv4
e & 7 N H A T30 .

EFHRC BT, Kb e s 1) IP bk E SO 5 10 A f i [ — W B stk . il an, 5
%iEZIKEEHGE’J IP Hbtiky 192.168.240.2, WINCRETF R B IP Mk B 192.168.240.x

Horb x N 1-254 Z AT R EUE  (EA e S 2L A FD AR 15 BN 192.168.240.6.
EEEEESZF M o FEERTT R A 2 25 2 R DURIE G &

BB SR, FETT AR s s A LU fir & J0iE TP Huhik @& 1 B 20 -

1|ip a

HEMDAERPALM R IP MAERE, RS

3: ethB: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1588 qdisc mgq state UP group default glen 1068
rd f: Ff A A

168.2 48 255 scope global noprefixroute eth@
f rev:

5. fEZEICA LFTHF VS Code. fiili 72" Extensions” (§7 ), % "Remote - SSH”, %%
Microsoft KAHIE P .



6. M), M AMTESIAF K" Remote Explorer” ElfR. £ Remote Explorer [HIAR 1,
mdi”Add New” $ZHIAINHTH SSH H4%

7. fERNHE N SSH # R 4, #KUA:

1| ssh openEuler@192.168.240.6

Hr R 44 openEuler, IP HUloA P ARMRECE M IP Huht CHRAE SEFRBCE B H0.

8. %~ Enter ##, 1 SSH M E CHRAFAIE CEFEFRRNIE. METH)E, SSH %
$:2 HUL/E Remote Explorer 51|38+,

9. 7£ Remote Explorer H, ¥ fbrEf51E SSH #H:26H I, ridi”Connect to Host” $%4H 3k
ITIER: . 8% Ctrl+Shift+P T Har 2 1HAR, %iA”Remote - SSH: Connect to Host...” i%
PR

10. WA RFE —IRIER, VS Code <] HFr FHLMFEHRE, % Linux”. REHATK
W%t openEuler.

11. 2545 VS Code fEiZfE EHL L 22T fR M. EHENINE, VS Code W HbREAFS 2
7~7SSH: 192.168.240.6” (SZFR IP HuhikAR 45 B SR ).

12. M File” — "Open Folder” FT I &Mk LI SCHEYE, BIAT UG R & TAE .

3.2.2 FRNHREFRESRE

ARIH B R FEERH VS Code 4wt #s 454 Python ZMfEiE S #H4T5LH . openEuler &24%
. B Python A1 VS Code, W HIEMH, ToiE#IMN3Em1ER .
MEMAFERRLRNT:

1. {EFE SSH i, #iiA Python 1 pip &% %% . MIALL N2 & E Python iA:

1| python3 —version

N

pip3 —version

2. WIETHFR, FHEZIELZ Python FERZEFZMINALEE . R SIHERE . B FE U ]
M GUI k. 1R pip v 24T 15 2225 B 7 (P AROHS 2E -

1| pip3 install numpy opencv—python pillow

2| pip3 install torch torchaudio torchvision

3| pip3 install psycopg2—binary soundfile pyaudio
4| pip3 install requests urllib3

FEERA:



o numpy: HEIHE, HTHEEMHAHIEH

« opencv-python: THEHNAGE, T EURAEBFIRR 5

o pillow: G, SCHFERIGE U HAN R IR

o torch & torchaudio: PyTorch ¥RFEE5% S HELE K H iAb Y e, FHT AR 7 Al
Yo TE N RS T HE R

o torchvision: PyTorch MTHHEAM S TRAL, A5 Pl 2R IR A > A

« psycopg2-binary: PostgreSQL/openGauss $(#% 1) Python 3Kz, T &A1
VEH 4

o soundfile: FHLIHLEE, H WAV, OGG FFZFik

o pyaudio: FHU NS, TS E AR AR I

3. ££ VS Code TR AR M TAF A = BT H SCAF R Ja , AE1Z 301 3t 4T Python
ARG o FEVCRE A S A A RS 73 A TECEEAS [ AR R B H v, (8 T ARAS 4L 4AN
EHL,

4. FFRILFEF, WI7E VS Code FIEE R B #1247 Python JHIA:

1| python3 your_ script.py

VS Code £ H3HA] openEuler iZFEAEEH ) Python @REsS, FJriiHiEir4s R,

3.2.3 openGauss HIEEIEE
openEuler 24N B openGauss HHEFE . openGauss &N H T &K BRI & T E s 2,
RO B e A e BE I AL 2K T e

1. ¥1#:3] openGauss H1 /7« openGauss i A2 H L 11 opengauss F 7 & HE, X 804 2
FIERAE R BAE 2 A P N T . T R i RN -

1| su — opengauss

2. JABhBHEE . B LL R4 5380 openGauss F# Ak 55 -

1| gs_ctl start

SEA BN R Bh e A
3. BHAEE . MALLT LA openGauss e 7 5 B M-

1| gsql —d postgres —r




FRBWIG, AT RATT 22N openGauss=#, U1K & fis:

[opengauss@openEuler ~]$ gsql -d postgres -r

gsql ((openGauss-lite 5.0.1 build 33b@35fd) compiled at 2023-12-15 20:07:29 commit © last mr
release)

Non-SSL connection (SSL connection is recommended when requiring high-security)

Type "help" for help.

openGauss=# I

AR SR SR EEAE U E openGauss=# B FHAT .

. B2 opengauss 7 S . fEE AT, 7522 opengauss K ERINELS, AR

REAT A A 2R R A -

ALTER ROLE opengauss PASSWORD ’your password’;

¥ your_password B N RBCE HIET D

C BUEEHEBRER S @R ALK T HE SR EERIE, A2 EZEEH open-

¥

gauss BHLOUK o BN LLT a2 BBk - -

CREATE USER your_username PASSWORD ’'your_ password’;
ALTER USER your_ username SYSADMIN;

R T 44 M R B H9 SE B

BB, %N ctrl+D BN \q 1B H EE S

\q

. B[ root /7. #%F Ctrl+D iBH opengauss F /", RI[Al root H /s

. WEIP A4 % JiHE data/pg_hba.conf I, U IS0 VF ) IP Hiikic 5% . Y1# 2] opengauss
F P 5 2 e i SO AF
su — opengauss
cd data/

V]

3| vim pg_hba.conf

FESCHERBEINEL FATARVFITE 1P 4 AR~ IR R ) B AR IP):

host all all 0.0.0.0/0 md5

BRI bR . difE data/postgresql.conf SCAH, BCEEHE AR IP Hb

HERTI Iy =




)

10.

[

11.

12.

vim postgresql.conf

2 LT BC B BT

)

listen addresses = ’'x

password_ encryption_type = 1

AT W AR T T M O, B AT I E S I Uy 3
A Bl B B AR BN DA i {5 1 0 R Bl e

gs_ctl stop

gs_ctl restart

BCE B kb IR [E root H P Ja, B AR 55 it 1 I U8 KIEALFR - openGauss ERIA
i N 5432, ERCE NHANEG O (0 7654), %S PR SR

exit

netstat —antp

3| sudo firewall —emd —permanent —add—port=>5432/tcp

sudo systemctl reload firewalld

] DataStudio ¥IEAC & (DataStudio HIFCE HAK ILGKZ M EFE TR « EEICAH
i BT DataStudio 27 3y, QB FIEE FEd e, NIRRT TP Hobk. s CBRIA
5432) H P A REN . ERRIIGE, BIRIE 2R X S, REIE FERE 8. W
K s

C FRAAENEEES >

SR ERER IEEER B | ssL | ®R
my dboper@192.168.8.128:5432... openGauss 5.0.2

EEME openGauss
openGauss levon@192,168.240.67654/p.. | openGauss lite |

E47 openGauss

= 192.168.240.6

wOS* 7654 GAME65535
R postgres

Argr xevon

= |

BAsSL (m]

BEEEEE e b *3




O, &t B
4.1 BRFEBIR5EH

ARRGKHE P-4 2% (C/S) 3K, HZMAKIE (Server). & MR (Client)
1 openGauss s IRk 5528 =0 4Lkl KRG Socket PH LI AER M HIEAS, HARZEH
KA :

LA R | TCP 414 e
(CREE/85) | (9999/9998) (KR 15.4)

WA P4 % |
(OpenGauss) J

Kl 1 ARG &

o BIRSAER (ARFEFIR) . HEETHIRFIT KR b, Forsemr SWACRE . BEAES
FEAE . NKARAFIULE N RO SRR G, R DR 45 SR A 5 E s A7 i 2
openGauss FUHE % .

o FSERBER (BPm): B M IERR K0k, BSOS IR, AT A R A
FRIS ISCRFRMI I RE . B2 R ) e 2R e AT Bt & AN A7 4

« openGauss BIERE: £ H I EE. EWRERE (NRRHE. FLURE) . M
SCAF R TR AR A S, A R SR BB AU B SR

4.2 FWSNNLE IRt

AT SRBURIEIR A€ B Seid S LU,  RGURHEET TCP HYXUEIE A -

o MENtEHIEE (TCP w0 9999): KiXinfiH] OpenCV MFE LKL RGB MMM, £
JPEG &4 5T P A, £ TCP JRIMRM74 7w Kk + A" 19 B % X
WAk TCP KGR IR ik s SEELWT P AF L, 52 P A £ 22 ) LY 0 35 1 P9 A 7
PO AL 35 [ R BE L2 -

o SSRfEMIEIE (TCP im0 9998): Kikuifii ] PyAudio M 7 XCRE PCM JR A 4
Tte FIATBIEZEMIX (Lock-Free Ring Buffer) 755 R 52 28 T2 A X 25 1% 2k 4 22 [1A]
S R R B R AL s, B B e T B 2 B R

o FREH: RGRMZERE, BOPURE. HHORE. WISV b 7) i
BIAFILAE, FEAH RS RIRGRE = I AL EERE T



o OEBEH
- | 9 : — TCP
: ﬂ%é‘ﬁ{q]/ ‘ RIELTE Socket
Wik

B 20 F LA S Ak PR I

4.3 SIRSEMRARE R
T SEBLEOREEE I S AIE, RECRAD SUZRLG” 424, Fkmrt i R %

ECAPA-
MobileFaceNet ArcFace
TDNN

N i &

'S

ResNet34-SE }

(0.4/0.6)

S —0?

AL

K 3. 2R R K

o F—F: BEENREFE. ANRIRAIKH MobileFaceNet fil ArcFace PR 5 > # 3E
ITRG 7850 B FH A2 B AN ] I 8% 66 1) FURRAIE 27 2] 8 00 R 32 T AL 245 TR ) B 5 12k
Ui NN [FIFE R F P RRAS R B T Rl G o 38 i3 (i AR5 AL R 0.4:0.6,
FAREAER 0.6:0.4) REFE MBI 4558

o BIE: RSERERME . K N AR E 2R BT SRR &, il —
BUVE A P R ER S VL DERF AT SERFAE . 2 P MBS BRI 45 R — SRR, R G
i B RIVAESR s A EA BN, RGERADINL R & SRS ) R A IESS R .

o FHEFMESIER: IR R A A R SURFIE A 2 DL 3R B (BYTEAD #%3K
FEHAE openGauss B4 B, SORF R AR IEAL R 5 EUXS o JEUUR TR T G B AN B 4550
B EEAT ARSI e b, 5 AR (1 22 A — 2d
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1.4 W|EFRSERERIT
FRGKH openGauss K R IEHE PEAVE NG Im A7 Gl A7 N B B4
e APEERR: FHIEMAFNEARAEE A~ ID. HPA 4 EM EEED .
o ANREHFESR: AFMEE N BN RRRIE R &, SR PR PR R AR A BLBE A 2R A0 S 4 UL AL
o BYUFFERR: FRERAH R A SURHME R &, T AR A E .

o BRURSTHEER: AR MAT R IR T AL AR N B AN 5 ik, R BYTEA —ift
ks B BAF R rh, @SR BN S R 5

o RANEFEER: IWRBRFHIRBILIR . WEE. BEESER, T R/RgHW MRS
e

KGR openGauss HIRNLZRIIRE (A5 HF . AR R, #ifk
Bl ) — BUEAME WK RN, B SRS B, SEeIr kR

. OEITRYSEER
5.1 SEIL SRR

RAGWELI A 5 DNEEN B BT EVIGA SEE, &7 openGauss EHIM
MIREEH], F T A7 AL r) B R0 22 BRI . HLUOR B IR 88 5 A0 B, MG 3% S Al 22 3 X
BB A6 R R A2 LG Mk N N4 (openEuler). 58 = 0 E LA NB RS, BFEA
R B ANV R R S B S . B DU D ST I kAR L, it TCP XUEIE (WA
19999, F 4 9998) SKBURIEIS (S AR4i . e Jme GUI FHi 52 ittt f#H] Tkinter
SEMUFH A B A, SER R IR IR EE RA R GRAS

5.2 FEIRSCIN

TEEHE S A, AT openGauss H¥E A7l R G A Fe b . SR I
WEFHALE] (minconn=2, maxconn=8), VASFFZLAMEIFAVIIN. RGEIE =T EHIEE.
face__embeddings f7fiti N JERFAEAVEM O NG EIME . speaker embeddings A7 fifi it il NRFAEFIE
BHFEA. face recognition log 10K IRAI NI . B BTHEAZRH BYTEA it NE
FEAEEE 2 A7 NI AN & S8 s, AR S Rt X THRMERRAE AN ), R
FI”UPDATE-IF-NOT-FOUND INSERT” 5%, Je2ullg i, WREA KRB HHIAT
FENIAE, XFERERE AL B H S VR R R FFARRS TV . RHAIE M 238 pickle PN F 1T IAE
fift, SCREmUEIRHIE R 2R 5 X .

# B E M s e

2| self .db_pool = pool.ThreadedConnectionPool(

minconn=2, maxconn=_§,
host="192.168.240.6 ", port="7654",

se=’recor user=’'xlevon’ ssword="...
database="’ d’, use 1 , pa d ’




# PRI NS AE 3 37 8 D

cur . execute (

9799 9

UPDATE face__embeddings SET embedding=%s, image_data=Y%s
WHERE name=%s AND model type=Ys
777 (embedding__bytes, image_bytes, name, model_ type))

if cur.rowcount — O0:

cur

9 9 77)

.execute (

999 97

INSERT INTO face embeddings (...) VALUES (...)

11

TEEAAL A e, FRATTSEIL 7 AN e MERE AL 45 . TEBIIR R 22 X (LockFreeR-
ingBuffer) FIMIA {7 (FramePool) . JLEIATELZ2MIX KM SPSC (FRAE = BIH o) LAY,
W | 2 AR RO N IE, Rl £ RS IR L s . S IX R/ NEE, 48
s BRI B 38 55 108 s, XFERERE CRUETEE N A7 G, CRESE it 2 08 B 22 P s [A] o il N A7
I3 FE [ s 2 I R b X (i 10 A 480x 6403 ML), 38 G 17 A0 25 (1) P9 A7 45 L AN 4z 3
[T SR R BE e B, IR I N SR A8 Rl B 2

class LockFreeRingBuffer:

def ___init__ (self, capacity):
self.buffer = np.zeros(capacity, dtype=np.int16)
self.write_pos = 0
self.read_pos = 0
self.available = 0
def write(self, data):
# U EANLER G
self.write_pos = end_pos % self.capacity
self.available = min(self.available + len(data),

def

self.capacity)

read (self |, size):

# WL BIRSE

self .read_pos = end_pos % self.capacity
self.available — size

return result

class FramePool:

def __init  (self, frame_ shape=(480, 640, 3), pool_ size=10):
self.pool = [np.zeros(frame_shape) for _ in range(pool_size)]
self.available = list (range(pool_size))

def acquire(self):

if self.available:
idx = self.available.pop(0)
return self.pool[idx], idx

return None, None




30

31

def release(self, idx):

self.available.append (idx) # [5l i i 1 b

12

NG AR B SR =P TAEREA: MobileFaceNet 1% | ArcFace #74 DL K 3 (Rl &4 =
B EAE NI E A7 AR TR HE . RPAE [r) B3R . 508 PR A s A s SRRl . E R
BRI, RGERINAE TP A PRI SRS 7 A SR BURFAE, X SEBARFAEREAT L2 13— b fR 17 &
KN 1, SRIEHEEIRE LB (MobileFaceNet 0.4+ ArcFace 0.6) BEATIIREA, /5550
a2 CVEN G RHE T S AR SZARAE . O T BT SRLSAT,  RGUR MUk SR%, & 3 il

BEAT —UCRA, RERAE L R D IR BB, eIl T RBIALEE S UT {5 4L fF A .

def recognize face(self, face image, threshold=0.35):
# MobileFaceNet %F 1iE
embedding_mbf = self.extract_embedding mbf(face_image)
# ArcFacefF fE

embedding__arc = self.extract_embedding_arc(face_image)

# A BEF (0.4:0.6)
embedding = (0.4 * embedding_mbf + 0.6 * embedding_arc)
embedding = embedding / np.linalg.norm(embedding) +# L2JH— 1L

# I O MR AR, TE AR AU
db__embeddings = self.db_manager.load_face_embeddings(’fusion’)
best__match = max(db_embeddings.items (),

key=lambda x: cosine_similarity (embedding, x[1]))

if best_match[1] > threshold:
return best_match[0], best_match[1]
return AR 17, 0.0

PiiE N R FIBLE FRE 2 ECAPA-TDNN. ResNet34-SE DA FS& =FiE . R AR RA
& VAD NS IGARE BB . TP O MES e bR, $uEE
FEXTFIR A PR3 . RGO M 0B WA T A A, 30 UF RMS BEE= KT 100 HAE & Witk )k
it 30%, HTREMERE A . fERLE 0T, ECAPA-TDNN (&S 0.6, ResNet f{EH N
0.4, AHECT AR AU 7 ORI T B B R 22 57 . 5 ARG, RGuRH 70

WONZH, KUl R BE BRI e e 2eRs, it S FH 28 T 267

def recognize_speaker(self, audio_data, threshold=0.35):
# AL B
audio__data = self._normalize_audio (audio_data)

audio_tensor = torch.from_numpy(audio__data).unsqueeze (0)

# BECAPA-TDNNAI ResNet 4 1iF #2 B
emb__ecapa = self.ecapa_ classifier.encode_batch(audio_tensor)

emb_resnet = self.resnet__classifier.encode_batch(audio_tensor)




-
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# fl G IALEL A (0.6:0.4)
embedding = (0.6 % emb_ecapa + 0.4 % emb_resnet)
embedding = embedding / np.linalg .norm(embedding)

# A e LL X
db__embeddings = self.db_manager.load_speaker__embeddings(’fusion’)
best__match = max(db_embeddings.items (),

key=lambda x: cosine_similarity (embedding, x[1]))

if best_match[1] > threshold:
return best_match[0], best_ match[1]
return "R ZE1”, 0.0

WX 28 AL TR F TCP SUB TE 2244, 43 B3 AN 8 40 00) A% S 2% 4% . PRUAILEE 7 A TCP 9999
i, TAERAEN: OpenCV REMMZ JPEG E46)5 6 H Pickle oML, RGN 4 7K
FE SRR RN, B E B M KIE . SAURTE A TCP 9998 i 1, PCM JFE46 & S [
FERH 4 75K L& a0, AERSS 280 (Sender), AL A0 2R RN A% Sk AR A MTHEAT
JPEG JEAFFFTINKIEBNF, AR A 32 427 M A1 Hh B HE O 40 B B30 e ok R 28 0k, R i
LT Gt R0 X 28 AL S (P R o 35 AR I 2R R R SRR 22 e UL . "5 N TC A T 22 b [X DA 3L
TENRFMER . HEAIERIMES . 2% 0 (Receiver), #WWRE @ 2E 4 K LfE S
AN ERRA, R JE e R 6, T HL S RS T o G B A, A A SR s
TCP_NODELAY 2%:H] Nagle Hi£F LR 7K SO_SNDBUF # SO_RCVBUF #| 65536
FA L LR HIMIRAF) KN (maxsize=2) H3hZEF ok #Ami LR FEFE D .

# k55 A i R 1k
def send_video_loop(self):
while self.camera_running:
data = self.send_queue.get () # C. %0524
message_size = struct.pack(’<L”, len(data))

self.video_client.sendall (message_size + data)

def send_audio_loop(self):
while self.camera_running:
audio_data = self.audio_stream.read (2048)
self.speaker_audio_ring_buffer.write (np.frombuffer (...))
size = struct.pack(”’<L”, len (audio_data))

self.audio_client.sendall (size + audio_data)

| # % S B

i| def receive frame(self):

# B4 KB Sk, SRS BRI e A
msg_size = struct.unpack(”<L”, data[:4]) [0]
frame__data = self.video_socket.recv(msg_size)
frame = pickle.loads (frame_data)

frame = cv2.imdecode (frame, cv2.IMREAD COLOR)




-

=] wt
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11

13

14

14

return frame

GUI 5 ERYE M Tkinter SEIH 7 5, £ D) He FE L AR R 5 AR 45 53R
PRVEL VAN S fr ) . B E R R R . RGUR S AT IESE] A RE R (F
MR BHER AN G0 AUIINE S RS Sk 5 0/ A7 . AR ARG H S S rEREMEIN . Fim
AT &5 0 e AR 75 DX S A M R T RS, R PR B P AR ROBI S R (A AN
B A BoR RN 107 RGESCRPRE i B RLAIURT 5 391 7] 25 (R A7 SR 5, ™l DA #%
TR XMRAALLE, REE)R G Z N ffmpeg &I F AU H—3CAF.

# TN AR
cv2.rectangle (frame, (x1, yl), (x2, y2), (0, 255, 0), 2)

3l cv2.putText (frame, f”{name} {confidence:.2%}”,

(x1, yl1—10), cv2.FONT HERSHEY SIMPLEX, 0.9, (0, 255, 0), 2)

# 3% 2 Be

7| def start_recording(self):

self .temp_video_path = f”temp_video_{int (time.time())}.avi”
self.video writer = cv2.VideoWriter (...)

self .recording = True

2| def stop_recording(self):

self.video_writer.release ()
# W OR AR AT T AME, % B A% U B AR

output_path = filedialog.asksaveasfilename (...)

5.3 MR TR

RYGCRH Z LA, RIS I A BURME S IEA R e R . EHCRE S RIS E
N HIGH L5640, i DR B A0 SR AT R 2D A% s A2 0 5 ik LR W B 9 MEDIUM L5644, #R
PR] LA — € IREIR 1T ANFEM P R8s 0 AR EiRE 5 B8 LOW 1564, ANFHIEVLAIE
o PWAFEETTT, Wl pN A7 i T 0 22 DX G A2 2 B [ AT B B i IS ds= i, SRR 80 X
18 5 K/MEE b3 YA A A BR 1K B 3h 2 Fead Imi R 1517120 W26 7510, TCP_ NODELAY
55 Nagle FVARRRIEIR, 7 KRR X B 64KB SCRFE sy Ak i, 2ha I e 1Y)
M mERESR S Ciig5e . EIRD. IRBIRA T TE, Wikt AE 3 Wik — R EEAR IR K5 1
7, B ARBIEE 3 AHEAT — R, RSB IATEARDL 7 A FRR A e Rt

7 RN SRS

6.1 AR IR AR B IS EL A

A RGHEM T MobileFaceNet fl ArcFace FiF B, %= T S M17E bR A TFEURSE LW
(Labeled Faces in the Wild) b 15 M 1 #E .
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#* 10 NRFEEEAEREXS . (LFW Benchmark)

i Eil) BEIRFER (ms) | ERZE (LFW) | #EEX/) (MB)
MobileFaceNet 15.2 99.55% 4.0
ArcFace (ReSNet50) 85.6 99.80% 168.0

53#: MobileFaceNet /£ 4.0MB Z#&H1TEHL T, /£ LEW £¥54 FiE 2] 7 99.55% 1)
HEMR, JEHIEESEREEIM; ArcFace (ResNet50) M DA g vHEAC B T 99.80% [rIAK 2k
R . RGUEEINAGEA T E R, BEORE TR, P T HEm .

6.2 1iE AR BUFE R 3T EE I

§t%f ECAPA-TDNN Fil ResNet34-SE B, &R T 2A17E VoxCelebl-O M4 k1%

Hil% (EER) SRR

20 Pl NGB PEBEXS G (VoxCelebl Benchmark)

=R EER (VoxCeleb1-0) | 2#&
ECAPA-TDNN (C=512) 1.01% 6.2M
ResNet34-SE (L) 2.17% 8.0M

2. ECAPA-TDNN 7£ VoxCelebl MR FRIM R, EER KE 1.01%, R TESH
ResNet34-SE (2.17%). X525 T Hl 8 v & WL S S R0 G Rl 38 78 S2Br B A,
ECAPA-TDNN X415 (1-3 #2) FIRAUHER R 2% 5 T ResNet34-SE.

U RGEAE S 5 R B, AT AR AR FHEAT T X L. IR
e IEREA RN, RS0 . $9HRE (I < 50 lux). MEFSFREE (f5MELL SNR <
10dB) LRI (D8, BEs), MR R mEPis.

% 3. REIEZME T 12 HAs R P AR

MRIME | ARIRANEGE | FLUORAIERE | MERERE
IEHEN 0.85 0.60 0.75
BEDI®Z81 ) 0.62 0.58 0.60
Nk P PR L 0.83 0.45 0.68
53 A 0.58 0.61 0.59

ST RIS KRY, ZHEEMAERKEZERT T REEE AR NNEEE. £IEFEE
WIREE T, ARIRBIEEE AN 0.85, FLGRHIN 0.60, BEJEIEE] 0.75, RILT B4 rI %L
B AFOEHET, ARG IRBEGE FEE 0.62, HEALSGRAMER 0.58 MEEKT, mEE
N 0.60; FEMEFEIAEE N, AMGIREASEREF 0.83, MASURA FEE 0.45, @A JHRIEE] 0.68,
NIGARAE S THMEIEH « XIGIUE T 2B VAR BAMES 35
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6.4 REINEER R

KAZGH K ER (RS SEfom (& um) . LT BB S s B 5 2R
WEThRE . DL R VRN A2 ThRe M i vt 5 528 .
6.4.1 Xixim (ZfEZINESL)

SRR RGO IET A, A T A S VAR IR BIE, SR T Se R A
ST SRR S R T AE . 2 S BT R

SHBEMRMAY - AR + WIFA
RS RS

MARO: 9990 FMAN: 9098

BERGIRS 8%

ARSRZI
#8: © MBF [ ARC & Fusion
© BRAARIRR

R 3 "

SEREEIAR

HIEAIRS)
#8: © ECAPA  ResNet  Fusion
© RAREAIRS)
Kingl

RERK:0.08

O BEMES

OEEBEHAR

FESEBHE

4: ORI SEN 2SR SR

TERERR:

1. SERTHLSRTE S AR

FRYCRA YuNet oI & 76 AR 0 S g LG, 5 16 080 T r 222 11 G I AE 5 O B b
R AR AR S R A 25 BN S B (ERREIRA], DEFRRMALD, NGB T ExR
PONGER (ML S5EERD.

2. M EmiTE

i EOTERAE R IR SS AR 1, AR RGE 9999 Hi I (RLAD A 9998 i
(EHD A5 TCP MRS #%, TG M HmHEL H AR . R4 #4883 51 S C AR TN 210 R
S5, Al R MRS -

3. ANRIRZEHIARLER

o 1RAVEFE. AL =FiH AR ) R iEHE—MBF (MobileFaceNet) . ARC (ArcFace) .
Fusion (EH&EAEZD.

o BRFFXR: » BN ez IR B DIRER R 15 -
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o IRRUSAERIBFT: W HEHUN WIS (1-10 WD, BRINEE 3 MR —K, AT LA
PERE S HER 2.

o ANREM: 7 FEM AT N SHLE TEASE R . sl e RS R ESR A L4
Bt )5 B 3 A TR SR IS B, AR BRI 1] B A AN B0

4. BIENRBIEEHER

o RAGERE: $2{t ECAPA (ECAPA-TDNN). ResNet (ResNet34-SE). Fusion =i,
o BRAFX: 7 FHUIE NN ZEHERS S SR T)RE .

o RAGERER: FHSE R UEE NI R, ELHRUR 0 2 44 R BLEE 735

o REEM: RO IS M FIEE AL SR E R ARG REL TN E
B, TR R SR SR A IR e U IERE EOR A4, R GRS SURFIE
N

5. EEMERERE

My BECEMA R ST HE B, 2o NERRFAE” A Sl NRFHIE” P4
PR, ARSI on iy i P A 2 (DD, Whda . BEARERAY . R 58D, 3¢
FEMER - S 41

DR R TR T, R T R R P B AR S T A

EEMARES x
R EHAR | F EEHREA |
SEMAR: 1 A
ARFIFE: FHES:
liu = pER: liu
IR®: arcface

SEMHTIE]: 1970-01-01 00:05:43, 350693
EFEE: 2O ETEE

2% : mobilefacenet
sEMHTE): 1970-01-01 00:05:43,306113
EIREIE: EHt2IEE

O P& AR

5: CEMA G5 EE B A
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A N NEHFAE” A B8 AL P AREE T :

ANIEHSEETE: URBIENXE RGN ID. 254, BAIEA (MBF/ARC). JEMA A
FHP AT e R A A S Ml ot b R P 08

BOIEAFHEEIE: SRrH W ID. . BAESKEA (ECAPA/ResNet). SRFEZ . JEMAS ]
F P AT e Mg h i 0 N7 SR M B ag Hh 7 SOEH -

6.4.2 #EYR (FHMEIEF0)

BEOEEIT TCP PhsBIROR 1 & 5558 0 2 MR, S RRSEi a1, A MLt . 25 LA 1 3
&9 BT fimpeg) PR FHACT ISR AZIRE] . £ 5 R,

" ST - 192.168.2406 _ o >

[@) FreaZs U ERAERER o C #iE X BRH

6: TR S . B L S I RN R )

FEIRERIR:

1. KBTS LSRRI

FRTT e DX R R H B TR (4 HE% 640480, MIZEZ) 30fps), H4iiEIL PyAudio SE
I HE I CRFEAR 16kHz, L RIE). RGER AW FIHLEISCHLE I A 2 [F 28, SERIEHIAE 100ms
LAY .

2. ERREEE

FHIH DRSS BB HORE: R (WIIARE) . Bl (GEERSO  ERERTIT
(ME5HD. MERWITR, R24tH 32 EE,

3. RHFEHIThEE
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s FRAGSRH $4, R G A SR AR AN AR . AR AV %30 (MIPEG %
i), EHARAF N WAV % (PCM Zifid). (F1EsH)E, REESIRA fmpeg #50UH& I N
MP4 #%3X (H.264 W50 + AAC H4), FEHFHISCH s GO, U4 fEgE1E
R IA)) 5 NERE, (T 58 A,

4. EREH

s A Bt AR AR SN A BRSO, MU FS AN BESE . 4% ESC #EnIB 4Bt .

5. RESERELE

s B A A ORI . A B R TR, RGH Sh N IER, R 3 B
SARE PR R 1% .
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1.1 FFRIRFEA

Orange Pi Kunpeng Pro JF &R & IREL G A 0FT 18 B s PERE T K AR
HAEE T HRISACEESS, UL T 8GB 1 16GB M INAEA. Kunpeng Pro JF
RIRG G TR AR ER, SRS EAL R R A MR AT K . [\ 3
Ff FPGA+ARM, MARREH) B gt . #IERGMHEE, HERAZIT
K, ATLAEET A — B AR RN — BT R ARCSEBL T % 4T3 .

Type-C3.0 (EUSB 2.0) E#FLETIEN/HH

24~USB 3.0 HDMI 2.0 HDMI 2.0

W i ulu

USB Type-CHERED

FIEMO
- 3.3VPWR
5V PWR
DDR PWR
RRER — Micro USB (iBit&0)
2.4G/5G WIFI+IE 5 K4 2Pin®itiEN
WiFis+IE5F4.2 L2V R G ED
2 AGKRERE
8GB/16GB LPDDR4X — Al PWR
MIPI DSI#EQ CORE PWR
24"MIPI CSIB&®IEO o L
LED4T : : i P P S A
g - - RESETH!
40Pin i BiEO
41Z641I 0L 238 + Al AL B 2R
EE{E
68mm
eMMCHEN
|
256Mbit SPI Flash ——
: — FIRRMOSE
FEHIC
M.2 2280 EERE — g8 M.2 M-KEYIEQ
CPUZIZEIRIC
I RENAEBAE TFRHR



1.2 FERREE S &3 & ZE R EH

1) TE ¥, &/ 32GB BEM class10 L. F R EEN . 5824
64GB (LA R ER TF ko

SamDisk A i#

SanDisk
Ultra

1668 Mg
® Al IS

2) TF Kk &, HTEE TF k.

3) HDMI ¥ HDMI i&E#4, H THITRIRGEHES] HDMI Won & 8 AT

W o
\

Ve
4) HJR, Type-C #IH 20V PD-65W &AL .




5) R CGERBIRIRHEK usb O], ARBIMEZZ . 3RIEKD

6) B IAHLR

7) PR

8) HIRELE TIRMIZL, TR T AR I 2 Ry A
) MEMFFREEIFIN (BEEEI T FRIRIT AR




10) %34 Ubuntu 22.04 A1 Windows #VERZ) X64 HKK .

1 Ubuntu22.04 PC Ak, AT 4P Linux J5iY
2 Windows PC T3 openEuler #if%

11) N #IF AR BB AR 5 Bk
TR BRL T 8T A BE R U0 F o -

| http://www.orangepi.cn/html/hardWare/computer AndMicrocontrollers/service-and-support/Orange-Pi-kunpeng.html |

BAORE
SRR ERR BAIR BFRFi [REE
linux;jErg
BLRE&

5
©
opentuler

openeuleriz{®

1.3 25 Linux 543 TF FHRHE

i 2T Windows PC ¥ Linux 53145552 TF K171 (openEuler $if%)

R

TR ZFEMN TF £, eMMC F1 SSD (3£#F NVMe SSD #1 SATA SSD) Ji
Bl HARMBEAN 5SS 3 A KRS TIPS (BOOT1 1 BOOT2) H
P sl

i



BOOT1 %n BOOT2 ﬂﬁ/\a‘ﬂ;zﬁ%%aé%[ﬁs'zhfﬁﬂﬂ*uﬁﬁzﬁ LA, wﬁ 4 Ff
WEIRD, FFARMR B ET A T H A =R AR 3% BRSNS 3 v & W
e

PAGTF X BOOT1 HABFF % BOOT2 XoF I8 FR) S B v A
Vs Vi RALEH
H Yo SATA SSD #1 NVMe SSD
e H eMMC
vl i TF &

SATA SSD A1 NVMe SSD /3 517 20 B RS I 9% 5 BUIRZS & —FE
XS BN ST M2 TYPE 5] IR HEF 5 31X 40 1

DR AT ¢ J5 0 250 B A R b T B A R LT IR R B i &
T2 38 TF AR A F sk AT R G e A LRI T OOH i B L & AR
BER




1) EMER—ik 32GB EAKAEEMN TF £ GEFHEEH 64GB sl LE &K
TF ) , TF REMEHREELIUN class10 LB class10 ZLLL 1, Ef
FH A5 SR TF R

2) SRJEHE TF REAGRE, FHEBCREEA K.

3) MIFRIR TR T B0 T B ARZRERK K Linux BiRE4A 6.

4) SRJE FEH TR Linux 841 AF——balenaEtcher, F#HuhL N :

| https://www.balena.io/etcher/ |
5) #tEA balenaEtcher NE UM )5, midhar i N HAZH B2 AT T 2T .

. balena More Products v Resources v  Customers & Partners v Pricing Contact Login Sign Up

ETCHER

Flash. Flawless.

Flash OS images to SD cards & USB drives, safely and easily.

6) RJEALLESE T Portable WA balenaEtcher, Portable WASTC T %%,

Download Etcher

ASSET os ARCH
ETCHER FOR WINDOWS (X86|X64) (INSTALLER) WINDOWS X86|X64  Download

| ETCHER FOR WINDOWS (X86|X64) (PORTABLE) WINDOWS XB6[X64 Downloadl
ETCHER FOR WINDOWS (LEGACY 32 BIT) (X86[X64) (PORTABLE) WINDOWS X86|X64  Download
ETCHER FOR MACOS MACOS X64 Download
ETCHER FOR LINUX X64 (64-BIT) (APPIMAGE) LINUX X64 Download
ETCHER FOR LINUX (LEGACY 32 BIT) (APPIMAGE) LINUX X86 Download

Looking for Debian (.deb) packages or Red Hat (.rpm) packages?

XUk F 71l Al EAASE



7) $7FFJEH) balenaEtcher FLTHIAN N B FTR:

Etcher = X

&P balenaEicher

&

[ Flash from file

& Flash from URL

I§ cClone drive

{77t balenaEtcher I 15327 T M HEE R :
Attention

Something went wrong. If it is a compressed
image, please check that the archive is not
corrupted.

User did not grant permission.

iHikF¢ balenaEtcher J& SidifA%E, SRGEBELUVETE L HhistT.




8) f#i/H] balenaEtcher %¢3% Linux £if% M EARL BN T Ais:
a. FOCIRFRERER) Linux S5 CHERIEAE .
b. SREIEFE TF RIIELFF
c. IJa M7 Flash &P aAER Linux 543 TF .

Etcher e X

&) balenaEtcher

&

B Flashfrom file

& Flash from URL

I8 Cloie drive

9) balenaEtcher kg% Linux SRR AT EFR, 5ot %
BB OFORIEAERS Linux #1438 TF K.

© Etcher — 48% Flashing... == X

fj balenaEtcher

o Orangep...170.img

. Generic... Device

7 balena-rpiplay

Flashing... url sing RPiPlay to enable screen

Get started ~J




10) Linux %8585 5¢)5, DbalenaEtcher BRINE S XHes 3 TF K848 1T
B, HfRpe S A i . N EFTR, BoRat g E At E R
B D452,  balenaEtcher I1F1EXTHE S 52 BB AT RIES

Etcher — 26% Validating... - it

Q‘ﬁ balenaEtcher

o Orangep...170.img

- Generic... Device
.

,

Validating... Tumn a Raspberry Pi into an Ai er using RPiPlay to enable screen

mirrering on tvs

Get started

11) ke 5 )a balenaEtcher R /RA U T E PR, WiRERESERTE
NERR I B e i, BERT BRI LB balenaEtcher, #R/5ikH TF
RHNB LKW TF fAEHFH T .

' Etcher = x

&9 balenaEicher

Flash Complete!

1

We hope you enjoyed
using Etcher!

Share on Twitter

HE, A RGRNET RIS RIRE) T TF REshALE .



1.4 FFRRE ST

D) BRERIFESN TF KEiE eMMC fEREiE SSD 4 AT A N 4
iifesle

2) RIRAWA HDMI #H (HET A HDMI0 ZHFE/8 Linux RSN SIH ,
HDMI1 &7~ Linux RGEMHFIIIREIE TS E ), WHRMEE/R Linux
ARG IR, AT LUK IT AR HDMIO #:11i%4#:%3] HDMI EoR75%.

HDMIOH#: O B

3) %kmﬁtBB%D TU%LIBBmﬁﬂ%ﬂ %#ﬁ%km

4) FERRATICCLRMI O, 48N W2 RSB 253845 .

5) RIETREERE—/ 20V PD-65W 1] Type C FHHRIHEIE, HFEHZEAKNAE
W~ E s

Type—C lﬂﬂfﬁ% O E

6) %Fﬂﬂaﬁ@agﬁaﬁa& R e, HDMI &
TNESILBEEE Linux RAMEZRHE T



1.5 BB ERE

AR AEME R T OpenGauss £¥E % - Linux FAc B S FEED, AAZ% T csdn LAY
AR

BRI EMAFESAH — LA, FOVEFRERT A R BN S, A A\
FH R ERIRTT KA, RN ERIR T B BoRBE R BN KRG, B1EEK LR
W, ANKH vscode 1) ssh ffifFiE i iy 2 477E PC Limfelic &, XFE—K
TERZ .

B #'4% Remote - SSH X

Visual Studio Code Remote - SSH

1) BEEEREULRE
(1) BaEEZE (BMD
openEuler 22.03 N & openGauss, WIHRAERGF LR KA, tHA] AL
A —HE 24 openGauss 1) HAL U 2 521 -
| yum install opengauss -y |
(2] FEEEE
« ) opengauss FH /7
openGauss H(HE FEHEFE & PR PN opengauss, X #UH E 1Ow FH#R1E, T EY)
BRZH P AT

| [root@localhost ~]# su - opengauss |

Swap used:

Usage On: 9%

IP address: 192.168.160.130
Users online: 2

[root@localhost ~]# su - opengauss
E—EFHF: H 78 2 14:59:06 CST 2023 pts/0 Lk

Welcome to 5.10.0-153.12.0.92.0e2203sp2.x86_64

System information as of time: 20234 078 02H EH#5H 15:06:09 CST

System load: )

Processes: 160

Memory used: 14.7%

Swap used: 5

Usage On: 9%

IP address: 192.168.10.130

Users online: 2

To run a command as administrator(user "root"),use "sudo <command>".
[opengauss@localhost ~]1$ I

ssh://root@192.168.10.130:22 SSH2 xterm  I"99x23  10.2326 185E -




o BsHdhE
| [opengauss@]localhost ~]$ gsql -d postgres -r

Welcome to 5.10.0-153.12.0.92.0e2203sp2.x86_64

System information as of time: 20234 078 02H E#5H 15:09:09 CST

System load:

Processes:

Memory used:

Swap used:

Usage On: 9%

IP address: 192.168.10.130

Use 0 -

To run a command as administrator(user "root"),use "sudo <command>".

[opengauss@localhost ~]1$%

[opengauss@localhost ~]$ gsql -d postgres -r

gsql ((GaussDB Kernel V500R002C00 build ) compiled at 2023-06-28 14:16:57 commit © last mr )
Non-SSL connection (SSL connection is recommended when requiring high-security)

Type "help" for help.

openGauss=# [

ssh://root@192.168.10.130:22 SSH2 xterm "99x23 18.2313 1295 4o

o W/RCA Y database
openGauss=# \I

[opengauss@localhost ~]$ gsql -d postgres -r

gsql ((GaussDB Kernel V500R002C00 build ) compiled at 2023-06-28 14:16:57 commit © last mr )
Non-SSL connection (SSL connection is recommended when requiring high-security)

Type "help" for help.

openGauss=# \1

ERROR: Please use "ALTER ROLE user_name PASSWORD 'password';[" to set the password of user opengaus
s before other operation’!

openGauss=# |J

o PERTREEI opengauss KT B, A RERAT HABERE

[opengauss@localhost ~]$ gsql -d postgres -r

gsql ((GaussDB Kernel V500R002C00 build ) compiled at 2023-06-28 14:16:57 commit © last mr )
Non-SSL connection (SSL connection is recommended when requiring high-security)

Type "help" for help.

openGauss=# \1

ERROR: Please use "ALTER ROLE user_name PASSWORD 'password';" to set the password of user opengaus
s before other operation!

openGauss=#

openGauss=# ALTER ROLE opengauss PASSWORD 'S .&@tL:iz';

ALTER ROLE

openGauss=# |

| openGauss=# ALTER ROLE opengauss PASSWORD 'xxxxxxx';
«  MIXAFE database, EinU1 TRl opengauss %% i)




openGauss=# \1

ERROR: Please use "ALTER ROLE user_name PASSWORD ‘password';" to set the password of user opengaus
s before other operation!

openGauss=#

openGauss=# ALTER ROLE opengauss PASSWORD 'ZIls

ALTER ROLE

openGauss=# \1

List of databases
| Encoding | Collate | Ctype
+ =

___________ RN o T diiina smnase itk ayas ans cans Mol iriieanansasuse S asssas con]

postgres | opengauss | SQL_ASCII | C

template® | opengauss | SQL_ASCII | C =c/opengauss +
| | | opengauss=CTc/opengauss

templatel | opengauss | SQL_ASCII | C =c/opengauss +
| | | opengauss=CTc/opengauss

(3 rows)

openGauss=# [J

ssh://root@192.168.10.130:22 SSH2 xterm  1"99x23 ©.23,13 18E « 4

o BHEPEEVGEM root H T

| Ctrl+D

« GUEHEERIEKS

openGauss=# CREATE USER k5 id PASSWORD 'xxxxxx';

NOTICE: The encrypted password contains MDS5 ciphertext, which is not secure.
CREATE ROLE

openGauss=# alter user xlevon sysadmin;

ALTER ROLE

(3] FHEERE
- WEIPALH
Yw%E data/pg hba.conf SCAF, USHNAAT I IP 103

| host all all 0.0.0.0/0 md5

local all all trust
host all all 127.6.9:.1/32 trust

host all all ::1/7128 trust

host all all 0.0.0.0/0 md§

o BEomE T & T 1P
Yw%E data/postgresql.conf S A4

| [opengauss@]localhost data]$ vim postgresql.conf

| listen_addresses = "*'




Hole P IR 55 2 MR T i 5 2% A nl K TP bbb (i AN 2 R e vr sl 127.0.0.1 5
7)), FHhises nl UEE RS as AEE TP ISR BN EEEE

| password_encryption_type = 0 |
0 XM, mdS M 7, HELMEME. ETHBHRE CHBEARANIER
@, datastudio 2. ssh WAEIERE . B I 77 28 M4, 1 Hag AT 7%
I CiEE B H ORI EH 4, S80S T BRI ZORIER & S M 5

MBCED -

listen_addresses = [

port = 7654
max_connections = 16

@@q
= .

password encryption type = Off

A B




[opengauss@localhost data]$ gs ctl stop
[opengauss@localhost data]$ gs ctl restart

System information as of time: 20234 078 02H E#5H 15:48:18 CST
System load:
Processes:
Memory used:
Swap used:
Usage On:

IP address: 192.168.
Users online: 2

To run a command as administrator(user
[opengauss@localhost ~]$ cd data/
[opengauss@localhost datal$ vim pg_hba.conf
[opengauss@localhost datal$
[opengauss@localhost data]$ vim postgresql.conf
[opengauss@localhost data]$
[opengauss@localhost datal$ gs_ctl stop
[2023-07-02 16:01:50.029][9763]1[]1[gs_ctl]:
auss/data

waiting for server
server stopped
[opengauss@localhost data]$ gs_ctl restart
[2023-07-02 16:02:05.600][9766]1[]1[gs_ctl]:
ngauss/data

[2023-07-02 16:02:05.600]1[9766][1[gs_ctl]:
[2023-07-02 16:02:05.600][9766][]1[gs_ctl]:

0%
9%
10.130

"root"),use "sudo <command>".

gs_ctl stopped ,datadir is /var/lib/openg

to shut down

gs_ctl restarted ,datadir is /var/lib/ope
Is server running?
starting server anyway

2023-07-02 08:
ACKEND] LOG:

sn't exist or
2023-07-02 08:

02:05.708 [unknown] [unknown] localhost 139783520712768 0[0:0#0] 0 [B
the configure file /usr/local/opengauss/etc/gscgroup_opengauss.cfg doe
the size of configure file has changed. Please create it by root user!
02:05.708 [unknown] [unknown] localhost 139783520712768 0[0:0#0] 0 [B
ACKEND] LOG: Failed to parse cgroup config file.
2023-07-02 08:02:05.711 [unknown] [unknown] localhost
XECUTOR] WARNING: Failed to obtain environment value
2023-07-02 08:02:05.711 [unknown] [unknown] localhost
XECUTOR] DETAIL: N/A

2023-07-02 08:02:05.711 [unknown] [unknown] localhost
XECUTOR] CAUSE: Incorrect environment value.
2023-07-02 08:02:05.711 [unknown] [unknown] 1oca1host
XECUTOR] ACTION:

139783520712768
$GAUSSLOG!
139783520712768

0[0:0#0]

0[0:0#0]

139783520712768 0[0:0#0]

139783520712768 0[0:0#0]

2023-07-02 08:02

XECUTOR] WARNING:
2023-07-02 08:02:

XECUTOR] DETAIL:

2023-07-02 08:02:

XECUTOR] CAUSE:
2023-07-02 08:02
XECUTOR] ACTION:

[2023-07-02 16:0
[2023-07-02 16:0
[opengauss@local

:05.711 [unknown] [unknown] localhost 139783520712768
Failed to obtain environment value $GAUSSLOG!

05.711 [unknown] [unknown] localhost 139783520712768
N/A

05.711 [unknown] [unknown] localhost 139783520712768

Incorrect environment value.

:05.711 [unknown] [unknown] localhost 139783520712768
Please refer to backend log for more details.

2:06.609]1[9766]1[1[gs_ctl]:
2:06.609]1[9766][]1[gs_ctl]:
host datal$ |

done

server started (/var/lib/opengauss/data)

B FFIT IR 55 4 i

[root@]localhos
[root@]localhos
[root@]localhos

t ~]# netstat -antp
t ~]# sudo firewall-cmd --permanent --add-port=7654/tcp
t ~]# sudo systemctl reload firewalld




tcpb 0 0 ::1:55754 TIME_WAIT

[root@localhost ~]# clear

[root@localhost ~]# netstat -antp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp [¢] 0 0.0.0.0:7654 200840 LISTEN 9767/gaussdb

tcp . = LISTEN 9767/gaussdb

tcp
tcp
tcp
tcpb
tcpb
tcpb

40:0.0: LISTEN 860/ rpcbind

.0.0.0:22 20 LISTEN 2685/sshd: /usr/sbi
92.168.10.130:22 ESTABLISHED 9523/sshd: root [pr
o Seie LISTEN 9767/gaussdb

LISTEN 9767/gaussdb

LISTEN 860/ rpcbind
tcpb LISTEN 2685/sshd: /usr/sbi
tcpb - 7654 TIME_WAIT -
tcpb 0 0 ::1:7654 TIME_WAIT -
[root@localhost ~]# sudo firewall-cmd --permanent --add-port=7654/tcp
success
[root@localhost ~]# sudo systemctl reload firewalld
[root@localhost ~1# ]

[cNoNoNoNoRoNoNoNol
[cNoNoNo NN NoNoNo)

2) BEEEVINM
f#f 1 Datastudio ¥j I7] openGauss

< FRAGREIRRERE X
1 R B Ve bz
EEER EREER MEAMER BA | SSL | @R
db 192.168.182.1... G 5.0.2
my oper@ openGauss . srmen e
openGauss xlevon@192.168.240.1:... openGauss lite
BFR* openGauss
FH* 192.168.240.1
was* 7654
R postgres
Bra* xlevon
=i
=B REmI=E
JBRASSL O
BERERER kR ESzi)
& Data studio
1o - @
R (1)
postgres
BB (541)
J blockchain
o e
dbe pldebugger
dbe_pideveloper

5 dbe_sql_util

information_schema

) py_catalog (541)

) pg_toast
) pkg service

= media files
mperson_data

@S0 ()
=1 pg_default
=1 pg_global
0




1.6 WBELE

1) EFBIRIKARGT M, Joff KRG ETERTLLMNES . UR3hZ )51 RS
AIREARE 1970 4, Fa BRI Pl i B AT, S vscode %% 1% IS
2 DA DA R T A 6 il ) AR B ) o

2) I SEHL PC A IR R4 o

3) P ARG KA, Sl

| ip addr |
openEuler@openEuler:~ Qll = X L
[openEuler@openEuler ~]$ ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00 #

inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: bond0: <BROADCAST,MULTICAST,MASTER> mtu 1500 qdisc noop state DOWN group defa
ult glen 1000
link/ether ca:82:2f:ac:07:16 brd ff:ff:ff:ff:ff:ff
3: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group defa
ult glen 1000
link/ether c0:74:2b:fc:06:4e brd ff:ff:ff:ff:ff:ff
inet 192.168.240.1/24 brd 192.168.240.255 scope global noprefixroute eth0
valid_1ft forever preferred_l1ft forever
4: virbr0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
group default qlen 1000 3]
link/ether 52:54:00:f6:40:91 brd ff:ff:ff:ff:ff.ff =
inet 192.168.124.1/24 brd 192.168.124.255 scope global virbro0
valid_1ft forever preferred_lft forever =)
5: virbrO-nic: <BROADCAST,MULTICAST> mtu 1500 gdisc fq_codel master virbr0 state &)
DOWN group default glen 1000
link/ether 52:54:00:f6:40:91 brd ff:ff:ff:ff:ff:ff &)

T eth0 FROFIZHIAE 192.168.240.1 G BRI FHL S OLMEmir T, H40%
WL ip AR, EATET)

2

MZEF] Internet > LAKRY

(] FIRBUAIRILS

JeiZiia) Internet
SHIERE

AR AR
VEREBIILRIER, SR el AR AR REA A SR R,

RERE LR, LISBEHE ML CROMEERE

1P 537 Fih
1Pv4 bt 192.168.240.2
IPv4 1819 255.255.0.0

DNS fR55885 e B5(DHCP)

HEE PC LM 2ihl 192.168.240.2 (FEASTHLK ip AR, BT T) HEK
BELEFE AN PR WA REEABEE . TLLER linux 350 KRG BEE
ip Hhb R R X 2 b AR [E], LS A E R L. BRI linux 361 ip k&
MONT 192.168.240.1.




—. ¥t

2.1 RGHEH

REGIIE:  linux 250, OrangePi (FREFIREEMS pro)
RGLEN:

© B/ POTRESLEH.
o MRS TOTAEERICE R

BAFZEH
o T python LI (vscode)
o C/SHHy: 3T TCP Socket M1, SLHLEZ WS IS 4 .
o HIEFE: OpenGauss, FTA7figH F Hds & nlid %,
«  GUI: 27T Tkinter A #A6AS B FH1H -
o ANJASIIEH ONNX Runtime /£ 10 2 b B 5] 25, g Ay 1) 56
e

W) [Linux + OrangePi(#2H I’ro)]

T [ BT }——»{ kit 5 }———{»(mxXMM }

L%
it 5

IN i x| ‘ ¢ ’ ’ HFAESRIR ‘

TCP Socket il {(9999 %11 1

M !
feth |

i %

wnm | MBI

OpenGauss$(# &

Tkinter GUIRJ¥LAL 51



1]

2]

2.2 BRI

K Linux R48I8177E OrangePi 881 Pro W45 L, ENLZiHET
&L, H Python i 5 SEIEEA R 45, WNEZKIEAS J7THIKH C/S 4244, 3T TCP Socket
S L e S IR S S I, AR AR AN i S .

FEMARACBE DT T, 257 5t OpenCV KA L BHE, N2 FhiR ik
RUAT REE AL B R4, SR 2 2R FE 2R R B i B R o AR S5 A BRI AR R TE
Tkinter GUI S i b, [FIB SCHF MP4 4 Uk il A7 . & AR S PyAudio 3KHX
16kHz ¥ 7518 16bit &40, Wit WAV ¥ gl 5 S fE%r, SCREE ORIt -

NERAR A YuNet NS #5 AL A& MobileFaceNet 1 EdgeFace ™Rl
R (GaFrmpb SR ), FIH ONNX Runtime 1E Y321 25 i 4 58 5] 45 i s A 7Y
R, B IR AEIR . P SO BE L ECAPA-TDNN £l ResNet34-LM 7 ffif&
A, f#H Fbank $FAEHEHN, [FF£3ET ONNX Runtime P,

BEAE K OpenGauss U5, A66H 5 G4y ANGAFE. 75 SURFEFTA
AESE o AHU IR ARG NN 22 AN S S0, SCHF B8 28 A0 e B 0 R 2 T AR HL (12
17o GUI R H Tkinter HEZEFRBE T MAAZ B FLTH, SER BRI . K IIAE, R
MERM ARG HEEZMINEE.

2.3 BB

PR RS2 DY A 2 TS — 9 e, DRI 58 sz 3 — AR RS S 3
s FEATCP+E ML M R 5t B, QQ B, T Z LR i BRI e Bk
F S HdlE, 35T socket W (E Wit IR Heflom AN B4, ZER ] AR
BEAAAREE . L. 7. HTEMAFBIRTH, FILEREIRR S AT
B KER R GRS HIRTE pe RS A imidt T WoR,  FRAE RS 78 v i S )
(YRR AT FH 5 AT 33 1) AR A7 i+ 50 A7 CORAE B B AR A S A FAF T E 38D
BAR TREACG AR R, PRt O B 358 40 S AR
A. [R%F
AR 5523 B Be i
W28 1E 2 : Mot RINE P il TCP Bhis R iE ) stk Bt (fif
pickle #H30.
AR Z AT BRI AT Bl A ), AR 4 11 i S RS
e AT I PN i
TR AN B RIEAA S (MPA/WAVY) HIcEHE (515, X4
K 1FER PostgreSQL ##lE A, DUMEfFLEMR.
R 5528 S R i Th R
RUAT S ) T REAK BT OpenCV (cv2) o 4R 55 2 B U B %5 7 ot R 1% 1
JPEG JE48 G B8R GG R BRI T ARSI 5 NAAI S .
*Z‘D‘?}ﬁ%%:
2R REWEY — N2 RREN recording videos



o QIR HREIT S YRR S K R, RS A S iz
F A A VideoWriter X 5. SCHFAA A I 44 1D NI (R, A ORAfE—
8

o WUSON: PR R Mt AR DY R R, B RS (0 800x600),

R H AN -

o GRENPE: AE RS BRSO R, OB OO RN, R R HE
PEAEAEIRATE o

REERH

write_video frame

def write_video frame(self, client_id, frame_data):

"R NI A

# WRXAE PR VideoWriter, f#E—

if client_id not in self.video_writers:
username = self.clients[client_id]['username’]
timestamp = datetime.now().strftime("%Y%m¥%d_%H%M%S")
filename = f"video_{username} {client_id} {timestamp}.mp4"
filepath = os.path.join(self.storage dir, "video", filename)

# ) VideoWriter (800x600, 30fps)
fourcc = cv2.VideoWriter_fourcc(* 'mp4v')
self.video writers[client_id] = {
'writer': cv2.VideoWriter(filepath, fourcc, 30.0, (800,
600)),
'filepath': filepath,
'username': username

}

stop_video_recording
def stop_video_recording(self):
g AL A
self.recording _video = False

# BRI VideoWriter AR 472 ¥

for client _id, writer_info in list(self.video writers.items()):
writer_info['writer'].release()
filepath = writer_info['filepath']
username = writer_info['username’]

# DRAF B EE

self.save_to database(client_id, username, 'video', filepath)




[3]

AR 55 25 U B AR«
AR Python brvfEfE wave AbFE PCM iR . &A@ 5 LA/
Pt (Chunk) T GE I X 255 %
H'D/fﬁﬁ
o BRI SHEUE T IEN PyAudio fi AR HEAT SRR AL, By HILE
ST IS B IEN S5 N2 .
o AR HSWARELL, NEANEFEmCIE A wav . SEEEN:
FLFETE, 16 ACRFEREE . 16000Hz SKAFEH
o SERFEN: RN b S AR BB IS N WAV S
REBRH

save_audio_data

def save _audio_data(self, client_id, audio_data):

R R BN WAV ST

# N RN il O SO, Bl A

if client_id not in self.audio_files:
username = self.clients[client_id]['username’]
timestamp = datetime.now().strftime("%Y%m¥%d_%H%M%S")
filename = f"audio_{username} {client_id} {timestamp}.wav"
filepath = os.path.join(self.storage dir, "audio", filename)

# A% WAV 0 (16kHz, BAREIE, 16bit)
wf = wave.open(filepath, 'wb')
wf.setnchannels(1) # H.jiE
wf.setsampwidth(2) # 16bit = 2 bytes
wf.setframerate(16000) # 16kHz

stop_audio_recording

def stop_audio_recording(self):
nn ll{%ﬁ[kifﬁ”%—;g)\n nn
self.recording_audio = False

# KPP B O IR AE 2558 e

for client_id, audio_info in list(self.audio files.items()):
audio_info['file'].close()
filepath = audio_info[ 'filepath']
username = audio_info[ 'username’]

# ORAF ZIEURE
self.save_to_database(client_id, username, 'audio',

filepath)




[4]

R B B AL BRI

RYATH] psycopg? FEZEHE opengauss HHEFE . X — P R AELE ATV ELAE Gk
SRR, AR ARG IR
JR 2 .
o REWBT: RGN SR AR media_files &, B 1D, X4,

AR AL (video/audio) AN ZERTHE] .

R R %M (CREATE TABLE)
CREATE TABLE IF NOT EXISTS media_files (
id SERIAL PRIMARY KEY,
file_name VARCHAR(255) NOT NULL,
file _path VARCHAR(500) NOT NULL,
file type VARCHAR(10) NOT NULL,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
o R HL: EHE R NIRRT 1 BE T v W  BOCH R DR A S
PAT, PRIE T B R d S0 SO 2 se 8 H ol v a1
o BURIREL: M ELRAFI SO B AR IR B L R B 3%, 45 A SO R RR A,
FJit SQL INSERT i),
#WAEFE (INSERT)

def save to database (self, client id, username, media_type, filepath)

try:
# RBOCA2 N H g4
file name = os.path.basename(filepath)
dir_path = os.path.dirname(filepath)
print(f" Xff4%: {file_name}")
print(f" H#kie: {dir_path}")
print(f" EdEEEERE: CiERE")
cursor = self.db_conn.cursor()
cursor.execute("""
INSERT INTO media files (file name, file path,
file type)

VALUES (%s, %s, %S)
"nrt. (file_name, dir_path, media_type))
self.db_conn.commit()

cursor.close()




GRURIANSC: A5 LB SR SQ A SCARIRE, BRSO AB R IEB BN, BB fil A 2

I PR
Tl R

k.
HhiE PyAudio

Y
TSR (16k, 16bit)

"
PEHL 74l (Chunk)

& (4k8E)

4
FEANFFEIP (List)

Y

2

y
{1 wave BLELE A WAV L

Y
HANEHEE (PostgreSQL)

-



B. &P
R RY .
O FEFRIREENS Pro MEREA BRI FE (CPU: #2M5 920 (4 #% ARMD. W
1%: 4GB. Ihit: B4R AT, R Ed. & Tag R &HA,
@ 8] Ji IR e vk B BRIl 2%, 11 MobileFaceNet. EdgeFace. ArcFace
ECAPA-TDNN. ResNet FRF|ZERMAETFRA XA R ETIGHELY, &6 H %
WA
1 ZFFum AR AR
NEEASI
KH YuNet #8Y, ([FAEE T REARIER
o B BEY, EEBGEE, WIERDL, SR A e .
NKAR A
*  MobileFaceNet: I ERML, THHEE/N, &SR AR,
EdgeFace: £ NiUZitEHMALHIRTY (Gamma WA), TEARINFE FHEALE &
TRALFRIRAE :
o R4 > RGB ##e > H—14k ((-1, )VEHE) -> NCHW A& 20464,
PO BT
o FREHN 512 AR EMIE.
15 F A SZ AL BEAT EL X, BB

BT

Y

ABHSH (YuNer)

Y

W(MoblleFaceNe( / EdgeFace)

Y

HELLR (TETRIZHBILE)

l

18iE > 0.6 7
& (fFigAaRam)

BLRzISHH




RERE
def register face(self, name, face_img): A\ &3 M

def register_face(self, name, face_img):
"N CRIS PR )
# JYPTAH AT R RCRE A G
if 'mobilefacenet’ in self.models:
features_mobile = self.extract_features(face_img,

'mobilefacenet')
self.known_faces[ 'mobilefacenet'][name] = features_mobile

registered_models.append( 'MobileFaceNet")

if 'edgeface' in self.models:
features_edge = self.extract_features(face_img, 'edgeface')
self.known_faces[ 'edgeface'][name] = features_edge

def recognize face: AJIRF]

def recognize_ face(self, face_img, threshold=0.3):
mr UG O 2 R A B A AR )

features = self.extract_features(face_img)

# RS A RIARBUE CRIZAEUED
for name, known_features in current_known_faces.items():
similarity = np.dot(features, known_features)
if similarity > best_similarity:
best_similarity = similarity
best_match = name

# WRARC L B, R Bl UL EC 44
if best_similarity > threshold:
return best_match, best_similarity

def detect_faces(self, frame): A oA

def detect faces(self, frame):
KA G YuNet T Haar BiF5ED
if self.use_yunet:
# {71 YuNet #71
self.face_detector.setInputSize((w, h))
_, faces_yunet = self.face detector.detect(frame)

for face in faces_yunet:
X, Y, W, h = face[:4].astype(int)
faces.append((x, y, w, h))

return faces




2]

&P ¥ e SUR AR
B AT AL B :
e KFEER: 16kHz.
o BSAEHREL: iHE 80 4k Fbank (Filterbank) HFAE, 400 N B 58454
REAE SR U Y«
«  ECAPA-TDNN: & T IHEIE7EE JJRIRT 2EfH 28 N 2%, fEKmHE KR s B Sefs
=]

« ResNet34-LM: SHFRZEMZL, FriEfe e e, PUMERe /1os.

AR

o HHHM > JNE > FFT ->Mel JEJ 2841 > SRR > HAERE,

o EIHFRIE R R AT L2 H—1k.

FA AR

o THEE QUL M) 28] B R SZ AR, BRIE e AT DAAR T A5 2 5 S R i 1 L
HEAT IR .

o XFEBIME: 0.05 CWIRZEE/NT 0.05, BRI AHALE B BE B AR

SR (16kHz)

Y

ESRFRLLIE (Fbank $SFZAY)

Y

$S{EIZAN (ECAPA-TDNN / ResNet34-LM)

Y

FSELERS (GTERIZEME)
[

.

#8IE > 0.80 ?
# (A i)
X535 (gap) > 0.05?

A& (TEERN)

i

) HHIRRISH?




RERE

def register _voice(self, name, audio_data)yE: /= 4L

def register_voice(self, name, audio_data):
A A A
if self.session:
# A B SRR
features = self.extract_features(audio_data)
self.known_voices[name] = features
print(f"[INFO] CEMASL CRefEFE) @ {name}")
else:
# TR DR AF 0 5 A
self.known_voices[name] = audio_data
print(f"[INFO] CEMALL JELEEHD @ {name}")

def recognize voice(self, audio_data, threshold)iR %! /= £(

def recognize voice(self, audio_data, threshold=6.30):
mr RSl (BI{E .50, [iibiRITED Ut
features = self.extract_features(audio_data)

# THES FTA CA R SOV AR
for name, known_features in self.known_voices.items():
similarity = np.dot(features, known features) # &3
if similarity > best_similarity:
best_similarity = similarity
best_match = name

W

# ARFE B A N AR AL X ) S
if best_match and best similarity > threshold:
return best_match, best_similarity

def extract_features(self, audio_data)$EU = SURFE

def extract features(self, audio_data):
B SR L
# AL E SR (5 Fbank RHE)
preprocessed = self.preprocess_audio(audio_data)

# 8 ONNX A5 70 S HURFAIE
features = self.session.run([self.output name],
{self.input_name: preprocessed})[9]

# L2 H— Ik &

features = features.flatten()

features = features / np.linalg.norm(features)
return features




3] ZEZRA:
ARG NGRS + ASORGH A& 200, A= + &
15 FER& VR & SR

R
MR W" 253

‘ AR (YuNet) ‘ ‘ Fhank #4121 ‘
+F fiE 12 R
MobileFaceNet — f; € R512 ECAPA-TDNN — v; € R!%?
EdgeFace — f; € R™? ResNet34-LM — vy € R512
A E A AR I f}*’;i’.*ﬁ{urﬂ’rﬁ

o _ el o v
Sracei = 7Tl Svoice.j = Tyl |n
rHEBRAEERE
HE P (ua.mr) = ZA jIERN

A 9 Srpsion(name) = M

nnnnn

YW ID = argmaxname ‘)]mmn(nam()

[iﬂméﬁ%: (%, ﬁf;rg)]

BN V(name) = Y 1is,>6,]

- BEEUHHEE ﬁé%ﬁ@ﬁsfm:%
.« G2 OO S TR R TR (name)

«  V(name): FXFFEAMRE N FEELEL

* Xk lis,>6,] Xﬂiﬁﬁ@éikk*ﬂ(k e 3 T \ﬂu*;%ﬂ)
o Sp: B RAMEERITHEH AL 4 2

« 0, : WENEEEBRIE

BUBLHL: Sposon = 2-loced St

o RbE NANE SUP SRS BIR S 2 25 tH AL &

*  Spusion : RUEJE R NHI L ARBUEE 73




Stacer : A KRB AN IR A AU

Svoice_te = Ak IR N BN TR 53 AR AH AU
«  V(name) WARTIHRAKEZE

e IR Sfinal (name) = maxpgme (Sfusion(name))

* ‘{j% éfﬁJ'ﬁHbMﬂl‘E /Ef v X%E {name, Sfusion(name)}

R BRI
def perform_fusion_recognition(self) ZHEARIE FERE

def perform_fusion_recognition(self):
AT S A AR
fusion_scores = {} # {FflifE/ N AR EFG 5

# TR B E, S EAE
enabled count = sum([
self.fusion_facel _var.get() and self.face_recognition_enabled,
self.fusion_face2_var.get() and self.face_recognition_enabled,
self.fusion_voicel_var.get() and
self.voice_recognition_enabled,
self.fusion_voice2_var.get() and
self.voice_recognition_enabled

D

# GAMERHRE = 1.0 / BB E
model_weight = 1.0 / enabled_count

NEHERIRB4 (MobileFaceNet)

# NJEH%] - MobileFaceNet
if self.fusion_facel_var.get() and self.face_recognition_enabled:
# 1) #% MobileFaceNet fH7H
self.face_recognizer.switch_model('mobilefacenet’)
face_img = self.current_frame[y:y+h, x:x+w]
name, similarity = self.face_recognizer.recognize_face(face_img)

# I RERF 5>

if name not in fusion_scores:
fusion_scores[name] = 0.0

fusion_scores[name] += similarity * model_weight

enabled modals.append('MobileFaceNet")

FEEHERIR4S (ECAPA-TDNN)

# FZGRY - ECAPA-TDNN
if self.fusion_voicel_var.get() and self.voice_recognition_enabled:




audio_data = self.get voice buffer()
if self.voice_recognizer_ecapa.is_available():
name, similarity =
self.voice_recognizer_ecapa.recognize voice(audio_data)

# IR RS>

if name not in fusion_scores:
fusion_scores[name] = 0.0

fusion_scores[name] += similarity * model weight

enabled_modals.append('ECAPA-TDNN")

AP (REER)

# R RS 150 R e e
if fusion_scores:
best_name = max(fusion_scores, key=fusion_scores.get)
best_score = fusion_scores[best name]
# SZREBEHE: 1590>0.5
if best_score > 0.5 and best_name != "Unknown":
result = f" {best_name}"
self.fusion_result _name = best name
self.fusion_result_score = best_score
messagebox.showinfo ("l & 45
£ R {best_name}\n il 57534 : {best_score:.3f}")

C. BEELM®
. EXEBWEE
DataStudio ZEREEEFE, AR 2 B B8 BT B 1045 S R

Hic B I )
A K openGauss
FHL 192.168.240.1
i 15 7654
R4 postgres
P xlevon

. Rt
555 it et Bl SR P AR SQL A7 A N AN SR R 80— Al A



"R AR R I R AR A
try:
print(f"[INFO] IEFEZEZEIEE: host=192.168.240.1,
port=7654, db=postgres, user=xlevon")
self.db_conn = psycopg2.connect(
database="'postgres’,
user="xlevon',
password="xlevon!2025",
host='192.168.240.1",
port='7654"
CREATE TABLE IF NOT EXISTS person_data (
name VARCHAR(100) PRIMARY KEY,
face_image BYTEA,
voice audio BYTEA,
register_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
update_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP

)5

name: A%, T
face_image: AJKEMEH — 2k (BYTEA)
voice_audio: 54U ANY ] (BYTEA)
register time / update_time: V3 fft/ 5 H7 S [A]
o VEMABGE insert /update
register face only (self) pRELH
O N Frgmfip JPEG — k|
@K XA name &8 CEAETE

cursor.execute("SELECT name FROM person_data WHERE name = %s",
(name, ))

@A AfE — UPDATE

if cursor.fetchone():
# I
cursor.execute(
"UPDATE person_data SET face_image = %s, update_time =
CURRENT_TIMESTAMP WHERE name = %s",(img_bytes, name)
)
print(f"[INFO] S EY {name} HIAMGHE ™)

@AFELE — INSERT

# EAFIC S

cursor.execute(

"INSERT INTO person_data (name, face_image) VALUES
(%s, %s)",(name, img_bytes)




| ) |
SQL AR :
#A: INSERT INTO person_data (name, face_image) VALUES (%s, %s)
B8 ¥ : UPDATE person data SET face image = %s, update time =
CURRENT TIMESTAMP WHERE name = %s
AR RE
name: TR, A
face_image: AJEEH — 4] (BYTEA)
img_bytes: JPEG %t 5 i —HEH 7 1im, XN SQL ) BYTEA
gt
o VEMAELUT insert /update {5 &
register voice only (self) B&%LH
O XA name &% CEAETE
@UAFfE —~ UPDATE
"UPDATE person_data SET voice_audio = %s, update_time =
CURRENT_TIMESTAMP WHERE name = %s",(audio_data, name)
@AfFfE —~ INSERT
"INSERT INTO person_data (name, voice audio) VALUES (%s, %s)",(name,
audio_data)
AR R IZ A AN ZRALL, 3 voice audio A5 R AR itk B dE
voice_audio: 754 —HEH (BYTEA)
name: FRFH, JEMEA
o B N R R AR )
Ja#Et 2 J8F client linux.py [ load data from database:
try:

cursor = self.db _conn.cursor()

cursor.execute("SELECT name, face image, voice audio FROM
person_data")

rows = cursor.fetchall()

cursor.close()

loaded _faces = 0

loaded_voices = 0
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| id 4 file_name J file_path ~| file_type 4 created_at ~|
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